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At the mid-way point of the current National 

Cyber Security Strategy, The Department of the 

Environment, Climate, and Communication 

conducted a review of the progress achieved 

against the measures in the strategy. It also set 

out new commitments, with an ambitious goal 

to achieve 18 newly added measures, all within 

the remaining years of this strategy. 
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Minister’s Foreword

The Irish Government has a clear vision 

for a connected Ireland; an Ireland where 

everyone can enjoy the benefits of access to 

high-quality internet connections; an Ireland 

that will see development, both social and 

economic, aided by digital technologies; and 

an Ireland that can embrace remote working 

and opportunities for innovation, essential 

in addressing climate change and adapting 

to an evolving economy. The Government’s 

national digital strategy, Harnessing Digital 

– The Digital Ireland Framework¹ presents a 

clear framework to support our ambition for 

Ireland to be a digital leader, at the heart of 

European and global digital developments. 

With this drive for a digital transformation 

and with greater integration of digital 

services we must acknowledge the 

associated set of risks and vulnerabilities 

digital technologies bring. As the use of 

internet-connected technologies becomes 

more integrated into our daily lives; into 

the operation of our businesses; and the 

operation of the State, these risks will 

continue to grow. We all have a role to play 

in keeping our stakeholders secure and 

protected.    

The Government takes its responsibility to 

protect Ireland against hacking, cybercrime, 

and cyber espionage very seriously. The 

security and resilience of our networks and 

information systems is vital for Ireland’s 

continued prosperity, our confidence in our 

public and private services, and our security. 

In 2019, the National Cyber Security 

Strategy, a whole of Government strategy 

aimed at enhancing the security and 

resilience of Government systems and critical 

national infrastructure, was launched.  The 

Strategy set out a range of collaborative 

measures to enhance the cyber security 

and resilience of public bodies, providers 

of essential services, businesses, and 

households. At its core is the aim to support 

the continued development of the cyber 

security industry and research community; 

all to ensure Ireland plays an active role in the 

international discussions on the security and 

stability of a free and open cyberspace. 

Ireland and the world are in a vastly different 

place to where we were in 2019. Our worlds 

were turned upside down in the wake of 

the COVID-19 pandemic when our ways of 

working, socialising, shopping, conducting 

business all shifted to the online space, 

almost overnight. While the pandemic was 

accelerating the migration of many aspects of 

our lives to the digital space, the global cyber 

threat environment was shifting with the 

Russian invasion of Ukraine; and the cyber-

¹ https://www.gov.ie/en/publication/adf42-harnessing-digital-the-digital-ireland-framework/
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attack on our own Health Service Executive 

in 2021 ensured every citizen of Ireland 

understood the national and personal impact 

a cyber-attack can have on every corner of 

our daily lives. 

With an appreciation of this changed 

landscape, at the half-way point of the 

Strategy implementation a mid-term review  

was conducted. This review was informed 

and improved through a rigorous public 

consultation. It took stock of progress made 

against our original commitments, but 

importantly, it also enabled us to expand 

our ambition and commit to new measures 

for the Strategy’s remaining years. This 

culminated in a commitment to 18 new 

strategic actions, all to be implemented 

within the lifetime of the original strategy.  

The consultation process generated a bounty 

of valuable data from multiple perspectives 

for consideration. Stakeholders welcomed 

the detailed account of delivery of measures 

to date in the public consultation document 

and called for more frequent reporting for 

accountability and transparency. 

This, the inaugural, Annual Cyber Security 

Update is a direct response to these calls. 

The aim of this document is to showcase 

the breadth of our commitment and actions 

to securing, protecting and defending 

Ireland from cyber-attacks. I hope that in 

doing so you may have an appreciation of 

the variety and complexity of this task and 

the zeal in which the Irish State pursues it. 

This recap of achievements and measures 

undertaken across 2023 offers a snapshot of 

the expansive work that the various bodies 

across the State pursue to ensure a secure 

and protected cyber landscape. 

Ossian Smyth TD 
Minister of State at the Department of the 

Environment, Climate and Communications 
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Director’s Foreword

Welcome to our Annual National Cyber 

Security Update. The purpose of this 

document is to provide a holistic overview 

of the cyber security landscape, and 

includes contributions not only from the 

National Cyber Security Centre (NCSC) and 

Department of Environment, Climate and 

Communications (DECC), but also from the 

Defence Forces, An Garda Síochána, and the 

Department of Foreign Affairs.

As can be gleaned from the breadth of 

contributions, the efforts needed to increase 

cyber resilience nationally are spread across 

all facets of the public service and are whole 

of Government in approach. This reflects 

the extent of the cyber related risks to 

infrastructure and critical services in the 

State, something set out in great detail in our 

National Cyber Risk Assessment², published 

last year also.

To meet these threats, and building on the 

Government decision of July 2021, the NCSC  

continued to grow throughout 2023. We 

entered the year with under 30 staff and 

doubled that as the year progressed. This 

growth encompassed the appointment of a 

Director of Resilience to stand alongside the 

Director of Operations, and the recruitment 

of a third Director, our new CTO, who took up 

his role in 2024.

The primary role of the NCSC is to monitor, 

detect and respond to cyber security 

incidents in the State. Operationally, 2023 

was our busiest year to date within the 

NCSC, both in terms of responding to 

incidents, and providing advisories to our 

constituents. We received more than 5,200 

reports, which gave rise to 721 confirmed 

incidents and a total of 309 investigations by 

the Centre.

Similarly to the close working relationships 

across different bodies and agencies 

nationally, our work goes hand-in-hand with 

that of our European and wider international 

colleagues. The nature of both proactively 

building resilience and guarding against 

attacks means that such relations are a  

prerequisite to having as broad an overview 

of the environment as possible. This work 

can be seen across several different work 

streams within the NCSC, both operationally, 

and those related to the Resilience 

Directorate.

² https://www.ncsc.gov.ie/ncra/
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Last year the Resilience Directorate 

successfully applied for European co-

funding for a three-year project that 

will see enhanced sectoral engagement 

across numerous areas. This will lead to 

improved coordination and information 

sharing amongst bodies that play a central 

role in the daily life of the State. Similarly, 

under European legislation the NCSC was 

designated as the National Coordination 

Centre (NCC-IE) for the wider cyber security 

sector in the country. The unit delivering this 

is focused on enhancing Ireland’s wider cyber 

security capacity. As part of that focus, the 

project successfully secured €2million worth 

of EU funding.

Finally, these achievements, and the 

advances made in growing the NCSC, 

both in size and capabilities, are described 

within this comprehensive update. Just as 

the cyber security landscape is constantly 

evolving, so too is our approach to meeting 

the challenges, as you will discover when 

reading about the mid-term review of our 

strategy. We will continue to remain agile 

and adapt appropriately to the ever-changing 

requirements being made of us on a daily 

basis to ensure the cyber resilience of the 

State is constantly improving.

Richard Browne 
Director of the National Cyber Security Centre 

(NCSC), Department for the Environment, Climate 

and Communications
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Executive 
Summary
At the mid-way point of the current 

National Cyber Security Strategy, The 

Department of the Environment, Climate, 

and Communication conducted a review 

of the progress achieved against the 

measures in the strategy. It also set out new 

commitments, with an ambitious goal to 

achieve 18 newly added measures, all within 

the remaining years of this strategy³. 

This National Cyber Security Update is in 

direct response to the mid-term review. In 

acknowledgment of the positive reception 

received from our stakeholders to having 

the progress reported and shared, and the 

interest across various groups to understand 

more about the Government’s role in Cyber 

Security, this document provides an overview 

of the vast work that was carried out across 

Government in 2023. 

The work in 2023 to deliver on the National 

Cyber Security Strategy, and beyond, 

demonstrates not only the national 

capabilities and the national commitment, 

but also the national ambition, to grow and 

develop Ireland’s cyber resilience further. 

A cyber security incident is any adverse event 

that threatens the confidentiality, integrity, 

authenticity or availability of a network or 

information system. In 2023, 721 of the 

5,276 reports received by the NCSC were 

confirmed cyber incidents, leading to 309 

investigations. The vast majority of incidents 

were assigned a CAT-5 categorisation, at 

the less severe end of the 1 to 6 scale of 

incident severity.  This is the second-lowest 

categorisation level in terms of severity 

of the incident. Tellingly, there were no 

incidents reported that were deemed severe 

enough to be CAT-1 or CAT-2, the two 

categories containing the most danger to the 

State. This shows the successful preventative 

work being done by the NCSC to ensure 

threats are being stopped before they can 

severely impact the State’s infrastructure.

Ireland is host to a significant amount of data 

processing as a result of our EU membership, 

economic stance, and geographical location. 

It is evident that cyber security is a vital part 

of the Irish technology sector with over 6,500 

people employed in cyber security in this 

country, and an ever-increasing demand for 

people with cyber skills. 

In 2019, the NCSC had 22 staff members. 

Those numbers, because of the plan laid out 

in the 2019 National Cyber Security Strategy, 

are expected to increase nearly four-fold 

by the end of 2024. The NCSC’s budget is 

growing in line with its staffing increase 

so that it can continue to support the 

commitment of the Government to building 

and expanding the cyber security capacity of 

the State. 

1 ³ https://www.gov.ie/en/publication/8994a-national-cyber-security-strategy/
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Highlights from 2023 include:

•	 Successfully applying 

for and receiving 

EU funding for 

Cyber-CORE, the 

coordination 

and response 

proposal that 

merged with 

existing Gov-CORE networks.

•	 Establishing Digi-CORE, enabling the 

digital community to share knowledge on 

potential threats and vulnerabilities that 

can impact digital service operators.

•	 Publishing a national position paper on 

the application of international law in 

cyberspace.

•	 Accomplishing school outreach, 

culminating in a “shared learning day” in 

University College Dublin.

•	 Ensuring Cybersecurity was included 

amongst topics of the Government’s 

Consultative Forum on International 

Security Policy.

•	 Participating in the third Counter 

Ransomware Initiative (CRI) Summit, 

held in Washington D.C.

•	 Commemorating Ireland’s membership 

of the NATO Cooperative Cyber Defence 

Centre of Excellence (CCDCOE) in 

Tallinn, Estonia 

•	 Raising awareness across all stakeholder 

groups of cyber security and the steps 

that can be taken personally and 

organisationally to protect against 

cyber-attacks. 

9
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Introduction 
Ireland is considered to be among the leading 

EU Member States for both its uptake and 

use of digital technologies 4. Like the rest 

of the developed world, these technologies 

have come to play a central role in supporting 

and facilitating economic and social life. 

The progressive development and 

deployment of interconnected devices 

has been accompanied by an increasing 

dependence on these systems. This 

dependence has created a complex and 

evolving set of risks, some of which flow 

from flaws in the design or operation of the 

network systems themselves.

Other risks arise from deliberate actions by 

organised groups, including Nation States, 

seeking to subvert or compromise IT systems 

for a range of reasons. These activities can 

take the form of theft or destruction of data 

and the physical disruption or destruction of 

IT services or infrastructure.

These risks have a complex and interrelated 

set of consequences for nation states, 

ranging from the protection of citizens’ data 

to the protection of key IT infrastructure and 

services. 

As Network and Information Systems 

become more embedded and complex, 

securing these systems becomes 

progressively more important and difficult.

The current National Cyber Security Strategy 

(NCSS), published in 2019 as a five-year, 

whole of Government strategy, set out 

to enhance the security and resilience of 

Government systems and critical national 

infrastructure. 

Against the backdrop of increasing 

challenges, including those stemming from 

revolutionary new technologies, greater 

reliance in Irish society and global society 

upon digital infrastructures, and nation states 

seeking to exert greater geopolitical power 

over other countries, the Irish Government 

has continued to improve Ireland’s cyber 

resilience and raise the standard of cyber 

literacy amongst the wider population.

2 4 https://digital-strategy.ec.europa.eu/en/library/digital-economy-and-society-index-desi-2022
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The cyber security work carried out by the 

State is continuously changing and evolving 

to match the technological and societal 

developments in the world around us. The 

commitment to enhance Ireland’s cyber 

resilience is unwavering as the Government 

strives to protect critical national 

infrastructure, support public and private 

sector partners, and foster a secure and 

thriving digital ecosystem. 

In an era where cyber security is of 

paramount importance to national security 

and economic prosperity, the Government, 

as this year’s update will continually show, 

remains dedicated to its mission of ensuring a 

safe and secure cyberspace for all.

The 2019 National Cyber Security Strategy set out three key pillars 
for Government:

1
Protect the State, 

its people, and 

critical national 

infrastructure from 

threats.

2 
Develop the 

capacity of the State, 

research institutions, 

businesses, and the 

public sector.

3 
Engage nationally 

and internationally 

in a strategic manner, 

always supporting 

an open and secure 

cyberspace for all.

11
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NCSC Incident 
Response   
The primary role of the NCSC is to monitor, 

detect and respond to incidents and risks 

in the Cyber domain, and to defend the 

State, its infrastructure, services, and people 

against harm. 

The pervasive and globally interconnected 

nature of the internet and its associated 

constellation of connected devices means 

that humanity is now heavily exposed to a 

series of interconnected technological risks. 

These risks range from criminal damage 

to espionage and disruption or damage to 

infrastructure, and can have short, medium, 

and long-term implications for people and for 

States. Some are obvious and immediately 

visible, while others can take place over years 

and have impacts that can only be seen in 

retrospect.

The cyber domain in Ireland is also 

sometimes used to conduct attacks on 

third countries. The NCSC has a key role 

in preventing and responding to all of 

these threats, and cooperates with other 

Government departments, the Defence 

Forces, and An Garda Síochána to ensure that 

these threats are addressed fully. The NCSC 

also works closely with partners in Europe 

and elsewhere to ensure that we have a 

real-time understanding of threats, and that 

the NCSC is positioned to inform partners of 

potential risks and threats emanating from 

internet connected infrastructure in Ireland. 

The NCSC also provides strategic analyses 

of developments in the cyber domain for 

partners across Government.

To date, the NCSC has focused its 

engagement on Critical National 

Infrastructure and Government. As a result, 

the statistics presented in this section should 

not be considered as representative of Irish 

society.

3
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3.1  2023 Statistics

The NCSC Operations Directorate received 

5,276 reports in 2023, of which 721 were 

confirmed as cyber security incidents 

which required responses. The NCSC 

Operations Directorate also performed 

309 investigations in support of victim 

organisations. 

Stemming from these investigations, the 

NCSC generated 150 events disseminated 

in an anonymised format for the collective 

defence of our partner organisations in 

other countries through a variety of secure, 

information-sharing mechanisms.

The NCSC published and disseminated 51 

Advisories to our constituents, describing 

vulnerabilities in systems and outlining 

remediation advice to prevent compromise. 

The Operations Directorate initiated 1,365 

threat hunts across our constituency based 

on detections from NCSC analytics and 

sensors. Sensors allow the NCSC to detect 

threats as they occur and, in some cases, 

prevent cyber security incidents. 

The NCSC also issued 8,174 notifications 

of vulnerable and exploited systems to the 

public via their internet service providers.  

5276
Reports

51
Advisories

721
Incidents

1365
Threat Hunts

309
Investigations

8174
Vulnerability 

and Exploitation 

Notifications
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3.2  Incident Categorisation 

Incidents are categorised on a scale of one 

to six, with CAT-1 being the most severe and 

CAT-6 the least severe. 

Due to improvements in defensive 

technology, detection, and threat hunting, 

many incidents are now stopped before they 

can have a significant impact. 

The result is that the majority of cyber-

attacks detected are being categorised as 

CAT-5. Additionally, this categorisation 

reflects the impact to the state and its 

services rather than the impact to the 

organisation that was initially targeted.

3.2.1	  
Breakdown of 2023’s 721 Incidents

CAT - 1		 0

CAT - 2		 0

CAT - 3		 8

CAT - 4		 18

CAT - 5		 439

CAT - 6		 256

2023
Total Incidents

721

CAT - 5
439

CAT - 6
256

CAT - 4
18

CAT - 3
8

14



The most commonly observed cyber 

incidents were those carried out by criminal 

groups seeking financial gain. The main 

attack vectors used by these groups were 

phishing attacks and malware distribution, 

usually via email.

A number of very significant vulnerabilities 

were discovered in widely deployed network 

devices, which have resulted in an extremely 

large number of devices being compromised 

globally. These vulnerabilities have been 

used by criminal and state-backed threat 

actors to gain access for subsequent use.

The deteriorating global security situation 

has been mirrored in the cyber domain, 

with a significant amount of state-backed or 

state-sponsored activity observed. Some of 

this activity stems from ongoing attempts 

to obtain strategic or diplomatic advantage 

via espionage, with other activity attributed 

to the theft of intellectual property for 

economic purposes. 

A notable trend in 2023 has been the rapid 

growth in so called ‘hacktivist’ activity 

targeting web services in Ireland and 

attempts at state-sponsored disinformation. 

Hacktivists usually deploy Distributed 

Denial of Service (DDOS) tools to try and 

impair the proper functioning of websites. 

These are inexpensive and low-impact 

attacks, with their primary motivation 

being to seek to shape political and media 

discourse in the State. 

The NCSC has observed a number of state-

backed hacktivist groups engaging in activity 

in Ireland in 2023 and has been able to 

attribute these to specific intelligence and 

security services.  

3.3  Threat Actors and Attack Types 

Hacktivists
Hacktivists compromise the 

security of a computer system, for 

political or ideological purposes. 

These attacks are often very 

public, intended to draw attention 

to their cause. 

15
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3.4  Sample Incident 

The NCSC incident response process varies 

depending on the type of incident and threat 

actor involved.

There are two primary incident alert 

processes; the first is where an incident 

is reported to the NCSC by a victim or a 

victim’s service provider; the second is 

where NCSC’s own analytics tools detect 

an incident occurring in real-time and 

the potential victim is then alerted to the 

incident.

There is a link between these two processes. 

Information that comes to the attention of 

the Cyber Security Incident Response Team 

(CSIRT) from a victim-reported incident 

can be used to search across the threat 

intelligence databases and sensor logs to 

determine if similar such incidents have 

occurred elsewhere in the State.

The most urgent incidents reported to the 

NCSC tend to be related to ransomware. 

These scenarios arise where a threat actor 

seeks to gain illicit access to a victim’s IT 

system. The threat actor often seeks to 

extract sensitive data and then will usually 

deploy encryption software. This renders 

the victim’s IT system partially or wholly 

unusable until such a time as a decryption 

key is used. The ransomware group then 

demands a ransom payment from the victim 

both to avoid the release of sensitive data, 

and to provide a decryption key. This type of 

attack is known as ‘double extortion’. 

The groups who conduct such attacks can 

take advantage of a highly-evolved and 

well-organised criminal ecosystem. Such 

groups are often located beyond the reach 

of western law enforcement authorities. 

They are extremely proficient and well-

resourced. Despite some significant 

successes in disrupting or removing their 

online infrastructure, such groups still pose 

an extremely serious risk to IT systems and 

data across much of the world.

The NCSC has produced numerous advice 

and guidance documents aimed at raising 

awareness around such incidents and to 

help prevent such activity from occurring. 

If such an attack does occur, remediation 

is often very onerous for the victim and 

usually involves rebuilding the IT system 

and restoring data from backups. In such 

cases, there is at least a workable route to 

restoring operations.

Threat actors must take several steps to 

achieve their end goal of extorting a victim. 

It is useful to examine the typical chain of 

events in a cyber-attack.

16



Reconnaissance 

The threat actor will have performed a basic assessment of the 

victim to decide if they are worth attacking. What is their ability to 

pay a ransom? What type of email subject would get traction with 

staff? Who are the best targets?

Remediation: On occasion the NCSC detects reconnaissance level 

activity, this is the optimal scenario as there has not been any impact 

on the victim. We will contact you if this is the case, in general 

reconnaissance level activity is difficult to detect.

Weaponisation

The threat actor creates or buys a malicious file that will execute 

on the victim’s device and give them the ability to connect remotely  

to the victim’s network. The threat actor sets up infrastructure on 

the internet that this file will connect to once it executes.

Remediation: The NCSC hunts for malicious infrastructure on 

an ongoing basis, if we suspect your network has connected to 

malicious internet infrastructure we will contact you and issue 

indicators so that you can search for compromise on your network. 

The NCSC issues takedown requests for malicious internet 

infrastructure which can remediate an attack before it occurs.

Delivery

The threat actor sends a malicious file attached to an email to a 

staff member previously identified.

Remediation: The NCSC monitors threat actor activity closely, 

our advanced sharing arrangements and threat hunting capability 

means we may be notified of victims targeted. If we notify you 

of a phishing incident it is important to search for the indicators 

provided, this is the last secure moment before an incident 

becomes a bigger problem.

17
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Exploitation

This step is not always present in an attack; however, exploitation is as 

applicable to the person as much as the computer. A user reads an email 

and opens a malicious attachment. The attachment executes malicious 

code on the device and calls out to the threat actor infrastructure giving 

the threat actor the ability to deploy further malware.

Remediation: Good IT practices, patching procedures, use of up-to-date IT 

systems, good network architecture, cyber awareness training programs 

for staff. The NCSC hunts for threat actor infrastructure and depending 

on the threat vector we may notify you if we are aware of a malicious 

connection from you network.

Installation 

The threat actor deploys more sophisticated malware to the 

victim’s device via the connection made in the previous step. This 

gives the threat actor keyboard access to administer remotely an 

IT network. This step usually involves the threat actor deploying 

several more tools and files to achieve their goal. 

Remediation: Good IT security practices and network 

administration by the victim’s IT team.

Command and Control (C2)

The threat actor uses malicious internet infrastructure to control 

the malware and tools on the victim’s network. They pilot the 

malware remotely from this point.

Remediation: Good IT security practices, IT administration and 

network architecture. If the NCSC is aware of C2 activity on your 

network we will notify you so that you can cut it off.

18



Actions On

The threat actor has full remote access to the victim’s IT network. 

The threat actor will move laterally around the IT network in 

an attempt to identify sensitive information for ex-filtration. 

Once such information is identified, the threat actor will deploy 

ransomware across the network. An extortion message with a link 

to a private dark web chat will be issued to the victim so that the 

victim can receive the ransom demand and open negotiations. It 

is likely that the victim’s information will be advertised on a public 

facing website.

Remediation: At this point users may have noticed that their IT 

systems are unusable and there is a need to engage an incident 

response specialist. Please report the incident to the NCSC for 

guidance.

The NCSC can help disrupt the “kill-chain”, 

the structure of an attack, particularly in 

the early stages and has had considerable 

success in interdicting weaponisation, 

delivery and command and control stages. 

The NCSC take reports of phishing very 

seriously. Analysis of a phishing email can 

reveal the later stages of the kill-chain 

which can assist both the first order 

victim, as well as help prevent other such 

incidents nationally and internationally. 

The NCSC aims to respond to, and enrich, 

every incident report received so that 

organisations can search for other malware 

incidents that may affect their systems. 

Incident reports by their nature contain 

highly sensitive information and are 

processed by the NCSC with the utmost 

confidentiality to safeguard the privacy of 

the victims. At all times, victims maintain 

control over their incident and related 

information.

19
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Ireland’s National Cyber 
Security Strategy 
The National Cyber Security Strategy, 

published in 2019, is a five-year whole of 

Government strategy aimed at enhancing 

the security and resilience of Government 

systems and Critical National Infrastructure. 

It built upon the first strategy, published in 

2015, that first established the NCSC and 

introduced a series of measures to protect 

Government data and networks, and critical 

national infrastructure, in a better and more 

efficient way.

The strategy sets out a range of collaborative 

measures to enhance the cyber security 

and resilience of public bodies, providers 

of essential services, businesses, and 

households. As well as this, the strategy 

aims to support the continued development 

of the cyber security industry and research 

community, and to ensure Ireland plays an 

active role in the international discussions on 

the security and stability of a free and open 

cyberspace. 

Approximately 70 national infrastructure 

operators have been legally designated as 

critical. These infrastructure operators have 

been made subject to security requirements 

and to a binding incident notification scheme. 

This means that the State and the Critical 

National Infrastructure Operators are far 

better prepared to deal with cyber security 

related risks than was previously the case.

The technology sector is characterised 

by its extreme dynamism, and it appears 

likely that new developments are about to 

emerge. These will centre on virtualised 

networks using advanced communications 

protocols (such as 5G), Artificial Intelligence 

and the Internet of Things. These linked 

developments will have a vast range of use 

cases, meaning that they will penetrate 

further into the lives of citizens and the key 

infrastructure on which services depend.

The software-based nature of this 

technology is such that new regulatory and 

governance tools are likely to be required 

to ensure that both data and services are 

resilient and secure. These developments 

have been accompanied by the rapid growth 

of a global industry that is providing products 

and services aimed at securing digital 

systems and infrastructure. 

4
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The cyber security industry in Ireland is 

already a key part of the technology sector, 

both in its own right and as an enabler for 

investment in related sectors.  Sustaining 

and building on this success is an essential 

part of ensuring future economic growth 

and high value jobs and ensuring that a cyber 

security ecosystem with adequate critical 

mass exists within the State. 

The integration of digital technologies 

at a national level remains an ongoing 

process and one that has seen considerable 

Government action. 

The 2015 Public Service ICT Strategy and 

the National Broadband Plan together, 

will continue to have positive effects on 

economic growth, regional balance, and 

individual opportunity; however, this 

digitisation also brings a degree of risk. 

The Strategy sets out how Ireland will 

embrace these challenges and take 

advantage of the enterprise and job creation 

opportunities flowing from these global 

technological developments. 
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Mid-Term Review of the National 
Cyber Security Strategy  
At the publication of the current strategy, 

in 2019, the Government indicated its 

intention to review the strategy at its mid-

point to assess progress and consider new 

initiatives to ensure delivery across all the 

measures outlined therein. 

In 2021, a Capacity Review of the NCSC 

conducted by external consultants 

also recommended that the National 

Cyber Security Strategy be reviewed in 

recognition of the changed global cyber 

threat landscape and evolution of the EU 

legislative framework. In December 2022, 

the Department of the Environment, Climate 

and Communications launched a public 

consultation on the Mid-Term Review of 

the National Cyber Security Strategy which 

closed on 7 February 2023. 

A series of stakeholder consultation 

webinars were hosted by the Department 

of the Environment, Climate and 

Communications during January 2023, as 

well as direct engagement with relevant 

Departments and State Agencies. 

Submissions to the public consultation will 

be published on the Department’s website, 

together with summary notes of inputs at 

the stakeholder webinar sessions. 

Recognising significant developments both 

internally and externally during the period 

2019-2022, the Government proposed 

to revise the Pillars for the Strategy. 

The consultation paper highlighted the 

deteriorating threat landscape in which 

cyber security incidents are affecting a 

broader range of entities including small 

and medium-sized enterprises, education 

providers, and the community and voluntary 

sector. 

The consultation paper also referred to the 

importance of the European Union’s Cyber 

Security for the Digital Decade strategy and 

associated legislative files, and in particular 

the expansion of the regulatory framework 

associated with the revision of the Network 

and Information Security (NIS) Directive. 

5
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The proposed review was met with general approval during the public 
consultation. The revised Pillars in the Strategy are as follows:

Protect 
Protect the State, its people, critical national infrastructure, and 

strategically important industry sectors, from threats in the cyber 

security realm in a dynamic and flexible manner, and in a way that fully 

respects the rights of individuals and proportionately balances risks 

and costs.

Develop
Develop the capacity of the State, education and research institutions, 

businesses including small and medium-sized enterprises, the public 

sector, the community and voluntary sector, and of the people to both 

better understand and manage the nature of the challenges we face in 

thsi space and to ensure that organisations and individuals can continue 

to benefit from economic and employment opportunities in information 

technology, and in particular in cyber security.

Engage
Engage nationally and internationally in a strategic manner, supporting 

a free, open, peaceful and secure cyber space, including playing an active 

role in the development and implementation of EU policy on cyber 

security, and ensuring that cyber security is a key component of our 

diplomatic posture across the full range of engagement. 
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National Capacity  
Development 
The Government is continuing to invest in the resourcing of the NCSC to expand its resources 

and capabilities further, on foot of a decision taken in 2021 to implement the recommendations 

from the 2021 Capacity Review of the NCSC. 

The Capacity Review is a Programme for Government Commitment and was referenced in the 

2019 National Cyber Security Strategy.

6.1  New Functions since 2021

In 2022, the NCSC took on two new roles in 

response to EU legislation:

-	 The first, was the designation of the 

NCSC as the National Coordination 

Centre (NCC-IE) under Regulation (EU) 

2021/887 establishing the European 

Cybersecurity Industrial, Technology 

and Research Competence Centre and 

the Network of National Coordination 

Centres.

-	 The second, was the establishment of 

the Certification function to implement 

Ireland’s obligations under the EU 

Cybersecurity Act (EU 2019/881).

6.2  Staffing

The NCSC is composed of highly skilled, 

specialist technical staff who can respond to, 

and manage, cyber security threats. 

Staffing levels have been increased 

considerably, with 55 current full-time staff, 

and which is expected to increase to 75 by 

the end of 2024. These additional staff will 

allow for the continued upscaling of the 

NCSC to meet its existing obligations as well 

as providing resourcing to new functions as 

required under the NIS2 Directive.

2019 2020 2021 2022 2023

22 24
29

43

55
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6.3  NCSC Headquarters

Work is nearly completed on a dedicated HQ facility for the NCSC at DECC’s redeveloped 

offices at Beggars Bush Dublin 4. The new facility is fitted with all necessary technical and 

security measures and aligned with international best practice as required for Computer 

Security Incident Response Team (CSIRT) operations. It will also house a new National Security 

Operations Centre (SOC) for managing cyber incidents. The NCSC will occupy the space in 

2024. 

6.4  Budget

In line with staffing growth, the budget allocation for the NCSC has steadily increased over 

recent years to support the Government commitment to build cyber security capacity. 

NCSC Budget 2021 - 2024

2021 2022 2023 2024

€2,000,000

Current

€4,000,000

€6,000,000

€8,000,000

€10,000,000

€12,000,000

€5,100,000 €5,100,000

€7,450,000

€10,700,000

Capital Total
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Working  
in Cyber  
The spectrum of work in the area of Cyber 

Security is directly reflected in the myriad 

of roles and career paths available across 

Irish Public Service. The Irish State boasts 

a highly skilled, dedicated, and experienced 

cyber workforce, situated across multiple 

Departments and State Bodies. 

The Department of the Environment, 

Climate and Communication (DECC) is the 

lead department responsible for delivering 

improved cyber security posture and 

resilience across Government and Society. 

Under this remit the department has two 

separate  functions, the Cyber Security 

Policy Division and the NCSC. The Cyber 

Security Policy Division is responsible for the 

formation of all cyber security policy for the 

State and oversight of the implementation 

of the National Cyber Security Strategy. It 

is also responsible for the negotiation of all 

EU legislation relating to cyber security and 

giving full effect to EU legislation relating 

to cyber security in Irish law. This division 

is supported by the Cyber Security Attaché 

based in Permanent Representation of 

Ireland to the European Union in Brussels. 

The NCSC is the operational arm of the 

Department for Cyber Security. It is 

composed of highly skilled staff. The range 

of roles within the NCSC include technical 

specialists with a sophisticated 

and in-depth knowledge of cyber security; 

computer engineers who can build bespoke 

security infrastructure; compliance 

professionals with audit backgrounds; and 

communications professionals who can 

deliver the important messages of the NCSC 

to their expansive audiences. 

The Department of Foreign Affairs leads 

the State’s role in Cyber Diplomacy, with 

dedicated positions in Dublin and Brussels, 

ensuring Ireland’s position and interests in 

the Cyber arena are voiced and heard. 

Cyber capacity development is a key priority 

for the Defence Forces. This capability 

is delivered by Communications and 

Information Services (CIS) personnel from 

the Army, Naval Service and Air Corps. To 

fulfil their assigned roles, CIS personnel must 

complete extensive training and education 

programs. This includes being trained up to 

degree level (NFQ Level 7) or Masters level 

(NFQ Level 9). CIS personnel undertake 

extensive training on all new hardware 

and software systems to be deployed 

on Defence Force Networks. In order to 

develop Defence Forces Cyber capability 

and to support National Cyber resilience, 

CIS personnel participate in a number of 

international Cyber Exercises including EU 

MilCERT MIC, ‘Locked Shields’ and ‘Cyber 

Coalition’. 7
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The pursuit of Cyber Crime is the remit 

of An Garda Síochána and specifically 

the Garda National Cyber Crime Bureau 

(GNCCB). GNCCB is primarily staffed by 

sworn members of An Garda Síochána who 

have applied to join the Bureau as forensic 

computer examiners or in other roles within 

GNCCB but also bring with them their prior 

investigative experience. GNCCB includes 

several Garda Staff personnel with specialist 

roles of Digital Forensic Examiner while 

administrative roles are carried out by 

other Garda Staff who deal with the daily 

correspondence, reporting, finance and 

logistics that are needed to keep a very busy 

crime Bureau functioning. 

The roles available in Cyber Security are as 

numerous and varied as the experience and 

qualifications of those working in the field. 

The following profiles offer a mere sample 

of those working across our public service 

to enhance the security and resilience of 

Ireland’s cyberspace. 

Cyber Policy 

Clare works in Cyber Security 
Policy in the Department of 
the Environment, Climate and 
Communications (DECC). 

I have had a very interesting and varied 

career to date in the Civil Service, including 

working in area of adoption policy, 

corporate governance, communications/

press office and ICT, both software and 

hardware.

I have a diploma in journalism and 

humanities, an honours degree in 

Information Systems and a postgraduate 

diploma in economic policy analysis and an 

advanced diploma in legislative drafting.

As part of my role in ICT Hardware and 

infrastructure, I was the nominated 

cyber security liaison from my pervious 

Department. I attended a regular network 

meeting with the National Cyber Security 

Centre (NCSC). It was at these meetings 

I learned about the upcoming roles in the 

Cyber Policy area in DECC and, through the 

Civil Service Mobility programme, I made a 

move into this dynamic policy area.

Cyber security is a policy area which cuts 

across multiple areas and is an integral 

consideration across a wide range of 

sectors. These include Space, Digital 

Infrastructure, Energy, Water, Transport 

and Health to name but a few and other 

policy areas, such as Data Protection, 

and Artificial Intelligence. There are also 

geopolitical considerations that have 

been highlighted by the conflicts taking 

place in Ukraine and Gaza. This has given 

rise to significant developments in the 

cyber security legislative and regulatory 

ecosystem, often driven by the EU.

As a national expert, I negotiate any cyber 

security related files in the European 

Commission on behalf of Ireland. I am also 

responsible for the transposition/giving 

full effect to any relevant cyber security 

legislation that requires adoption via 

national legislation. I work closely with 

colleagues in the NCSC to inform all policy I 

work on, both at the European Commission 

and National level.  

This role is challenging, particularly due 

to the horizontal nature of cyber security 

policy, but it is also an incredibly interesting 

area. There is never a dull moment!
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Cyber Crime 

Paul is the Cyber Safety and 
Engagement Officer in The 
Garda National Cyber Crime 
Bureau (GNCCB). 

Prior to joining An Garda Síochána, I 

worked in a variety of roles in the retail 

and travel industry. I also worked as a 

tax consultant and joined the Gardaí in 

1994. 

My first posting was to Blanchardstown 

where my duties involved responding 

to everyday and sometimes difficult 

crimes in a very busy Station. In 2001 I 

transferred to the Garda Fraud Bureau 

and joined the Cyber Crime Unit where 

I have been ever since. 

I was initially involved in cyber 

forensics and investigations but over 

time I have moved within the Bureau 

to my current role as the Cyber Safety 

and Engagement Officer. Training for 

those varied duties was very much 

on-the-job with third level courses in 

computer forensics and training in the 

forensics software we use to examine 

the computers delivered to us from 

around the country. I also undertook an 

LLB in Irish law and a research Master’s 

Degree in cyber law and investigations 

but this was so that I could learn.  Cyber 

is constantly evolving so you have to 

adapt and keep up to date as well.

A typical day for me is talking to 

companies and individuals on how to 

stay safe online. I am responsible for 

developing and distributing the Garda 

cybercrime prevention advice and 

supports both online and in person. 

These are driven by the current trends 

or topics that are prevalent at the 

time such as Back to School advice in 

September or Safe Holiday browsing in 

May. 

I also engage with the media on the 

cyber safety message for individuals 

and companies and as we take part 

in many annual and local events such 

as European Cyber Security Month 

(ECSM) or the IRISSCON cyber 

security conference, we have to plan 

for these every year. 

The job is about keeping people safe 

online and that is what drives me every 

day. You have to have a passion for 

people. Everything else can be learned.  
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Cyber Crime 

Ian is a Cyber Security Specialist 
on the NCSC’s Compliance 
Team.

I started out my career in Operations 

before moving into the area of IT 

System Administration. From there, 

I developed an interest in Cyber 

Security and gravitated towards Cyber 

Consultancy where I performed cyber 

risk assessments for organisations and 

more generally raised awareness of 

cyber security in the workplace, across 

the private and public sector.

I have a BSc in Information Systems 

and Information Technology and hold 

a number of certifications such as the 

ISACA Certified Information Security 

Auditor (CISA), Certified Information 

Security Manager (CISM) and the 

GIAC Strategic Planning, Policy, and 

Leadership (GSTRT).

The European Union’s cyber security 

policy framework has evolved 

significantly in recent years. This has 

given rise to cyber security regulations 

that organisations in Ireland must 

comply with, such as the Network and 

Information Security (NIS) Directive. 

In my current role, my team and 

I work with Operators of Critical 

National Infrastructure to support the 

development of resilient services. 

For example, to support operators 

of essential services in the Health 

Sector, we are undertaking site visits 

throughout the country.  The visits 

allow us the opportunity to meet with 

stakeholders from across organisations 

from IT to Clinical Service Owners, Risk 

professionals and CEOs.  In doing so, 

we get an understanding of the specific 

challenges each entity faces and 

importantly identify common themes 

prevalent across the sector. During 

our visits, we will provide clarification 

to specific queries and highlight good 

practices to improve the overall level 

of cyber security in the sector. In doing 

so, we can assure stakeholders that we 

have a shared objective in supporting 

the delivery of critical services in the 

State.

This role can be challenging at times, 

given the wide variety of stakeholders 

we interact with, but knowing that we 

can play a part in securing what are, 

in many cases, critical services can be 

very rewarding. 
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Core 
Networks 
Irish Critical National Infrastructure is 

increasingly dependent on information, 

operational and communication technologies, 

which makes it increasingly vulnerable to 

existing and future threats to information 

technology (IT) and operational technology 

(OT). 

Cyber information and threat intelligence 

can help a Critical Infrastructure Operator 

identify, assess, monitor, defend against, and 

respond to cyber threats. By exchanging 

cyber information and threat intelligence 

within a supportive community, sectoral 

entities can leverage the collective 

knowledge, experience, and capabilities of 

that community to gain a more complete 

understanding of the threats they may face as 

a sector. 

In 2023, the NCSC submitted a proposal to 

the European Commission under its Digital 

Europe Programme (DEP) funding call. 

This proposal, known as the Cyber-CORE 

(‘Coordination and response’) project, was 

accepted and the funding was subsequently 

granted. In 2023, the existing Gov-CORE 

(Government and public service bodies) was 

joined by the Energy sector (En-CORE) and 

the Digital Services sector (Digi-CORE).

8.1  En-CORE

The Energy Cyber Security Co-ordination 

and Response Network (En-CORE) was 

created to share information at a national 

level on vulnerabilities, threats, and incidents 

within a trusted 

community of 

energy sector 

operators. 

Energy sector operators that receive 

and share threat intelligence raise their 

collective level of protection by impeding 

a threat actor’s ability to target the sector. 

By preventing the potential spread of such 

threats, the community acts in the public 

interest by supporting the safe and secure 

operation of critical infrastructure.

EN-CORE currently has thirteen members 

in sectors such as electricity generation and 

provision, gas generation and provision, oil, 

and drinking water. 

Examples of cyber information and threat 

intelligence shared include Indicators of 

Compromise (IOCs) such as system artefacts 

or observables associated with an attack, 

motives of threat actors, tactics, techniques, 

and procedures (TTPs), security alerts, threat 

intelligence reports, and recommended 

security tool configurations.8
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8.2  Gov-CORE

The National Cyber Security Strategy called 

for the creation of a common Cyber Security 

Baseline Standard (CSBS). Prior to the 

development of the CSBS there did not exist 

a common cyber 

security framework 

in place across the 

public sector.

Using a whole of Government approach, the 

Gov-CORE produced a minimum baseline 

of cyber security for all public sector bodies 

in Ireland. The breadth of departments and 

agencies in the Gov-CORE network ensured 

the baseline standards’ guidance was 

informed by appropriate technical expertise.

The public sector baseline standard was 

the first national cyber security standard 

introduced in Ireland and has seen 

significant uptake across public sector 

bodies.

8.3  Digi-CORE

The Digi-CORE network was established in 

2023. Digi-CORE is a trusted community 

for the digital sector to share information 

on threats, vulnerabilities, and incidents 

impacting 

digital service 

operators. 

The Digi-CORE supports an active 

community to identify and analyse threats, 

vulnerabilities, and incidents on the 

unauthorised entrance or manipulation of 

networks or software supporting the critical 

infrastructure.

Local Authority Engagement

Significant engagement has taken place in 2023 with Local Government Authorities through 

the Local Government Ireland - Information Sharing and Analysis Centre (LGI-ISAC) that 

meets on a bi-monthly basis and which the NCSC was invited to be a participant of. This 

engagement has significantly developed the relationship between Local Authorities (LA) and 

the NCSC. Several visits to Local Authority offices took place throughout the year and were 

an opportunity to further develop a clearer understanding of the cyber security landscape of 

this sector.

Under the ENISA Support Services Offering, a Cyber Tabletop Exercise was organised by the 

NCSC and involved the participation of various stakeholders across four LA’s. This exercise 

served as a platform for participants to experience a real-world cyberattack by immersing 

them in a scenario that contained elements of infrastructure and systems, they were 

familiar with or relied on. This offered a unique opportunity to gain invaluable experience in 

navigating through a cyber incident and its wide-ranging impact on an organisation.
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9.1 Engaging Schools

Building digital resilience through 

programmes at secondary school level not 

only increases the baseline “cyber hygiene” 

across Ireland but it is also an investment 

in this important area, sparking an 

interest for further study and even career 

progression in the upcoming generations. 

The Capacity Building team continues 

to support the pilot Junior Cycle Short 

Course in Cyber Security. 

In October of 2023, the NCSC supported 

an ambitious “shared learning day” event 

in University College Dublin. This event 

involved 20 schools with both students 

and faculty participating. Students from 

these schools took part in a schools’ 

challenge while Principals and school 

managers took part in a cyber-resilience 

tabletop exercise with the involvement of 

contractors from the EU Agency for Cyber 

Security (ENISA). 

Cyber Security Skills
There has been a sharp increase in demand 

for cyber security and the required skilled 

workforce to safeguard Ireland’s digital 

technologies in recent years. This is being 

seen across Europe. This demand will 

continue to grow as technologies advance 

and our global economies grow ever more 

reliant on digital technologies.

While there are immediate challenges in 

recruiting and retaining cyber professionals 

in Ireland today, the pipeline of future cyber 

recruits must also be nurtured. For these 

reasons the NCSC Capacity Building team 

has supported programmes at each level of 

the Cyber Skills supply chain. 

9

Cyber  
Hygiene 
The cyber “hygiene” metaphor is 

used to refer to good cybersecurity 

habits that are part of everyone’s 

daily routine. Having healthy cyber 

safety practices can provide users 

with more confidence using their 

devices, whether it’s a computer, a 

smart phone, a wearable device or 

any other gadget that’s connected 

to the internet. 

Cyber hygiene is a habit you learn 

from a young age and remains a 

daily routine for life.
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Junior Cyber Short 
Course in Cyber 
Security 
As part of the National Cyber Security 

Strategy, the Department of the 

Environment, Climate and Communications 

(DECC) supported the development of a 

Junior Cycle short course in cyber security. 

A cross-sectoral multi-disciplinary working 

group was established to develop the 

Junior Cycle Short Course and pilot its 

implementation. The working group was led 

by University College Dublin and comprised 

representatives from the computers in 

Education Society of Ireland (CESI), the 

NCCA, Cyber Ireland, the National Cyber 

Security Centre (NCSC) and DECC. 

The UCD project team developed the short 

course specification, arranged webinars 

and developed units of learning to support 

teachers, piloted the short course in a 

diverse range of 10 post-primary schools 

nationally in 2021/22, developed a course 

website and organised a shared learning 

day in UCD in May 2022. A bespoke website 

www.cyberwise.ie has been created 

where the short course specification and 

associated lesson ideas, units of learning and 

sample student-centred resources are freely 

available to the wider community. 

9.2  British-Irish 
Cooperation 

The parties of the British-Irish Inter-

Governmental Conference (BIIGC) in 

January 2023 identified Cybersecurity 

skills and innovation as a key theme for 

bilateral cooperation. An information 

sharing programme of meetings 

between Ireland’s NCSC and the UK’s 

Department for Science, Innovation 

and Technology (DSIT) was agreed. 

The first such bilateral meeting 

between the NCSC Capacity 

Building Team and DSIT took place in 

November 2023. Both parties shared 

learnings, experiences and approaches 

to cyber education and meeting skills 

challenges.  
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3
Support the development 

of the Irish cyber security 

research community

9.3  Strategic Measures

The resounding priority area identified during the public consultation of the Mid-Term Review 

of the National Cyber Security Strategy, across the written submissions and amongst webinar 

participants, was Cyber Skills. This resulted in three new “skills” measures being added to the 

strategy:

9.3.1  Cyber Course Repository 

The NCSC Capacity Building team has 

started the foundational work for the 

development of a centralised repository of 

educational and apprenticeship courses. 

A key step in this work has been the 

engagement with the cyber professional 

industry. Through this engagement, the 

Capacity Building team has started to map 

the potential pathways into cyber careers 

that prospective students and trainees 

may take.

1
A centralised repository 

of educational and 

apprenticeship courses

2
Market Research and 

Analysis of Cyber 

Security Skills
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9.3.2	 Market Research

There has been significant growth in 

training, apprenticeships, and educational 

courses in cyber security in recent years. 

However, there has been no market analysis 

carried out in Ireland to date that captures: 

the conversion rates of these streams, from 

training to workforce; the current demands 

in the Irish market for specific cyber security 

skills; and finally, the potential benefit of a 

cyber security skills framework to assist in 

matching demand with supply. Addressing 

this research gap would allow for greater 

understanding and tailoring of interventions 

needed to close the cyber skills gap for a 

professional workforce.

To address this gap and to better understand 

cyber security skills supply and demand, 

the effectiveness of current interventions 

and priorities for future policy and strategy, 

the NCSC Capacity Building Team worked 

with Science Foundation Ireland (SFI) and 

identified the SFI Public Service Fellowship 

Programme as an opportune channel to 

pursue this research topic. 

The terms of reference for the “Market 
Research and Analysis of Cyber Security Skills” 

were published in July 2023 as part of the 

SFI Public Service Fellowship Programme 

Call for expressions of interest. No academic 

partnership resulted from this initial call. 

However, a renewed call will be launched in 

2024. 

9.3.3	 Research Community 

9.3.3.1  The Economic and Social Research 
Institute (ERSI) 

Capacity building starts at the foundational, 

cyber hygiene, stage. When people 

understand safe passwords, “think before 

you click”, and file security, the overall 

security bar is raised. While there have been 

numerous awareness-raising campaigns to 

help drive these messages and encourage 

people to consider their cyber security, the 

impact on people’s behaviour following these 

initiatives had not previously been studied 

in great detail. The Economic and Social 

Research Institute were commissioned by 

DECC to undertake behavioural research, 

specifically looking at the impact of 

cybersecurity awareness raising campaigns 

on driving a positive change in people’s 

behaviour. 

9.3.3.2  Societal Champion Initiative

The NCSC is now a key partner with 

Munster Technological University (MTU) 

under the SFI Societal Champion Initiative. 

Through this initiative, the NCSC supports 

and provides input to two projects, ‘Digital 
Resilience for SMEs’ and ‘Cyber Safety for 
Vulnerable Populations’.  The Digital Resilience 
for SME’s project aims to address the 

increasing levels of cyber security risk within 

the Irish SME sector following a period 

of rapid digitalisation. MTU are aiming to 

provide SMEs with user friendly, accessible 

cyber security tools and guidance to match 

investment in digitalisation with appropriate 

cyber risk mitigation.

While the Cyber Safety for Vulnerable 
People project looks to provide vulnerable 

populations with the guidance to allow 

them to interact securely and confidently 

in our increasingly digital world. MTU are 

developing tailored cyber security advice for 

end users, using technology to ensure this 

advice can be practically implemented by the 

intended users. 
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Cyber Security  
Enterprise Development 

10.1  Ireland’s Cyber Industry

Supporting and encouraging the Irish Cyber 

Industry has been a core ambition of the 

National Cyber Security Strategy. 

The growth of the industry cluster Cyber 

Ireland has been a key, positive outcome 

of the Strategy to date, due to the support 

from the NCSC, IDA Ireland, and Enterprise 

Ireland. The cluster’s membership includes 

native and multinational firms from both the 

pure play cyber security and digital services 

sectors, as well as educational and research 

institutions. 

The NCSC continues to engage with Cyber 

Ireland and actively contributed to the 

development of its new Cluster Strategy  

2024-2027 “Connecting the cyber security 

sector for business growth”.

Significant progress on developing a whole 

of Government strategy for the development 

of the cybersecurity industry in Ireland was 

achieved in 2023.  This included establishing 

a formal Strategic Advisory Group drawn 

from key Government Departments, State 

Agencies and Cyber Ireland to input into 

Strategy development in April 2023.  

10

10.2  National Cybersecurity Coordination  
and Development Centre (NCC-IE)

The National Cybersecurity Coordination and Development Centre (NCC-IE) project was 

successful in securing €2million of EU funding to help meet obligations arising under the 

Competence Centre and Network Regulation.  

NCC-IE has three  
distinct roles:
 

1 contribution to policy 

and strategy formulation 

on cybersecurity funding 

supports, including 

national gatekeeper of 

the Union’s Cybersecurity 

Competence Community.

2 coordination and 

outreach to industry, 

academia, research and 

other societal stakeholders 

in regard to awareness 

and promotion of funding 

supports and associated 

networking opportunities.

3 distribution of small 

amounts of Union and 

matching national funds 

to industry and societal 

stakeholders, notably 

small and medium sized 

enterprises (SME) to 

strengthen the uptake 

of state-of-the-art 

cybersecurity solutions.
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Through 5 work programmes the NCC-IE will seek to:

1. adequately resource the NCC-IE itself to realise the level of ambition outlined in the 

reviewed National Cyber Security Strategy enabling the NCSC to engage proactively  

with peers in other EU Member States on cybersecurity industrial development.

2. facilitate, through NCC-IE, the realisation of a vibrant national cybersecurity ecosystem 

that is engaged on a cross-border basis within the EU.

3. provide, via NCC-IE, targeted financial support of €2million both to improve 

cybersecurity resilience and facilitate innovation.

10.3  NCC-IE Engagement

Since the project commenced in October 

2023, the NCC-IE has been proactive in 

engaging with a variety of stakeholders. 

In 2023, the NCC-IE hosted and delivered 

two webinars. The first focused on raising 

awareness around NIS2 and the second 

focused on EU co-funding opportunities for 

cybersecurity deployment projects under the 

Digital Europe Programme.  

There has been extensive engagement with 

the European Cybersecurity Competence 

Centre (ECCC) and the Network of National 

Coordination Centres throughout 2023, 

including three meetings of the Governing 

Board of the ECCC and of the NCC Network 

and participation in ECCC working groups. 

IT 
Collaboration 

Forum

Financial 
Support 

Programme
Community 

Development

Project 
Management

NCC 
Resourcing
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Cybersecurity and the threat posed 

to Ireland by malicious cyber activity 

featured prominently in the Government’s 

Consultative Forum on International 

Security Policy, held over four days in July 

2023 in Cork, Galway, and Dublin. 

The Chair’s report of the Forum highlighted 

the importance of international engagement 

to counter cyber threats recognising 

the complex and transnational nature of 

the threat. The report underlines that 

broad agreement exists on the benefits 

accruing to Ireland from engagement with 

international partners on issues such as 

cyber. This includes the development of 

national capabilities and enhancing Ireland’s 

international influence on matters of 

strategic national interest. 

Throughout 2023, there was significant 

international engagement on cyber issues, 

particularly with our partners in the EU and 

in bilateral contacts, through international 

initiatives such as the Counter Ransomware 

Initiative and in multilateral fora such as the 

United Nations, NATO, and the Organization 

for Security and Co-operation in Europe 

(OSCE).

11.1  European Union 

In 2023, the implementation of the EU’s 

Strategic Compass continued to be a priority 

with a significant focus on cyber. In June, 

the Council agreed a revised EU Cyber 

Diplomacy Toolbox, which provides the 

EU and Member States, including Ireland, 

with an enhanced set of measures to deter, 

identify, mitigate, and respond to malicious 

cyber activity targeting the EU or partner 

states. 

The Council also agreed Conclusions on the 

EU’s new Cyber Defence Policy in May. In 

advance of a “super election year” in 2024, 

the EU’s High Representative for Foreign 

Policy also issued a statement on behalf 

of the EU and Member States in solidarity 

with the UK, condemning malicious 

activity targeting democratic processes 

and underlining the EU’s determination to 

protect and defend electoral and political 

processes. 

11.2  United Nations

The United Nations plays a crucial role, 

through the UN Open Ended Working 

Group (OEWG) on ICTs, in enhancing the 

global approach on cyber security issues, 

particularly around the norms of responsible 

state behaviour in cyberspace, the 

application of international law, confidence 

building measures, cyber capacity building, 

and developing a better understanding of 

the threat environment and the risks from 

malicious cyber activity. Ireland actively 

participated in the Fourth, Fifth and 

Engagement 
on Cyber 
Security 
and Cyber 
Diplomacy
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Sixth Substantive Sessions of the OEWG, 

throughout which there was progress 

including the agreement by consensus of a 

second annual progress report, agreement to 

develop a new UN Point of Contact Directory 

and significant preparatory work on cyber 

capacity building. 

Ireland also engaged on cyber issues at 

the UN First Committee, co-sponsoring a 

resolution led by France on the proposed 

Cyber Programme of Action (PoA), which 

was ultimately endorsed with 158 votes in 

support. Ireland has been a long-standing 

supporter of the Cyber PoA and in March 

provided €25,000 in funding to the UN 

Office for Disarmament Affairs to support 

consultations with regional organisations on 

the PoA. The funding also supported cyber 

capacity building on international law and 

responsible state behaviour in cyberspace 

with experts in regional organisations and 

member states. 

11.3  NATO / Partnership for 
Peace

Ireland concluded a new Individually Tailored 

Programme Partnership (ITPP) agreement 

with NATO in November. The ITPP is set 

within the Framework of the Partnership for 

Peace programme, of which Ireland has been 

a member since 1999, and is based on the 

principle of self-differentiation which allows 

Ireland and other NATO partners such as 

Switzerland, Austria, and Malta, to determine 

the specific elements of cooperation and 

the closeness of the relationship. The 

new ITPP broadens the areas of which 

Ireland cooperates with NATO, including 

opportunities to exchange expertise and 

participate in training on cybersecurity.

11.3.1	 International Law

International law issues were a priority for 

Ireland in 2023 following the publication 

in July of that year of a national position 

paper on the application of international 

law in cyberspace.. The paper underlines 

the national position that respect for 

sovereignty is an obligation in its own right 

and that a violation of state sovereignty 

by way of cyber activities is capable of 

amounting to an internationally wrongful 

act and triggering state responsibility. The 

paper also focuses on the obligation of due 

diligence, the certain limited circumstances 

in which collective countermeasures are 

permissible, and cyber-attacks in the 

context of international humanitarian law. 

11.3.2  
Counter Ransomware Initiative

Ireland is a founding member of the Counter 

Ransomware Initiative (CRI), first established 

in 2021. The third CRI Summit took place 

in Washington D.C. in November 2023, 

as an outcome of which Ireland and other 

CRI members agreed a Joint Statement 

taking stock of the considerable work 

underway to build collective resilience 

to ransomware, cooperation to undercut 

the viability of ransomware and pursue 

the actors responsible, countering illicit 

finance that underpins the ransomware 

ecosystem, working with the private sector 

to defend against ransomware attacks, and 

continuing to cooperate internationally 

across all elements of the ransomware 

threat. The Statement also included a 

commitment to develop the first-ever joint 

CRI policy statement declaring that member 

governments should not pay ransoms.
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Cyber 
Defence 
12.1	 Cyber Defence Command 

The primary cybersecurity role of the Irish 

Defence Forces is defending and securing 

the Defence Force networks and systems. 

In November, the Department of Defence 

published a Detailed Implementation Plan 

for the Report of the Commission on the 

Defence Forces (CDF). 

This marked a further step in the 

transformation of our Defence Forces, 

building on the publication of the 

Commission Report itself in February 2022, 

the High-Level Action Plan (HLAP) in July 

2022, and the Early Actions Update in March 

2023. This implementation plan sets out an 

ambitious programme of work, to move to 

‘Level of Ambition 2’ (LOA 2) by 2028 and 

the significant and fundamental change for 

the Defence Forces across the Commission’s 

recommendations.

One recommendation by the Commission 

on the Defence Forces is the creation of 

a Joint Cyber Defence Command. This 

recommendation was accepted in principle 

by the Government in 2023. Sanction has 

been given for the Defence Forces to create 

a new Cyber Development Planning Office 

which will start the planning needed to 

enhance Defence Forces structures across 

the cyber domain required by a new Joint 

Cyber Defence Command, including the 

management of Defence Forces IT Services, 

CIS Services, and Cyber Defence.

This Cyber Development Planning Office 

will also progress other cyber-related 

recommendations identified in the High-

Level Action Plan. These include updating 

and publishing a cyber defence strategy in 

line with best international practice and 

standards as well as incorporating practical 

lessons identified from comparative 

countries and EU Member States’ growing 

cyber commands.

The new Joint Cyber Defence Command 

will enhance the Defence Forces’ ability to 

provide for the military defence of the State 

across all operational domains, whether 

land, sea, air, space, or cyber. The ultimate 

objective of the Joint Cyber Defence 

Command will be to conduct full spectrum 

operations in order to defend robustly 

against cyber threats, to support Defence 

Forces operations at home and overseas, 

and to enhance the national cyber defence 

resilience and contingent capabilities. 
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12.2	 NATO Cooperative Cyber 
Defence Centre of Excellence

Malicious cyber activity is frequently one 

component of more complex and multi-

faceted hybrid campaigns. In January, 

Minister of State Ossian Smyth  led a cross-

Government delegation to Helsinki where 

Ireland became the 33rd Participating State 

of the European Centre of Excellence for 

Countering Hybrid Threats (Hybrid CoE). 

The Centre is the pre-eminent platform for 

international cooperation on hybrid threats 

and has a strong and complementary cyber 

component. 

In May, an Irish delegation, led by Minister 

for Enterprise, Trade and Employment Peter 

Burke, visited Tallinn, Estonia to attend a flag 

raising ceremony at the NATO Cooperative 

Cyber Defence Centre of Excellence 

(CCDCOE). The CCDCOE is a multinational 

cyber defence hub with a total membership of 

38 nations from across the globe, comprising 

both NATO and non-NATO members. It allows 

members to work together and to make use of 

each other’s knowledge in order to enhance 

collective cyber defence.

The flag raising ceremony formally marked 

Ireland’s joining of the CCDCOE. While 

Ireland has been a member of the CCDCOE 

since 2019, and has benefitted greatly from 

membership, the ceremony had been delayed 

due to the COVID-19 pandemic.  Other 

countries joining the CCDCOE and partaking 

in the ceremony with Ireland were Iceland, 

Japan, and Ukraine.

A member of the Irish Defence Forces 

is currently on secondment to the 

Department of the Environment, Climate 

and Communications to act as a National 

Expert in the CCDCOE for a period of two 

years. Being an active member of the Centre 

strengthens Ireland’s cyber resilience and 

supports capacity building at home through 

the sharing of expertise and access to training 

and exercises.

The flag-raising ceremony in Tallinn, 

Estonia, to mark Ireland joining NATO’s 

Cooperative Cyber Defence Centre of 

Excellence (CCDCOE), May 2023
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The Garda National 
Cyber Crime Bureau

13

The Garda National Cyber Crime Bureau 

(GNCCB) was set up in its current format to 

reflect the need for an expanded cybercrime 

response capacity and capability within An  

Garda Síochána. This includes the creation 

of distinct units and Regional Hubs as part of 

this overall restructuring.

The online criminal community has 

recognised the fact that every computer 

network has the potential to give them 

immediate access to a global supply of 

possible victims and a lucrative source of 

illegal revenue. Online exploitations, cyber-

attacks for money, and cybercrime-for-hire 

are now a regular occurrence, and the 

restructuring of GNCCB is part of an overall 

program to ensure that the Garda response 

to cybercrime is effectively delivered across 

the organisation. 

The Intelligence Unit within GNCCB 

identifies and gathers intelligence data 

on cyber risks and offenders from a range 

of sources including the GNCCB’s own 

investigations and from partner agencies 

across the Globe. This is an essential part of 

the Bureau’s work as is its Cyber Safety & 

Prevention Unit, which aims to disseminate 

cybercrime and risk advice to the public 

to ensure they stay safe when working 

or browsing online. None of this would 

be possible without the close-working 

relationship GNCCB has with external law 

enforcement agencies across Europe and 

with other State bodies internally such as 

the National Cyber Security Centre and 

academic institutions.

Phishing & Ransomware

Hacktivism

Cyber Warfare

CAAS & Off the Shelf Tools

Most Prevalent Cyber Dependent Crimes 

13.1 Cyber Investigations 

GNCCB is the Garda Bureau tasked with the 

investigation of complex or significant cyber-

attacks on computer systems including 

critical State infrastructures. It also supports 

local Garda investigations into other cyber-

attacks along with providing a computer 

forensics service to crime investigations 

where evidential data needs to be extracted 

from seized computer media and devices. As 

every crime now has a digital footprint, this 

sees GNCCB forensic examiners working 

closely with Garda colleagues and other 

partners in every area of crime from murder 

to suspected terrorist investigations. 

GNCCB’s investigative role will typically 

involve attending scenes where a cyber-

attack has taken place and supporting the 
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victim in identifying those responsible. This 

often involves working with internal incident 

response teams and/or other State agencies 

such as the NCSC. The examinations are 

always mindful of the fact that all activities 

that facilitate the recovery of affected 

systems are supported, so that the company 

or individual can start operating again with 

minimum disruption. 

At the same time, forensic examiners 

within the Bureau will examine the affected 

computer system(s) to gather evidential 

traces that can be used to identify any links 

to the suspects which helps GNCCB or 

other law enforcement agencies to bring 

those responsible to court. In many cases, 

this involves working closely with our 

international law enforcement partners as 

cybercrime is a global phenomenon that 

reaches across borders with offenders very 

frequently located in different countries 

than the victims they have targeted. 

13.2 Cybercrime Reporting 

One of the biggest difficulties facing the 

investigation of cybercrime is the significant 

under-reporting that occurs. It is typically 

estimated that less than 25% of companies 

inform Gardaí of an attack on their systems. 

This is reflected across all types of online 

crime, with factors such as embarrassment, 

fear of reputational damage or the 

misconception that the offence cannot be 

investigated, often prompting the victims of 

cybercrime to say nothing. 

For example, most phishing attacks are 

unsuccessful as there is a growing awareness 

that they are a potential scam. Most people 

delete the email or text containing the 

link and choose not to report it. The result 

can often be that a phishing attack is only 

reported when the link has been accessed 

and the attack has been successful. 

A 2023 cyber security report suggested 

that the cost of recovery from a data 

breach almost doubled when a company 

did not involve law enforcement in their 

investigative and recovery process.

GNCCB and the Garda Síochána would 

always encourage every victim of cybercrime 

to report it to their local Garda Station, or 

directly to GNCCB if the attack is significant 

or particularly complex in nature. 

Allows for criminal 
investigation & victim support

Experienced Examiners & 
Investigators

Identify current and emerging 
trends or methods of attack

Informs advice to the public 
and corporate sectors

Reinforce customer 
confidence in your responses

Support victims of crime & 
recovery

Statutory obligations - Data 
Protection & s19 Criminal 
Justice Act 2011

Reasons for reporting cybercrime
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13.3   
Ransomware Payment Advice

The question often arises as to whether a 

company should pay a ransom demanded by 

an attacker who has locked them out of their 

own network by encrypting the systems 

or the company data. The experience of 

GNCCB and its partners is that paying the 

ransom demand is not a guarantee that the 

data will be released. There are also many 

instances where a ransom was paid and the 

criminals responsible came back for more 

once they realised the company was willing 

to pay. While there may be compelling 

corporate reasons for considering payment, 

the advice of the Garda National Cyber 

Crime Bureau is to report the attack 

immediately to Gardaí, so that the recovery 

and investigation processes can start as soon 

as possible. 

13.4  Cybercrime Prevention 

Prevention is often the best cure when 

it comes to a possible cyber-attack. This 

includes recognising the potential for an 

attack and having a strong response that can 

mitigate any data loss and ensure recovery 

takes place with minimum disruption. 

GNCCB has produced a Cybercrime Risks 

and Prevention Tips booklet5 which provides 

details on current cyber risks and the steps 

which can be taken to reduce those risks. 

Any cybercrime can be reported to local 

Garda Stations. For complex cyber-attacks, 

the Bureau can be contacted at its offices 

in Walter Scott House in Dublin on 01 

6663796 or at any of its hubs around the 

country. Further details can be found on the 

Garda website www.garda.ie under Garda 

National Cyber Crime Bureau. 

5 https://www.garda.ie/en/about-us/organised-

serious-crime/garda-national-cyber-crime-

bureau-gnccb-/cyber-crime-risks-and-

prevention-tips.pdf
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Raising 
Awareness 
The National Cyber Security Centre works 

intensively and collaboratively with its 

partners, such as An Garda Síochána, and 

stakeholders, from inside and outside the 

public service, to provide an ongoing flow 

of information and guidance for all our 

constituents and stakeholders. 

The target audience of the NCSC awareness 

work can include business owners, citizens, 

students of all ages, and interested parties 

who would like to increase their knowledge 

of cyber security.

This outreach work is centred on being open, 

accessible, and available to all sectors, either 

in-person or online. The NCSC is committed 

to producing high-quality guidance on 

several topics in order to assist citizens in 

their daily lives. 

14.1  European Cyber Security 
Month (ECSM) 

Cyber Security Month is an ENISA (the 

European cyber security agency) led 

initiative which takes place annually, across 

the EU, in October. The focus of the ECSM in 

2023 was on countering social engineering. 

Social Engineering is when a bad actor 

uses psychological manipulation to trick 

people into performing actions or divulging 

confidential information.

ECSM was launched in Ireland on the 

28 September 2023 in Iveagh House. 

This launch was hosted by Minister of 

State Ossian Smyth, and was attended by 

the Executive Director of ENISA, Juhan 

Lepassaar. There was substantial online 

engagement arising from the launch, along 

with widespread coverage on Virgin Media 

Ireland.

A wide-reaching radio campaign ran 

throughout the month on both national and 

local/regional radio stations, highlighting the 

message ‘think before you click’.
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The NCSC produced three short video 

clips for social media which were 

disseminated throughout the month 

via LinkedIn and X (formerly Twitter), 

alongside the use of ENISA-generated 

materials. This saw a substantial 

increase in user engagement on 

LinkedIn.                

14.2	  Guidance Documents

The NCSC produced several guidance 

documents throughout the year, 

which targeted a broad demographic 

spectrum.

In October of 2024 the Network 

and Information Systems Directive 

(NIS2) will come into effect across all 

EU Member States. The NCSC has 

produced guidance sheets on the 

implications of the NIS26 directive 

for important and essential entities 

which will come under its scope.  These 

guidance documents were published 

on the NCSC website in October 2023. 

Simultaneously the NCSC hosted a 

NIS2 webinar which was joined online 

by 200 people. 

The NIS2 information sheets have 

been widely embraced by industry and 

professionals both nationally and at 

European level, with many Member 

States adopting them for use in their 

own jurisdictions.   

The NCSC also produced guidance 

documents aimed at Public Sector 

Bodies concerning Generative AI7, 

Mobile Device Management8 and 

ICT procurement9, and Business 

Microsoft 365 configuration10. Along 

with these more targeted campaigns, 

the NCSC published several explainers 

for the general public, which 

included advisories on Multi-factor 

Authentication11 and towards the 

end of 2023 a Seasonal Awareness 

guidance12 piece. 

6 https://www.ncsc.gov.ie/pdfs/NIS_Compliance_Security_Guidelines_for_OES.pdf

7 https://www.ncsc.gov.ie/pdfs/Cybersecurity_Guidance_on_Generative_AI_for_PSBs.pdf

8 https://www.ncsc.gov.ie/pdfs/Mobile_Device_Management_Guidance_v1.1.pdf

9 https://www.ncsc.gov.ie/pdfs/Guidelines_on_Cyber_Security_Specifications.pdf

10 https://www.ncsc.gov.ie/pdfs/NCSC_Office_365_Secure_Configuration_Framework.pdf

11 https://www.ncsc.gov.ie/pdfs/NCSC-MFA-Guide-0723-Final.pdf

12 https://www.ncsc.gov.ie/pdfs/Seasonal_Advisory_2023.pdf
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14.4  The Next Generation 

The NCSC is conscious of its leading role 

in the cybersecurity ecosystem. A part 

of this mission is to foster and encourage 

the next generation of cybersecurity 

talent. The NCSC helped facilitate 

a ‘capture the flag’ event in UCD in 

October of 2023 as a part of a Junior 

Cycle short course on cyber security. 

Additionally, the Engagement Unit gave a 

presentation to final year Cybersecurity 

students in Technological University 

Dublin in their Blanchardstown campus 

on how Cybersecurity is being handled 

on a national level. 

Capture the flag
Capture-the-Flag events are computer 

security competitions. Participants 

compete in security-themed 

challenges for the purpose of obtaining 

the highest score. Competitors 

are challenged to find and exploit 

vulnerabilities in a system to capture 

a “flag” or piece of information, to in-

crease their score. 

CTFs have increased in popularity as 

they attract a higher number of young 

talents each year. They help develop 

the essential skills required to follow a 

career path in cybersecurity.

14.3  Outreach

Throughout 2023, members of the NCSC 

attended numerous cybersecurity functions, 

events, and conferences. The roles at these 

encompassed speaking, collaboration, and 

relationship building with a wide variety of 

stakeholders.

Work included representatives of the 

NCSC travelling to both the Cyber Ireland 

Conference and Irish Reporting and 

Information Security Service Conference 

(IRISSCON) and engaging with all attendees 

at said conferences. 

CommSec
On Thursday 12th  October 2023, 

members from the NCSC Engagement 

Team attended the CommSec event 

in Castleknock, Dublin. The program 

included IT industry professionals, tech 

advocates, consultants working in the 

cyber ecosystem and education leads. 

A member of the Engagement Team 

gave a 30-minute presentation on 

the key aspects of the forthcoming 

NIS2 Directive and DORA (The Digital 

Operational Resilience Act) legislation, 

with the latter concerning the financial 

sector and due to apply from January 

2025.
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Digital 
Regulatory 
Ecosystem  
In the past five years, there has been 

significant legislative progress achieved 

within the European Union’s cyber 

security policy framework to address the 

growing threats in the digital ecosystem. 

As digital transformation accelerates, 

protecting sensitive data, securing digital 

infrastructures, and ensuring the integrity of 

online services have become paramount. The 

European Union has recognised the cross-

cutting importance of cyber security by 

introducing a comprehensive and evolving 

legislative framework.

This framework includes an extensive 

array of Regulations and Directives, such 

as NIS2, the Cyber Resilience Act, the 

Cyber Solidarity Act and DORA, which span 

multiple domains, from critical infrastructure 

and financial services to general consumer 

protection. These pieces of legislation not 

only safeguard individual sectors but also 

reinforce the interconnected security of the 

entire digital ecosystem, underscoring the 

vital role of cyber security in maintaining the 

stability and resilience of both the economy 

and society at large. It also demonstrates 

the horizontal nature of cyber security 

which requires a coherent approach to 

legalisation to strengthen and complement 

existing structures and avoiding unnecessary 

complexity and duplication. 
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NIS 

The Network and Information (NIS) 

Directive introduced measures for 

a high common level of security of 

network and information systems 

across the Union. The main objective 

was to ensure a common high- level 

security of network and information 

systems across Member States and 

as such, it requires Member States to 

take several significant measures with 

regard to Cyber Security. 

NIS 2

The 2023 revised NIS Directive 

(NIS2), introduces new rules to 

advance a high common level of 

cybersecurity across the EU, both for 

companies and countries. 

It also strengthens cybersecurity 

requirements for medium-sized 

and large entities that operate and 

provide services in key sectors. It 

covers more sectors and activities 

than before, streamlines reporting 

obligations and addresses supply 

chain security.

DORA

The Digital Operational Resilience 

Act (Dora) will ensure that 

the EU’s financial sector is 

more resilient to severe 

operational disruptions 

and cyber-attacks. The law 

introduces and harmonises 

digital operational resilience 

requirements for the EU’s financial 

services sector, obliging companies 

to make sure that they can 

withstand, respond to and recover 

from all types of information and 

communication technology (ICT) 

related disruptions and threats.

CER

The Critical Entities Resilience 

aims to strengthen the resilience 

of critical entities against a 

range of threats, including natural 

hazards, terrorist attacks, insider 

threats, or sabotage, as well as 

public health emergencies. 

The Critical Entities Resilience Group 

(CERG), established by the Directive, 

facilitates cooperation among Member 

States and with the Commission. 

This section provides a comprehensive overview of all EU cyber 
security Regulations and Directives currently in force in Ireland, 
as well as those set to come into force shortly.  
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GDPR 

The General Data Protection 

Regulation (GDPR) sets out detailed 

requirements for companies 

and organisations on collecting, 

storing, and managing personal 

data. It applies both to European 

organisations that process personal 

data of individuals in the EU, and to 

organisations outside the EU that 

target people living in the EU.

Cyber Solidarity Act

The EU Cyber Solidarity Act, yet to be 

published on the Official Journal, aims to 

strengthen capacities in the EU to detect, 

prepare for and respond to significant 

and large-scale cyber security threats 

and attacks. The Act includes a European 

Cybersecurity Alert System, made of 

Security Operation Centres interconnected 

across the EU, and a comprehensive 

Cybersecurity Emergency Mechanism to 

improve the EU’s cyber resilience.

Cybersecurity Act

The EU Cybersecurity Act grants a 

permanent mandate to the EU Agency 

for Cybersecurity (ENISA) and gives it 

more resources and new tasks. 

The EU Cybersecurity Act 

also introduces an EU-wide 

cybersecurity certification 

framework for ICT products, 

services and processes. 

CRA

More and more everyday products 

have a digital component which 

makes them susceptible to 

cyber-attacks. The Cyber 

resilience Act, yet to be 

published on the Official 

Journal, provides a uniform set of 

mandatory, EU-wide cybersecurity 

requirements for products connected 

to another device or a network. The 

systems and products that will have to 

meet stricter security requirements 

will have security updates installed 

automatically and separately from 

functional updates.
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Contact Details
National Cyber Security Centre, 

Department of the Environment, Climate and Communications,  

29-31 Adelaide Road, Dublin, D02 X285, Ireland.

	 info@ncsc.gov.ie

	 +353 1 6782333 

	 https://twitter.com/ncsc_gov_ie

www.ncsc.gov.ie

mailto:info%40ncsc.gov.ie?subject=
https://twitter.com/ncsc_gov_ie
https://www.ncsc.gov.ie/
mailto:info%40ncsc.gov.ie?subject=
https://twitter.com/ncsc_gov_ie
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