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ROLES AND RESPONSIBILITIES PROPOSALS

1. What do you believe are the primary roles and responsibilities of the Irish
ccTLD Manager?

The roles and responsibilities of the ccTLD Manager must reflect an inclusive
character, be well-defined (not overlapping with other institutions), and reflect the
ability to react to queries (cybercrime, disputes, and balancing of interests).

1. Manager of domain names

The ccTLD Manager is the structuring body for granting the right to use .ie.
In fulfilling this role, the Manager must:
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e Establish a framework on what is required to register a domain name.
e Provide a clear process to register a domain name.

e Provide technical support.

2. Assessor of stakeholders' needs

The processes should be implemented relying on the needs of market participants. Thus,
meetings with stakeholders on different levels should take place regularly. The three
most decisive levels are:
= Macro level: large enterprises, Irish government institutions, international
companies
= Meso level: national clubs, societies and foundations, medium-sized enterprises

= Micro level: local clubs and societies, small enterprises

3. First responder to cyber-attacks on the register

Cyber-attacks on public institutions with .ie domain names are likely to happen. The
ccTLD Manager must develop mechanisms to prevent such attacks. However, in case
of a successful attack on the registry, the ccTLD Manager has a duty to:

= Prevent and stop the stealing of private data.

= Inform the public and especially the owners of the affected domains.

4. Dispute resolution

If someone is involved in .ie domain name disputes, their focus will most probably be
on how to claim and protect their rights. The Manager must establish an effective

platform or mechanism that emphasises fairness and provides necessary aid.

5. Accessibility of the register and setting quality standards

One of the key principles requires the “improv[ing] of the utility of the .ie domain for
all Irish citizens” (Consultation Paper, p.4); thus, it includes the accessibility of the
register for people with disabilities or reading difficulties. The ccTLD Manager must
guarantee the accessibility of the register to the entire Irish community and provide

tools facilitating the application process.
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Even though the Manager is not a registrar itself, it can help the registrants and facilitate
the process by providing more information. Also, adequate competition in this market
offers registrants more choices and better services. The Manager may provide guidance
to SMEs aiming to become accredited registrars, helping them establish themselves in

the market.

6. Educating .ie Reqgistrants on Digital Safety

Many applicants face difficulties when registering a .ie domain due to unclear
requirements, misunderstandings about eligibility, and mistakes in documentation. The
Irish ccTLD Manager should take an active role in digital education by developing
easy-to-understand resources on safe domain use, cybersecurity, and digital identity.
These should be accessible to all, including schools, small businesses, and charities, to

help them protect their online presence.

Practical steps could include:
= Free online workshops on domain security and scam prevention.
= Guides and toolkits for small businesses on how to set up and protect their .ie
websites.
= Partnerships with schools and universities to promote responsible digital
identity management.
This may help applicants understand the process better from the start, reducing errors,

rejected applications, and delays.

7. Provide information on data protection issues and supervision of data protection

compliance
In the process of domain name applications, a registrant inserts personal data. The firm

offering the domain names must comply with the EU and Irish data protection
framework. There should be an unambiguous regime in place which regulates the
cooperation between the ccTLD Manager and the Data Protection Commission. The

ccTLD Manager should also provide information on data protection issues.

2. What do you expect of the manager of the .ie ccTLD?

1. Impartiality

Page 30f18



Within an information society, fundamental rights such as freedom of expression or

freedom to receive and impart information must be protected and upheld.

The Manager must explicitly commit to protecting and upholding these fundamental
rights in its operations. Domain name registrations should only be refused on clear,
lawful, grounds which do not interfere with fundamental rights. Moreover, registering

new registrars must be a transparent and impartial process.

2. Balancing Global Expansion with Irish Identity

The .ie domain must remain a trusted symbol of Irish business and identity, but it should
also be accessible to global businesses with legitimate Irish connections. While Ireland
allows international firms to register a .ie domain, the process could be made clearer,
faster, and more competitive. Ireland could introduce a parallel registration process that
allows global businesses and individuals to register a .ie domain without negatively
impacting the current system for Irish-based registrations. This means that the strict
local presence requirements for Irish individuals and businesses would remain
unchanged, but there is an alternative pathway for non-Irish entities — Allowing them
to register if they provide clear proof of a legitimate connection to Ireland. This may
improve accessibility and offer a streamlined solution, for example introducing
different categories or levels of verification, with automated approval for businesses
with an Irish VAT number.

3. What external trends and developments may affect the Irish ccTLD Manager’s
roles and responsibilities?

1. International legal framework

The external legal environment is dynamic, since international agreements and
European Union law change constantly. Especially, laws related to cybersecurity and
data protection will change regularly. The Manager will need to review and update its

policies accordingly.

2. Digitalisation
Ongoing digitalisation increases the need for individuals, communities and businesses

to register domain names. This imposes a duty on the Manager to keep pace with
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technological developments and evolve the infrastructure, services and capacities

constantly.

GOVERNANCE AND MANAGEMENT
1. What best practice approaches and processes should be considered with regard

to the corporate governance of the .ie ccTLD manager?

Ireland is enhancing its commercial influence in Europe and globally, serving as a hub
for international technology and finance enterprises, alongside local initiatives
engaging with global markets. This elevation in commercial significance increases the
value of .ie domains. Consequently, the effective, transparent, and reliable governance
of the .ie registry is essential for safeguarding and fostering these commercial assets. In
order to ensure this targeted management, the management policy of the Manager

should be within the scope stated below.

1. Processes to address unlawful content

The ccTLD Manager is only a registration institution. It is beyond its scope to address
unlawful content. Nevertheless, it would serve Irish society if the ccTLD Manager
provided information on how and with which law enforcement institution a complaint
should be filed. Thus, it would avoid misunderstandings on the administrative role of
the ccTLD Manager.

2. Compliance with ICANN and Global Standards

To achieve robust and reliable management of .ie domain names, it is imperative to

ensure full adherence to the guidelines set forth by the Internet Corporation for
Assigned Names and Numbers (ICANN). Furthermore, the technical infrastructure
supporting the .ie registry should be enhanced by implementing international best
practices, including DNSSEC (Domain Name System Security Extensions) and IPv6.

3. Multistakeholder Model

To effectively, reliably, and expeditiously meet the diverse needs of all stakeholders

while maintaining and improving service quality, the adoption of a Multistakeholder

Management Model - which is widely utilised across various nations, albeit with
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differing adaptations - is the most effective approach to achieve the desired service

standards.

4. Transparency and Accountability

Transparency of decision-making processes and regular reporting to stakeholders and
the general public must be prioritised as fundamental responsibilities of the manager to
uphold Ireland's prestige and credibility in the commercial sphere, as well as to ensure
the fair and proper representation of stakeholder interests.

5. Security, Technical Capacity, and Stability

To provide a dependable and valuable .ie domain name, it is critical to establish the
highest levels of security, both technically and legally, for domain owners and users of
.ie websites, especially regarding vulnerabilities associated with cyber threats and data
security, which constitute significant risks on the internet. Addressing this concern is

crucial for reinforcing the reputation and security assurances of the .ie domain.
2. What does good corporate governance for the .ie ccTLD manager look like?
The management of IE Domain Registry (.IE) could be refined as follows, to achieve

better corporate governance.

1. IE should open opportunities for company member applications by Irish citizens.

Globally, there are 4 main models for ccTLD management:

(1) private company limited by guarantee (e.g. Ireland, UK, USA, Australia, etc.).
(2) branch of the government (e.g. China, South Korea, Malaysia, Spain, etc.).
(3) academic institution (e.g. Ireland before 2000, Italy, etc.).

(4) self-governance cooperative (e.g. Germany).

Compared to other jurisdictions which adopt the model of company limited by
guarantee, IE Domain Registry CLG has fewer company members (8, according to the
annual report, 2023) compared to 2,200 in the UK [Source] or more than 5,000 in
Australia [Source]. The UK’s and Australia’s domain name managers have opened
opportunities for applications for company membership by their citizens. The
advantages of citizens becoming members are as follows:

e Strengthening democratic principles within corporate governance
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Trust and acceptability of the institution increase if it offers opportunities for
participation

Improving .ie ccTLD’s global reputation

Openness of membership might popularise .ie and attract more registrations
Diversifying sources of capital to ease capital pressure: .IE might need more
capital to satisfy stricter regulatory requirements. Offering opportunities for
citizen participation could be a way to diversify and increase .IE’s sources of
capital by collecting joining fees and subscription charges (as Nominet UK, see:

https://www.nominet.uk/corporate-governance/members/ ).

2. |E should promote transparency, diversity and professionalism in the composition of

the Board.

As of today, IE’s constitution cannot be found on its official website. Thus, the

established rules of the board are not transparent. Currently, members of the Board and

management team have a business or finance background but only a few have a

technical background.

It is suggested that:

E should publish its Constitution in a prominent place on its website (as
Nominet UK, auDA and DENIC eG, see: https://www.nominet.uk/corporate-

governance/memorandum-and-articles/; https://www.auda.org.au/au-

members/; https://www.denic.de/en/denic-statutes ).

IE should refine its Board’s establishment rules. IE shall allocate directors
appointed by government departments and elected by all members (as Nominet

UK and auDA, see: https://www.nominet.uk/corporate-governance/members/;

https://www.auda.org.au/au-members/why-become-a-au-member/ ) in an

appropriate proportion.

.IE should increase the proportion of people with technical backgrounds on its
Board. These directors should enhance the comprehensibility of the public-
facing visualisation of domain statistics, such as adding explanations and

instructions below the data on web pages.

3. IE should enhance PAC’s representativeness and refine the PDP.
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The Policy Advisory Committee (PAC) was set up in 2014 to consider advice from
representatives of stakeholders. Currently, the PAC consists of 14 members
representing legal society, children, government, academia, IE’s employees, registrars,
the technical community, and SMEs.

e The PAC should expand its membership to include organisations representing
the interests of registrants, disabilities, older people, under-represented groups,
etc.

The Policy Development Process (PDP) is a 10-step framework which is designed to
be bottom-up and consensus-driven. After operating for more than 10 years, the PDP
should also be refined to improve its transparency, democracy and effectiveness as
follows:

e Publish information about proposals received, including their number,
responses, main areas involved, etc.

e Publish results of public consultations and questionnaires for proposals.

e Set atime limitation for reaching a consensus to guarantee PDP’s effectiveness.

e State that the Board shall, in principle, respect and accept the PAC’s formal

recommendations through PDP.

3. What arrangements should be in place to ensure the governing board of the .ie
ccTLD can effectively deliver its roles and responsibilities?

As a critical component of Ireland’s national digital infrastructure, the .ie domain must
be governed in a manner that ensures security, stability, transparency, and
responsiveness to the needs of Irish stakeholders.

This response outlines the key governance arrangements that should be in place to
ensure the governing board of the .ie ccTLD can effectively deliver its roles and

responsibilities.

1. Governance Structure and Strategic Oversight

To maintain its status as a resilient, secure, and trusted domain, the governing board
must have a clear, multi-stakeholder structure, ensuring representation from key
sectors, including:
e Government agencies (DECC, NCSC) to ensure policy alignment and
regulatory compliance.
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Technical and cybersecurity experts to oversee DNS security and mitigate cyber
threats such as DDoS attacks, malware, and ransomware.

Business, consumer advocacy, and civil society representatives to ensure fair
competition, market transparency, and registrant protection.

Legal and regulatory specialists to ensure compliance with EU and Irish

regulations, including N1S2 and the National Cyber Security Bill 2024.

Additionally, the board should establish:

A Risk and Cybersecurity Oversight Committee dedicated to monitoring and
responding to evolving cybersecurity risks affecting the national DNS
infrastructure.

An Independent Ethics and Compliance Committee to oversee governance

practices and prevent conflicts of interest.

These structures will reinforce Ireland’s commitment to internet governance best

practices and align the .ie domain with global standards for security and resilience.

2. Transparency, Accountability, and Public Trust

It is essential to ensure that the .ie ccTLD governance framework is transparent and

accountable. To achieve this, the board must:

Publish an annual public report detailing financial performance, cybersecurity
measures, and policy developments.

Conduct independent external audits to assess compliance with security,
operational, and governance standards.

Implement public consultation mechanisms to engage stakeholders on
significant policy and operational decisions.

Furthermore, the board must ensure that the .ie domain remains competitive, with

transparent pricing and policies that encourage market growth and consumer choice.

Despite a flat registration growth in 2023, the 25% increase over five years highlights

the long-term potential of the .ie domain, which requires continued strategic oversight.

3. Stakeholder Engagement and Global Collaboration

Page 9 of 18



To ensure the .ie ccTLD remains a robust and inclusive digital asset, the governing
board must maintain strong stakeholder engagement and international cooperation. This
includes:
e A Multi-Stakeholder Advisory Council, representing Irish businesses, civil
society, and government bodies, to provide guidance on domain policy.
e Active participation in ICANN, CENTR, and the Internet Governance Forum
(IGF) to align with global Internet governance trends.
e Regular public forums to gather feedback from Irish registrants and address
community concerns.
The board should also work closely with domestic regulators, including relevant
government Departments, to ensure alignment with Ireland’s digital strategy and

economic development goals.

4. Capacity Building and Leadership Development

To maintain the long-term stability and expertise of the governing board, the following
measures should be implemented:
e Continuous training for board members on internet governance, cybersecurity,
and regulatory changes.
e A succession planning strategy to ensure leadership continuity and knowledge
retention.
e Investment in internal capacity building to foster a people-centred, innovative,

and inclusive work culture, as reflected in IE’s KeepWell Mark accreditation.

By embedding these governance principles, the .ie ccTLD manager will ensure that
Ireland’s national domain remains secure, stable, competitive, and aligned with global
best practices. The proposed governance arrangements will provide strong oversight,
risk management, and stakeholder engagement, reinforcing the .ie domain’s role in

Ireland’s digital future.
4. What oversight and other governance arrangements should be put in place?

In conjunction with the aforementioned fundamental components of country domain

name governance, it is necessary that good governance is augmented by specific
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practices. Furthermore, a sustainable and resilient service standard that fosters

innovation should be established.

1. Independent Oversight and Governance Bodies

Independent Oversight and Governance Bodies are essential for ensuring that the .ie
country code top-level domain (ccTLD) manager adheres to principles of corporate
governance and the directives established by the board of directors. Conducting audits
and performance assessments through these independent entities will assist the .ie
ccTLD manager in aligning with optimal financial, operational, and technical practices.
A governance model incorporating multiple stakeholders will effectively guarantee that
the quality of service is reliable, efficient, and responsive to the needs of all participants.
Furthermore, it will facilitate the continuous enhancement of service standards by the

.ie ccTLD administrator.

2. Human Rights, Ethics and Social Responsibility

To achieve effective, equitable, and transparent management of the .ie domain
extension, the .ie ccTLD administrator must establish a comprehensive governance
framework that prioritises human rights, ethical principles and environmental
sustainability. These principles are crucial and must be diligently upheld within the
governance of the .ie ccTLD. Effective governance mandates that ethical standards
preventing conflicts of interest and ensuring transparency are explicitly defined and that
adherence to the ethical code is consistently maintained by the .ie ccTLD administrator,
both internally and via independent oversight entities. Regarding environmental
sustainability, enhancing energy efficiency in data centres and investing in green
technologies to minimise the carbon footprint, in alignment with the United Nations
objectives and the stipulations of the Paris Climate Agreement, must be prioritised. The
incorporation of these principles will ensure that the .ie ccTLD is governed in a

trustworthy, inclusive, and environmentally responsible manner.

3. Innovation and Future Readiness

In the realm of .ie ccTLD management, the administrator must prioritise system
efficiency by bolstering internet security through the adoption of emerging
technologies. This necessitates the implementation of critical security protocols, such

as DNSSEC and IPv6. The administrator should remain vigilant regarding
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advancements in new technologies, such as blockchain solutions, which are
experiencing substantial progress, and plan future initiatives for more secure and
decentralised domain name management. Additionally, the application of artificial
intelligence and automation should be leveraged to proactively identify cyber threats
and enhance operational efficiency. Such innovations will contribute to establishing a

secure, innovative, and sustainable infrastructure for the .ie ccTLD.

4. International Best Practices and Collaborations

For effective governance within this dynamic and evolving sector, it is vital for ICANN
to collaborate actively with global organisations such as CENTR and the Internet
Governance Forum (IGF) to ensure compliance with established governance standards
and best practices. Exchanging information with other ccTLD managers and analysing
successful governance models will serve as valuable resources for ongoing effective
governance of the system. Moreover, enhancing the security of the .ie ccTLD
infrastructure can be achieved through participation in global threat intelligence
networks via cybersecurity alliances, while the reliability and sustainability of the .ie

ccTLD will be fortified through these strategic partnerships.

5. Crisis Management and Business Continuity

The .ie ccTLD must ensure business continuity by formulating contingency plans to
address cyber-attacks, natural disasters, and technical failures, thereby safeguarding
security and service quality in its governance. The establishment of redundant
infrastructure, including backup data centres and robust backup systems, will facilitate
uninterrupted operations. As a result, the resilience and reliability of the .ie ccTLD will

be significantly enhanced.

STAKEHOLDER ENGAGEMENT
1. Who are the .ie ccTLD stakeholders?

Stakeholders are typically anyone who benefits from the operation of the .ie ccTLD.
This can include registrars, Irish residents, any registered company in Ireland, Irish
consumers, civil society, the private sector, academics, the technical community, and

nation states.
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2. How should the .ie ccTLD manager engage with its stakeholders?

Free and vigorous discussions among various stakeholders will contribute to the
security and stability of the .ie ccTLD. Therefore, the multi-stakeholder framework at
ICANN should be maintained through participation in various activities and the
incorporation of opinions from various stakeholders. Considering the approach of
Japan, the establishment of multi-stakeholder advisory committees by the manager, to
consult with the government, academia, internet users, registrars, and others in defining
the .ie ccTLD service policies, would be highly beneficial. Denmark's approach to
promoting cybersecurity stakeholder engagement highlights that the creation of a Cyber
Security Council (CSR) as a national, independent advisory body—comprising senior
representatives from public and private sectors, as well as the scientific community—
could be a model worth considering for the .ie ccTLD manager’s engagement with

stakeholders.

3. Are there guiding principles which should be considered?

Yes. The guiding principles of stakeholder engagement include:
= Supporting a multi-stakeholder model of internet governance and encouraging
this engagement within Ireland to demonstrate commitment to this model.
= Internet infrastructure, including the .IE domain name, is a crucial national
resource and.
= The .ie ccTLD Manager is a trustee for the delegated ccTLD and has a duty to

serve the Irish internet community as well as the global internet community.

4. Should the .ie ccTLD governance structure be reflective of the range of

stakeholders that rely on, or interact with, the .ie domain?

Yes. Establishing multi-stakeholder advisory committees would enable a
comprehensive consultation process involving key parties such as the government,
academic institutions, internet users, registrars, and other relevant entities in shaping
the policies for the .ie ccTLD service. By bringing together diverse perspectives, these
committees would ensure that policy development is well-informed and inclusive,

addressing the needs of all stakeholders. Additionally, the establishment of a Cyber
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Security Council, acting as a national, independent advisory body, comprising senior
representatives from both the public and private sectors, along with experts from the
scientific community, would provide strategic guidance, foster collaboration, and
enhance national efforts in safeguarding the cybersecurity landscape.

FUTURE RISKS TO THE SECURITY AND STABILITY OF .IE
1. What emerging risks does the .ie ccTLD face in relation to the security and
stability of the .ie domain?

Emerging Risks

Cybercrime is a global issue, and the emergence of technology has blurred the
geographical boundaries of criminal activity. One of the primary concerns faced by the
.ie ccTLD relates to domain name system (DNS) abuse, where a domain name may
have been created based on intentionally illegal purposes. Common DNS abuse
includes phishing domain, domain squatting, malware, ransomware etc. The domino
effect caused by DNS abuse can violate the right to privacy due to data breaches. In its

policies, the .ie ccTLD must balance human rights with the dangers of DNS abuse.

2. What is the Best Practice for DNS Administration?

For the DNS administration, the .ie ccTLD manager, should consider adopting,
amongst others, the following best practices for DNS administration:
A. Implement an Alternative Dispute Resolution (ADR) Policy and Procedure, to
address conflicts between domain names applicants.
B. Establish, approve, and document protocols including.
Q) requirements and procedures for registration request.
(i) policy and procedure in the verification of registration criteria.
(ili)  policy and procedure for the verification of registrants’ data, and
(iv)  policy and procedure for the prevention of registration of domain
names.
C. Establish, approve, and document policies and procedures to guarantee the
accuracy and completeness of the database of domain names and registration

data (WHOIS data) as well as availability and timely accessibility at all times.
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Policy and procedure for the prevention of abusive registration of domain
names, and timely screening and identification of domain names that have been
registered and used in bad faith.

Policy and Procedure on the revocation of domain names.

Measures to enable law enforcement authorities to have access to data in the
Registry for the purposes of prevention, detection, investigation, and
prosecution of crime.

Detailed description of the standard domain name contract clauses, which
should include the applicable law and jurisdiction and means by which to amend

the same.

. Establish policies and procedures that ensure .ie ccTLD operates with

transparency, high quality, stability, predictability, reliability, accessibility,
efficiency, non-discrimination, fair conditions of competition and consumer
protection.

Ensure the availability and integrity of the databases of domain names,
including disaster recovery and business continuity plans.

Establish a broad risk management framework and plan addressing all relevant
risks, ensuring that measures are in place to identify any risks or incidents,
prevent, detect, and manage incidents, and to mitigate their impact.

Put in place policies and procedures to allow for testing and auditing, to assess
the effectiveness of cybersecurity risk management measures.

Use of cryptography and encryption for safe communications.

. Aligning .ie ccTLD security measures, in compliance with EU regulations,

including, amongst others, NIS2 Directive (Directive 2022/2555).

3. What appropriate mitigation strategies should the .ie ccTLD manager adopt?

The .ie ccTLD manager should adopt the following strategies:

Cybersecurity- Enforce DNSSEC adoption for all registrars and high-risk domain
holders to ensure the security of domain resolution and prevent domain hijacking.
Anycast DNS and automated filtering systems should be used to defend against DDoS

attacks, ensuring stability during traffic spikes. Conduct regular security audits,
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registrar compliance checks and multi-factor authentication (MFA) for all registry

operators to enhance security.

Legal compliance- Adhere to the GDPR, ensuring privacy protection of Whois data
and limiting the storage and leak of private data. Al-driven monitoring should be used
to automatically detect and suspend domains which have relations with phishing,
malware, and fraud. Accurate and rapid response mechanisms should be implemented
to strengthen intellectual property protection, ensuring trademark holders are informed

of cybersquatting and trademark infringement cases in time.

Operational resilience- Ensure geographically distributed backup data centres to
maintain uptime in case of single points of failure. Establish comprehensive business
continuity and disaster recovery plans and test them regularly. Registrars should be
obliged to comply with strict security standards, including mandatory MFA and

DNSSEC implementation, to improve overall security.

Consumer trust - Enforce strict domain registration policies, ensuring that every
registrant has a strong verifiable local connection to Ireland to prevent fraudulent
registrations and abuse. Additionally, the manager should cooperate with local
organisations to educate domain holders on identifying and mitigating cybersecurity
threats, phishing attacks, and unsafe registration practices, enhancing overall security

awareness.

4. How should these strategies be assessed?

These strategies should be assessed as follows:

DNSSEC adoption- Monitor how many .ie domains have DNSSEC enabled annually.
This will help ensure the domain’s security and reduce the chances of hijacking. When
it comes to DDoS protection, .ie ccTLD manager should look at how often attacks
happen, how fast the system responds, and whether services remain up during peak
traffic. Regular security checks, including penetration tests, will help identify any

weaknesses and ensure protections are working properly.
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Compliance- Review WHOIS data to make sure registrars are following GDPR
guidelines, especially around how personal data is stored. The Al system should also
be tested to ensure it is effectively catching phishing, malware, and fraud-related
domains. Intellectual property protection can be measured by tracking how quickly
issues like cybersquatting and trademark infringement are dealt with.

Operational resilience- Monitor how reliable the data centres are and regularly test
disaster recovery plans to ensure services can recover quickly if something goes wrong.
It is also important to make sure registrars are following security protocols like MFA
and DNSSEC.

Consumer trust- Check if the registrant verification process is working well and
confirming that domain holders have a real connection to Ireland. They can also assess
the impact of public awareness campaigns by surveying domain holders to see how well

they understand cybersecurity risks and phishing threats.

5. How should the .ie ccTLD manager engage with the government of risks
When engaging with the Government for the purposes of managing risks, the .ie ccTLD

should consider, amongst others:

A. Cooperate with the Government and competent authorities in the fight against
cybercrime, speculative and abusive registrations, information security,
consumer protection and in the protection of fundamental rights, and granting
access to data do competent authorities subject to relevant orders and
compliance with data protection regulations.

B. Ensuring that the .ie ccTLD manager consults with both, the Government and
the multi-stakeholder community to co-design initiatives pertaining to DNS
security, particularly to incentivise the adoption of DNS security best-practices
with local internet service providers.

C. Establishing turnaround time for response to Government enquiries.

D. Promoting diversification of the DNS ecosystem and supply chain, through the
deployment of alternatives for key functions (e.g. DNS management software
or resolvers).

E. Supporting research and development in areas where significant technical gaps

for DNS security remain unaddressed.
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F. Promoting the cooperation at the international level to enhance the security of
the DNS ecosystem, preserve its functioning as a core EU infrastructure and
avoid fragmentation.

G. Support stakeholder-led initiatives to develop capacity building on DNS
security.

H. Promote awareness and knowledge-building activities to make Government
officials, consumers, right holders, or other relevant stakeholder aware of the
DNS risk and preventive measures.

I. Establish a combined-assurance mechanism together with the Government

agencies, amongst other stakeholder to address potential risk scenarios.
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