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Ireland ccTLD Management
Consultation: Roles and
Responsibilities

The Tucows Family for Registrars (Ascio, Enom, EPAG, and Tucows/OpenSRS)
appreciates the opportunity to contribute to the Department of the Environment,
Climate and Communications' consultation on a proposed management
framework for the .ie ccTLD. Collaboration between the registry and registrars is
essential to ensuring a secure, stable, and well-governed .ie namespace. We
welcome the focus on roles and responsibilities, governance, stakeholder
engagement, and risk management, and we look forward to supporting a
framework that benefits both registrants and the broader Internet ecosystem in
Ireland

Roles and Responsibilities

1. What do you believe are the primary roles and responsibilities of
the Irish ccTLD Manager?

e Defining and regularly updating domain registration policies to
align with industry standards and stakeholders needs.

e Protecting the .ie namespace against threats such as phishing,
domains highjacking, DNS Abuse, fraud

e Implementing effective domain dispute policies to address
domain ownership disputes including brand protection

e Adapting to technological advancements, such as DNSSEC,
blockchain-based DNS, and Al-driven security solutions.

2. What do you expect of the manager of the .ie ccTLD?



e Aware of and up to date with ICANN policy changes and other
industry and technological advancements as well as
cybersecurity best practices

e Clear and consistent application of registry policies
Accessible and available support for registrars and possibly
registrants especially in relation to threat mitigation

e Advance notice and educational materials to support any
changes in technology or policy

3. What external trends and developments may affect the Irish ccTLD
Manager's roles and responsibilities?

e Al-driven fraud including false identification documents and
cryptocurrency scams

e The growth of blockchain-based systems (e.g. ENS (Etherium
name services, Unstoppable domains) may challenge
traditional ccTLD models and drive a need for policy adaption
to address decentralized domains interactions

e Changes in global data protection laws and Governance that
may affect domain registration policies

Governance and management

1. What best practice approaches and processes should be
considered with regard to the corporate governance of the .ie
ccTLD manager?

2. What does good corporate governance for the .ie ccTLD manager
look like?

3. What arrangements should be in place to ensure the governing
board of the .ie ccTLD can effectively deliver its roles and
responsibilities?

4. What oversight and other governance arrangements should be put
in place?

Stakeholder engagement

1. Who are the .ie ccTLD stakeholders?
a. Registrants in Ireland
b. Registrars providing .ie registration services



2. How should the .ie ccTLD manager engage with its stakeholders?
a. In-person or online interaction to build collaborative
relationships
b. Educational programming
c. Market-based incentives for domain sales
3. Are there guiding principles which should be considered?
a. Data protection by design and by default should always be
considered
b. Transparency and integrity in business dealings
4. Should the .ie ccTLD governance structure be reflective of the
range of stakeholders that rely on, or interact with, the .ie domain?
a. Yes, itis important to ensure that all stakeholders are directly
involved or represented in governance of the .ie ccTLD

Future risks to the security and stability of .ie.

1. What emerging risks does the .ie ccTLD face in relation to the
security and stability of the .ie domain?
e Phishing, domain name spoofing to mimic trusted brands
e Decentralized domain systems (Web3 domains) could reduce
demand for traditional registrations
e Making sure encryption is up to date - quantum computing
could break current encryption
2. What is best practice for DNS administration?
e Encourage DNSSEC implementation and the use of encrypted
DNS protocols
e Follow ICANN and IETF Standards; contribute to these
governance models where appropriate
e Prepare for Post-Quantum Cryptography - Monitor NIST &
ICANN guidelines for quantum-resistant DNS encryption
e Use Al & Machine Learning for threat detection
3. What appropriate mitigation strategies should the .ie ccTLD
manager adopt?
e Clear and consistent implementation of domain protection
policies



e Point of contact to address concerns and support mitigation
and remediation efforts for DNS Abuse, fraudulent domain
activity, etc.

4. How should these strategies be assessed?
a. Ongoing review and discussion with all stakeholders
b. Data-driven evaluation
5. How should the .ie ccTLD manager engage with the Government in
its management of risks?

a. Direct engagement (online or in person) should be transparent,
collaborative, and with a focus on using data to support
decisions.

b. Establish a method to share information about threats and
mitigations while adhering to local data protection law

In conclusion, the .ie ccTLD should be governed with transparency, security, and
adaptability to address evolving digital threats and emerging technologies. A
strong governance structure that includes all stakeholders will foster trust and
ensure stability. By prioritizing security, data protection, and proactive
engagement with industry and government, the .ie ccTLD can remain a trusted
digital asset for Ireland. We appreciate the opportunity to contribute and look
forward to continued collaboration.
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