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1.Glossary of Terms Used

Term

Acronym Explanation of Term

Application Programming
Interface

API

A software mechanism that allows applications interact with and
obtain data from each other.

Artificial Intelligence

Al

A machine-based system that can, for a given set of human-
defined objectives, make predictions, recommendations, or
decisions influencing real or virtual environments.?

Cloud Service Provider

CSP

Any supplier of “Cloud” based computer services where
“Cloud” based means located on a system which is hosted in a
data centre where that supplier operates and is directly
controlled, managed and operated by the supplier and not by
the customer.

CSP Agreement

The standard form of CSP contract.

Data Centre

Premises dedicated to the centralised accommodation,
interconnection and operation of information technology and
network telecommunications equipment providing data storage,
processing and transport services together with all the facilities
and infrastructures for power distribution and environmental
control and the necessary levels of resilience and security
required to ensure the availability of the desired service.

Data Protection
Commission

DPC

This is the national independent authority in Ireland responsible
for upholding the fundamental right of individuals in the
European Union (EU) to have their personal data protected.
Accordingly, the DPC is the Irish supervisory authority
responsible for monitoring the application of the General Data
Protection Regulation (GDPR).

Data Protection Impact
Assessment

DPIA

An assessment of the impact of potential issues from a data
protection perspective. As provided for in Article 35 of the
GDPR 2016, a DPIA describes a process designed to identify
risks arising out of the processing of personal data and to
minimise these risks as far and as early as possible.

General Data Protection
Regulation

GDPR

This is the law which applies to most kinds of processing of
personal data and it applies directly in Ireland (and across the
EU), along with further national rules set out in the Irish Data
Protection Act 2018. More particularly, the General Data
Protection Regulation (GDPR) EU 2016/679 is a Regulation on
Data Protection and Privacy for all individuals (natural persons)
within the European union, which came into force across the
European union on the 25th May 2018.

Hyperscalers

The largest Tier 1 CSPs with a global presence and the ability
to scale their services and capabilities indefinitely.

Information and
Communications
Technology

ICT

The general term for the grouping of information technology (IT)
and communications technology.

1 https://csrc.nist.gov/glossary/term/artificial _intelligence NIST Definition of Artificial Intelligence
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Infrastructure as a
Service?

laaS

The capability provided to the customer by the CSP is to
provision processing, storage, networks and other fundamental
computing resources where the customer is able to deploy and
run software, which can include operating systems and
applications. The customer does not manage or control the
underlying cloud infrastructure but has control over operating
systems, storage, and deployed applications and, possibly,
limited control of networking components (for example, host
firewalls).

Instance

Instances are cloud based infrastructural elements such as a
virtual machine or a container that provide scalable computing
resources on a Pay-As-You-Go or Commitment basis.

Intellectual Property
Rights

IPR

This generally covers such intangible assets as patents,
industrial designs, trademarks, service marks, trade or
business names, domain names and copyrights, including
copyright in computer programs.

IT Infrastructure Library

ITIL

A framework of best practices for delivering IT services.

Key Performance
Indicator

KPI

A performance metric associated with a service or service
element.

Multi-tenant?!

Multitenant

An architecture in which a single computing resource is shared
but logically isolated to serve multiple consumers.

Pay-As-You-Go/

Public laaS Solutions are purchased on a consumption basis
(typically on an hourly rate basis). The PSB is charged for the
services it consumes on a recurring basis (e.g. on a monthly
basis). The PSB may also consume the solution on a pre-paid
basis with the option to top up as required.

Personal Data

Under Atrticle 4(1) of the GDPR, Personal Data is defined as:
“Any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who
can be identified, directly or indirectly, in particular by reference
to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person”

Platform as a Service?

PaaS

The capability provided to the customer by the CSP is the ability
to deploy onto the cloud infrastructure customer applications
created using programming languages, libraries, services and
tools supported by the CSP. The customer does not manage
or control the underlying cloud infrastructure, including
network, servers, operating systems or storage, but has control
over the deployed applications and, possibly, configuration
settings for the application hosting environment.

PSB Services Contract

The form of contract included by the Public Sector Body (PSB)
in their tender documentation which sets out the terms and
conditions for the cloud services to be provided by the CSP to
the PSB.

Public laaS Solutions

The capability provided to the PSB to provision processing,
storage, network, and other fundamental computing resources
(up to and including the virtualisation layer) where the PSB is
able to deploy and run arbitrary software, which can include
operating systems and applications. The PSB does not
manage or control the underlying cloud infrastructure but has
control over operating systems, storage, and deployed

2 https://nvlpubs.nist.qov/nistpubs/SpecialPublications/NIST.SP.500-322.pdf NIST Definition of laaS
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applications; and limited control of select

components (e.g. host firewalls).

networking

Recovery Point Objective  RPO The maximum period of time in which an organisation’s data
might be lost following a major incident.

Recovery Time Objective  RTO The time to restore data and operations following a major
incident.

Request for Information/  RFI Generally used as a mechanism for conducting a pre-market

Pre-Market Engagement assessment of market and supplier capabilities.

Request for Tender RFT Used to solicit tenders from the market in line with Public
Procurement Regulations and guidelines.

Reseller An organisation that re-sells CSP services.

Service Level Agreement  SLA The agreed set of measures, which define the level of service
to be provided by the CSP. This can include details such as
availability, permitted outages in a given period of time, issue
response and resolution timelines and associated service
descriptors.

Software as a Service? SaaS The capability provided to the customer is the ability to use the
CSP’s applications running on a cloud infrastructure. The
applications are accessible from various client devices through
either a thin client interface, such as a web browser (e.g., web-
based email), or a program interface. The customer does not
manage or control the underlying cloud infrastructure including
network, servers, operating systems, storage, or even
individual application capabilities, with the possible exception
of limited user-specific application configuration settings.

Sub-contractor An organisation contracted by the CSP to provide services
which may augment or be ancillary to the services provided by
the CSP. The PSB will not normally have a direct contractual
relationship with Sub-contractors.

Sub-processor This term is used in this guidance note exclusively in the
context of data processing and GDPR and relates to a
Subcontractor who processes the PSB’s personal data as part
of the delivery of the CSP services.

Systems Integrator Sl An organisation that builds and implements ICT solutions for its
customers, often on platforms that are provided by CSPs.

Tier n cloud service “Tiern” A cloud services provider that is categorised according to its

provider CSP brand, size and capabilities.

Tier 1 cloud service Tier 1 A global CSP which owns the network in which it is the sole

provider CSP operator and has a direct connection to the internet and
networks it uses to deliver voice and data services.

Tier 2 cloud service Tier 2 A regional CSP which may get a portion of its network from a

provider CSP Tier 1 CSP.

Tier 3 cloud service Tier 3 A CSP which gets 100% of its network from Tier 1 or Tier 2

provider CSP CSPs, with no direct access of its own.

User Acceptance Testing  UAT Final testing by the PSB prior to acceptance of the service.
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2.Introduction

2.1. Background to the Guidance Note

The Cloud Computing Advice Note® (May 2025), from the Office of the Government Chief
Information Officer (OGCIO), states that public cloud computing services are suitable for
any public service information or system, subject to appropriate considerations and risk
assessment. In that context, the OGCIO advice note sets out the approach to be taken by
Public Sector Bodies (PSBs) to the adoption of cloud services. It also provides guidance
in relation to the definition of cloud computing and the business context for its use as well
as setting out the vision and principles for the adoption of cloud computing along with an
explanation of the delivery models available.

This guidance complements the OGCIO Cloud Computing Advice Note by providing
information with regard to the contractual and commercial considerations to be taken into
account when preparing to procure cloud services.

This guidance note should be read in conjunction with the OGCIO

Cloud Computing Advice Note referenced above.

The Office of Government Procurement (OGP) recognises that PSBs have a need to
procure cloud services. OGP has, therefore, produced this guidance note to provide high-
level information and guidance to PSBs when considering the procurement of these
services. This note will assist PSBs to progress the cloud element(s) of their digitalisation
strategies in a way which helps to ensure compliance with their public procurement
requirements and GDPR obligations.

“Cloud services” is a generic term for a wide range of different services. Cloud services
can be either highly specialised services tailored to the individual organisation’s needs or
fully standardised products used by many customers. Cloud services can assume many
forms, including public, private and hybrid forms, all of which may also be augmented with
Artificial Intelligence (Al) functionality as part of the overall service.

The following graphic shows a view of public, private and hybrid cloud implementation
models in their various combinations.

Private, Public and Hybrid Cloud Implementation Models

Private IT /On-Premises Public Cloud
(non cloud)

Private
Cloud

3 Cloud Computing Resources HTTP: OGCIO Cloud Advice Note — May 2025
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The purpose of this guidance note is to assist PSBs to understand the general complexity
associated with contracting for cloud services and specifically the key contractual and
commercial differences between traditional ICT (legacy solutions) contracts and cloud
services contracts. The information provided is not intended to be exhaustive and, if
required, PSBs should seek further advice from experts with recognised relevant
experience.

Due to the nature of contracting for cloud services, the provisions in the State’s standard
contract templates are not always appropriate for use in such procurements. When
procuring cloud services, it is a matter for each PSB to take proper consideration of the
appropriateness and proportionality of all provisions in the contracts published as part of
their tender documentation. Appendix 1 of this guidance note contains information in this
regard. Appendix 2 contains a sample Cloud Services Contract.

OGP recommends that each procurement of cloud services is subject, at a minimum, to a
risk assessment and a DPIA, conducted by the PSB. Additionally, OGP recommends that
each PSB seeks legal advice in respect of each cloud procurement undertaken.

To comply with the Public Procurement Regulations*, PSBs who wish to tender for cloud
services are obliged to publish contract terms and conditions as part of the tender
documentation. However, this can pose a challenge when tendering for cloud services for
a number of reasons, including:

» cloud service providers (CSPs) may offer differentiated services which may meet
the PSB requirements in different ways. As such, the CSP terms and conditions
(which they will seek to impose on the client) may vary, depending on the specific
nature and attributes of their services;

» cloud services may span a spectrum from laaS through PaaS and onto SaaS. The
breadth of CSP obligations and responsibilities will vary significantly across the
different layers of the cloud services spectrum. This will result in a significant
variation in terms and conditions across the laaS/PaaS/SaaS cloud services
model. This is illustrated in the shared responsibility model shown directly below.

Shared Responsihility Model

PaaS Saas

On-Prem Co-Location Hosting laaS

Data Data Data Data Data Data

Applications Applications Applications Applications Applications Applications

Databases Databases Databases Databases Databases Databases

Operating System Operating System Operating System Operating System Operating System Operating System

Virtualisation Virtualisation Virtualisation Virtualisation Virtualisation Virtualisation

Physical Servers Physical Servers

Physical Servers Physical Servers Physical Servers Physical Servers

Storage Storage Storage Storage Storage Storage

Networks Networks Networks Networks Networks Networks

Facilities Facilities Facilities Facilities Facilities Facilities

_ Responsibility of PSB _ Responsibility of CSP

4 http://www.irishstatutebook.ie/eli/2016/si/284/made/en/pdf Public Procurement Regulations - SI 284/2016
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This guidance note provides information and guidance with regard to the contractual and
commercial considerations to be taken into account when procuring cloud services,
generally described within this guidance note under the following headings:

e Software as a Service (SaaS) including artificial intelligence (Al) solutions;
o Platform as a Service (PaaS); and
¢ Infrastructure as a Service (laaS).

In summary, cloud computing consists of a set of technologies and service models that
focus on network-based, on-demand delivery and use of IT applications, processing
capability, storage and memory space. The cloud services utilising these technologies and
service models can be provided by an external service provider or can be delivered in-
house, or a combination of both. They can be provided on a private or shared basis. It
should be noted that, while PSBs may outsource delivery of a service to a cloud service
provider, they remain accountable for the service. The Data Protection Commission offers
specific guidance on the use of cloud services.® It is important, therefore, that PSBs
understand the risks, as well as the benefits, associated with the use of cloud services.
PSBs are advised to holistically assess all risks associated with the procurement of cloud
services within the context of their own requirements.

In addition to the technical factors related to cloud computing and the provision of cloud
services by cloud service providers, PSBs need to understand the nature of the contractual
and commercial arrangements that apply when contracting for these services. This applies
in particular tor PSBs who are coming from a background of self-hosted, on premises
technology environments and may be approaching the cloud services market for the first
time.

This guidance note addresses the key considerations for the acquisition of cloud services
from a procurement, commercial and contractual perspective. In all cases, PSBs
(contracting authorities) must ensure that they procure cloud services in adherence to the
key principles of equal treatment, proportionality, transparency and non-discrimination.
Where required, such procurements must be completed using public procurement
competitive processes in accordance with Public Procurement Regulations and national
public procurement guidelines.

It should be noted that there are currently no OGP central arrangements in place for the
provision of cloud services to PSBs.

The general context of this guidance note is to provide information and guidance to PSBs
with regard to:

— procuring cloud services in an informed and legally compliant manner which
enables PSBs to avail of the value inherent in cloud services while also achieving
an equitable balancing of risk with CSPs;

— the general complexity associated with contracting for cloud services; and

— the general differences, from a commercial and contractual perspective, between
traditional (legacy) ICT contracts and cloud contracts.

5 https://www.dataprotection.ie/en/dpc-guidance/guidance-organisations-engaging-cloud-service-providers Data
Protection Commission Guidance for Organisations Engaging Cloud Service Providers
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As this note is for guidance only, PSBs should consult with the relevant cloud services
market and subject matter experts or other relevant experts (e.g. GDPR, Cyber Security,
Legal) in order to gather the information necessary to enable them to develop their tender
documentation, which includes contractual terms and conditions. Cloud services — and the
contexts in which PSBs may wish to use them — can be varied and complex; therefore,
the knowledge gleaned from a pre-market engagement will provide for a more informed,
efficient and effective procurement process. It should be noted that pre-market
engagement, including where advice is sought from independent experts or market
providers, must not confer any unfair advantage on any supplier in any subsequent tender
process. The principles of equal treatment and transparency always apply.

When considering a contract with a CSP there are a significant number of provisions which
differ from more traditional ICT contracts for “on premises” solutions. These differences
arise, in the main, as the CSP is likely to be delivering a consolidated set of services to a
diverse group of customers under its own terms and conditions. The CSP will, accordingly,
endeavour to minimise variations to its key contract terms in order to reduce its exposure
to risk and to simplify contract administration and management for it across its customer
base. In this regard, PSBs should, at all times, remember their obligations under public
procurement regulations and GDPR.

This guidance note refers to differences, where relevant, between a “cloud” contract and
a legacy ICT contract. The aim is to provide PSBs with information to help to ensure that
their tender documents contain contractual terms and conditions which are informed and
balanced in terms of the risks which may arise under such contracts. PSBs should seek
their own legal advice when constructing cloud PSB Services Contracts.

Market analysis indicates that CSPs generally insist that their terms and conditions (for
example, security, data protection, term, termination and exit provisions) take precedence
over any client terms and conditions. This can often be implemented through “click-
through” hyperlinks to the CSP’s terms and conditions.

This may be challenging for PSBs insofar as it may have the effect of conflicting with the
terms and conditions published in the PSB’s tender documentation. In compliance with
Public Procurement Regulations and guidelines, PSBs must publish the terms and
conditions which will apply in respect of a contract awarded under a public procurement
competition. Contractual terms and conditions cannot be subject to substantial
modification thereafter. Accordingly, the PSB terms must take precedence over any
conflicting terms put forward by CSPs and this should be specifically set out in the PSB
Services Contract. It is important to note that not all CSPs are amenable to modifications
to their terms and conditions. PSBs should always seek legal advice in relation to any
conflicts between their published terms and conditions and those of the CSP.

In some instances, cloud services may be supplied indirectly through resellers, cloud
services brokers or Systems Integrators. These entities act as intermediaries between the
customer and the CSP and, in this role, may be willing to accept risk in their contracts
which would otherwise be borne by the customer (in this case the PSB) in a direct sale
transaction with the CSP. It should be noted, however, that if the PSB enters into a contract
with an intermediary but is not a party to, or otherwise aware of, the arrangement between
the intermediary and the CSP, there is a risk that the respective contractual arrangements
(i.e. ‘customer - intermediary’ and ‘intermediary - CSP’) will not align.

In this scenario. PSBs must consider the question of how the contractual terms and
conditions will be enforced against the intermediary and also the CSP; e.g. PSBs must
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ensure that all the data protection elements which a PSB considers necessary in its
contract will apply to all parties processing its personal data in the provision of the cloud
service.

PSBs are encouraged to engage with the market prior to drafting their tender
documentation. The most transparent mechanism by which PSBs can conduct market
soundings is by publishing a Pre-Market Consultation (PMC) on the eTenders platform.
During this pre-market engagement phase of the public procurement process, PSBs
should consider the following:

- Solution assessment: the output from a PMC process can be used to inform the
solution assessment and in determining the right type of solution to meet the requirements.
The solution could be laaS (with the applications hosted in the cloud but under the
ownership and control of the PSB), PaaS (with the development and test environment and
operational infrastructure hosted in the cloud) or SaaS (with the full solution — hardware,
software, network and security — provided in the cloud and accessed by the PSB users
through their mobile or PC/laptop devices).

- Data Protection Impact Assessment: the solution assessment should also
include completion of a data protection impact assessment (DPIA) and classification of
the data which will be migrated to the cloud in terms of its sensitivity, including the impact
of a data breach. A basic prerequisite for the lawful processing of personal data is that the
PSB is cognisant of and has identified (i) what personal data it is processing, (ii) for what
purpose(s) and (iii) how the data is processed. The more data processing tasks that are
entrusted to the CSP, the greater the risk in this regard.

- Screening of potential CSP(s): PSBs should assess whether potential CSPs will
be able to meet the data protection requirements that the PSB considers appropriate for
data processing activity. PSBs must assess whether the data processing activity can take
place in compliance with data protection law. Before initiating or substantially altering a
data processing activity, PSBs should carry out a risk assessment concerning data
protection. Based on this risk assessment, PSBs can assess whether the intended cloud
service can support the data processing activity without leading to higher risks to Personal
Data.

- Risk and benefit analysis: pre-market engagement can provide useful
information to be used in assessing the risks and benefits that the proposed solution will
deliver from the perspectives of implementation, control, ease of deployment,
accessibility, data protection and security, lifetime costs and overall business case.

- Contractual and commercial terms: engagement with the market will assist
PSBs in drafting the terms and conditions to be published as part of their tender
documentation.

Key contractual and commercial factors to be considered are addressed at a more detailed
level in Appendix 1 of this Guidance Note and a sample contract can be found in Appendix
2. PSBs are advised to seek expert legal advice when drafting the PSB Services Contract
which is to be included in the tender documentation.
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PSBs should note the different types of public procurement procedure which are available
to them. These are set out in OGP’s Public Procurement Guidelines for Goods and
Services®. The PSB is advised to select the procedure type best suited to their specific
cloud procurement, taking into consideration (among all other things) the risk of CSPs
rejecting the PSB’s terms and conditions.

For example, a procedure type which permits a level of negotiation may be preferable
where there is uncertainty regarding the willingness of the cloud market to accept, without
alteration, the PSB terms and conditions published in the tender documentation.

The majority of Al solutions reside in the cloud and should, for the most part, be treated in
the same manner as SaaS applications for the purposes of procurement.

However, while Al is a form of SaaS there are additional legal and policy considerations
to factor into the planning of a procurement of Al. For example, the provisions included in
the EU Al Act’, which came into effect in August 2024 as Regulation (EU) 2024/1689,
should be considered when procuring Al solutions. The Al Act is complemented by a set
of model contractual clauses (“model clauses”)® which has been developed by the
European Commission, specifically to support the compliant and responsible procurement
of Al solutions.

In addition to the specific procurement of Al solutions, it should also be noted that Al is
now incorporated into many other XaaS applications, including the management of
infrastructure and platforms as well as the enhancement of many software applications,
and this should be borne in mind when conducting any procurement of cloud services.

PSBs are advised to familiarise themselves with the Al Act, the model clauses and all
relevant policy and guidance on the use of Al when considering procurement of any Al
solution or any XaasS solution that may include Al functionality.

Attention is drawn to the “Guidelines for the Responsible Use of Artificial Intelligence in
the Public Service” ° published by the Department of Public Expenditure, NDP Delivery
and Reform in May 2025.

8 https://www.gov.ie/en/publication/c23f5-public-procurement-guidelines-for-goods-and-services/ OGP Public Procurement
Guidelines

7 https://eur-lex.europa.eu/eli/req/2024/1689/oj/eng Al Act
8 Updated EU Al model contractual clauses | Public Buyers Community Al Model Contract Clauses
9 Guidelines for the Responsible Use of Al in the Public Service Link to Guidelines
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3.Cloud Services Contract Considerations

Cloud services can be varied and complex and the contractual provisions in cloud services
contracts define what services are to be provided, how they are to be provided and what the
pricing arrangements are for the differing types of cloud services.

This section sets the context for the general factors to be considered when entering into
contracts with CSPs for the provision of cloud services.

The commentary on the contractual terms and conditions set out below is primarily concerned
with the issues that most frequently arise when procuring cloud services. Similarly, the
commentary on commercial considerations reflects cloud services pricing models commonly
seen in the market.

PSBs need to have a reasonable understanding of the types of provisions that apply to cloud
services contracts and how they differ between laaS, PaaS and SaaS contracts.

This section provides an overview of some key contractual and commercial provisions
generally seen in CSP standard agreements. The overview will help to inform PSBs regarding
the provisions of a typical CSP Agreement, which CSPs will often expect to have included or
incorporated into any contract they enter into with a PSB. PSBs should satisfy themselves that
they are familiar with the content of CSP Agreements in the context of the contractual terms
and conditions they are publishing in the tender documentation and should conduct their own
analysis in this regard, as required.

For cloud services contracts, the contractual and commercial considerations are of
fundamental importance to the apportionment and equalisation of risk and delivery of value
across the lifetime of the contract. Depending on the circumstances of the PSB’s procurement,
some provisions may be considered more important than others. Accordingly, it is incumbent
on PSBs who are entering into contracts with CSPs to understand the context in which any
particular provision within those contracts may apply and its relevance to the services, the
anticipated value being delivered through those services and the apportionment of risk
between the contracting parties under the contract.

Key contractual and commercial provisions are described in outline here. More detailed
guidance is provided in Appendix 1 and it is recommended that Appendix 1 is referred to by
PSBs to inform the construction of PSB Services Contracts for the provision of cloud services.
PSBs may also find it helpful to refer to the sample cloud services contract located in Appendix
2. CSPs may often be supported by an ecosystem of Sub-contractor partners for the delivery
and ongoing support of the services. These Sub-contractors may have their own agreements
which may be visible to the PSB or, on the other hand, may not be readily visible but are
instead contained in downstream agreements referenced through URL links contained in the
CSP Agreement.

Great care must be taken to understand the structure of the cloud services contracts and the
rights and obligations of all parties in the delivery of the services. An example of the standard
agreements structure provided by a CSP for an enterprise SaaS solution is shown below in
‘Example CSP Enterprise SaaS Agreement Structure’. In some instances, the solution may
be delivered by a third party service provider (for example, a Systems Integrator) which may
take on a prime contracting role for the implementation of the solution.

Page 12 of 43



OGP Cloud Services Procurement Guidance Note May 2025

It should be noted that the analysis and review of CSP terms and conditions should be
undertaken in the pre-market engagement phase and the PSB Services Contract should be
constructed bearing in mind what might be acceptable to the market while also maximising
protection for the PSB (particularly in relation to data protection and security) and ensuring a
reasonable balance of risk.

Example CSP Enterprise SaaS Agreement Structure

CSP Order Form

-

‘ General Terms and Conditions ‘

| Cloud Services Description }

’ Consulting Services Agreement

l—{ Data Processing Agreement }

Products and Services Description ‘

Support Policy

Service Level Agreement ‘

In the ‘Example CSP Enterprise SaaS Agreement Structure’ above:

the CSP Order Form is the controlling agreement, and it takes precedence over the
other agreements. There can be multiple Order Forms under a single Enterprise SaaS
Agreement;

the Cloud Services Description describes the cloud services to be provided;

the Product and Services Supplement, Support Policy and Service Level Agreement
describe, respectively, the specific products and services to be provided, the support
provisions and the service level agreement for the services being delivered (containing
such metrics as availability, incident response times, service credits for service
failures);

the General Terms and Conditions contain the main body of general legal provisions
(term, termination, warranties, liabilities, indemnities);

the Data Processing Agreement may specify the CSP’s general commitments in terms
of conformance with data processing laws and regulations (for example, GDPR); and
the Consulting Services Agreement will cover the provision of professional
services/consulting services for initial implementation of the services and subsequent
use of CSP professional services on a project by project basis. These services will
generally be drawn down under specific Statements of Work (SOWSs), each of which
will have its own provisions to reflect the deliverables, delivery and payment
milestones, acceptance processes, personnel/resource allocations, rate cards for the
resource types to be deployed under the SOW and any specific qualification or
augmentation of terms that may be set out in the “umbrella” Consulting Services
Agreement or the General Terms and Conditions.

Therefore, in addition to the specific provisions that apply in cloud services contracts, PSBs
also need to understand the structure of cloud services contracts including:

how component sub-agreements are constructed;

their relevance to each other; and

the precedence of common or conflicting provisions between the “master” services
agreement and any component agreements or schedules. This need for understanding
applies in particular in relation to the role of Sub-contractors in the implementation,
delivery and support of the services.
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As already stated, PSBs have an obligation to comply with Public Procurement Regulations
when tendering for products and services. This includes providing, in the tender
documentation, a PSB Services Contract which ensures compliance with the Public
Procurement Regulations and other relevant legislation. PSBs must meet this obligation while
seeking to elicit bids from the market; this can be a difficult balance to achieve. With an
understanding of CSPs’ general contractual provisions, PSBs can ensure that the PSB
Services Contract published with the tender documentation will be compliant with the Public
Procurement Regulations while also increasing the likelihood of being accepted by
prospective tenderers. As recommended often throughout this guidance note, legal advice
should be sought when preparing contract documentation for cloud services tenders.

The Key Contractual and Commercial Terms that PSBs should consider are briefly explained
in the paragraphs below. Appendix 1 to this document gives a more in depth analysis of
these considerations and how they may be applied in a contract. The sample contract in
Appendix 2 includes examples of the practical application of many of these considerations.

As data controllers, PSBs must ensure they are compliant with data protection law and that
Citizens’ data stored by a cloud service is at all times appropriately protected. PSBs should
consult their designated Data Protection Officer from the outset with regard to managing their
data protection risk. Compliance with data protection obligations is a fundamental requirement
for all Cloud agreements established in the EEA where personal data is being processed.
Therefore, great care must be taken in specifying the data protection provisions in the PSB
Services Contract, particularly where CSP organisations are likely to process data outside the
EEA if permitted to do so. If PSB data is to be transferred outside the EEA, it must be done in
compliance with the provisions of Chapter V of the GDPR. PSBs should note that they cannot
outsource their accountability in relation to data protection and security and therefore remain
fully responsible and accountable in regard to these obligations. It is important that there is no
ambiguity in relation to GDPR compliance, and that any CSP terms and conditions do not
undermine this position.

Processing of Personal Data under a CSP’s standard terms of service may be carried out in
compliance with the GDPR. It is, however, the PSBs responsibility as the data controller to be
assured that the processing takes place in compliance with the GDPR and to always be able
to demonstrate compliance with the GDPR. There are certain elements of data protection law
which PSBs should pay special attention to when using cloud services. These include (i) the
use of processors and sub-processors, (ii) security of processing, and (iii) transfers of personal
data to third countries.

PSBs should note that data protection law applies regardless of the technology used and does
not specify which kind of software or infrastructure an organisation is required to use for the
processing of personal data.
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Depending on the circumstances of the PSB’s procurement, it may be necessary to consider
the inclusion of CSP terms and conditions in the PSB services contract. Where this becomes
necessary, defining the hierarchy of contractual documents will be a key consideration for
PSBs. In this case, it is important that the services contract sets out the order of precedence
of all documents included in the overall agreement. It is recommended that the PSBs terms
and conditions are assigned the highest priority and the CSP terms and conditions (if they are
to be included/accepted) are assigned the lowest priority. This provides protection to PSBs
where there is direct conflict between the terms in the OGP document and the terms in the
CSP document.

PSBs should also consider including a provision disapplying the inclusion of any additional
terms that may be included in the CSP document by way of hyperlink or URL etc. to provide
contractual certainty. This helps to avoid the inclusion of “ever changing” terms and conditions
frequently applied by CSPs.

Key elements of the security considerations for the provision of cloud services include:

» data encryption: this must cover, at a minimum, data at rest and data in transit and the
required standard must be set out by the PSB,;

» data location: in general, PSBs should be aware of and agree as to where their Data
is located and processed for the duration of their contract.

» responsibility for Data Protection and security: under the terms of many standard CSP
Agreements the responsibility for data protection and security can vary depending on
the nature of the service being procured, i.e. laaS, PaaS or SaaS, in line with the
shared responsibility model outlined above;

* access type: private versus public access (VPN versus public network access);

* tenancy: physical versus virtual tenancy in the cloud; and

» shared responsibility: this must cover who is responsible for different security features
of the cloud service. PSBs should familiarise themselves with the shared
responsibilities that apply in the context of cloud services. Clarity must be provided in
a contract in relation to the responsibilities of both the PSB and the CSP.

When considering the security requirements to be set out in their RFTs and contracts, PSBs
should also refer to the European Data Protection Supervisor (EDPS) “Guidelines on the use
of cloud computing services by the European institutions and bodies” ° and the National
Cyber Security Centre (NCSC) “Guidelines on Cyber Security Specifications (ICT
Procurement for Public Service Bodies)™.

10 https://www.edps.europa.eu/data-protection/our-work/publications/guidelines/quidelines-use-cloud-computing-
services-european_en Guidelines on the use of cloud computing services by the European institutions and
bodies

11 https://www.ncsc.gov.ie/guidance/ Guidelines on Cyber Security Specifications (ICT Procurement for Public
Service Bodies)
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The contract term (duration) is a key consideration for both parties to the agreement:

» Forthe CSP, along contract term results in guaranteed revenues over the contract lifetime.
This helps CSPs maintain and grow revenue while mitigating the negative revenue impacts
of customer “churn” - the loss of customers over time due to non-renewal of CSP service
agreements. Therefore, CSPs will generally have a strong interest in a long, rather than
short, contract term and may provide incentives to customers to commit to longer term
contracts.

* For the PSB, a long contract term generally results in guaranteed service provision at a
defined price (subject to variations related to usage, etc.). A longer-term commitment may
result in such incentives as improved pricing and lower total cost of ownership (TCO) over
the contract term. However, ICT market analysts also indicate that the price of CSP
services may increase following the initial contract term. PSBs always need to consider
whether a long contract term may have the effect of restricting competition.

* PSBs should consider the “what-if’ factors relating to potential early termination of the
contract and how flexible or inflexible CSPs may be in such an event; this will be dictated
by how the term and termination provisions have been defined.

» PSBs should also consider the potential effect of “lock-in” to a specific CSP and resulting
loss of leverage that may ensue at the end of the contract term if the PSB wishes to extend
the service beyond the initial term i.e. avail of any permitted extensions to the contract.

Contract termination is a key consideration for both parties. As cloud services contracts are
limited term contracts which will (unless terminated early, renewed or extended) come to an
end at the conclusion of the contract term, a number of key factors need to be considered.
These include:

- the factors which may result in termination of the contract (for example, normal
termination at the end of the contract term, early termination due to default or
unremedied material breach);

- the likely consequences of such termination; and

- the management of any risks associated with contract termination, including
transfer/transition of data and services from the CSP back to the PSB or to another
replacement CSP.

These topics are addressed in further detail in Appendix 1.

With regard to Exit Management, Cloud-based services create a higher dependency on CSPs
than equivalent services deployed on-premises. On-premises deployments of hardware,
software and communications capabilities are largely under the control of the PSB. In the
cloud environment, some or all of these capabilities are under the control of the CSP. The
extent of this control depends on whether the services provided are laaS, PaaS or SaaS, with
the level of CSP dependency generally increasing as the services move from laaS to PaaS
and on to SaasS.

It is important to fully consider how the transition from a cloud service provided by an
incumbent CSP to another CSP, or back on-premises, is managed on expiry or termination of
the cloud services contract. This is addressed through the exit management provisions and
associated processes specified in the contract. An exit management plan should be agreed
and reviewed regularly with the CSP to ensure that it remains relevant and up-to-date over
the full term of the contract.
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PSBs should be aware that CSP Agreements may contain provisions that allow them to
suspend services (for example, non-payment of fees or degradation of service for other
customers resulting from the PSB’s use of the services).

This “suspension of services” factor has more significance in cloud services contracts than
PSBs may have been familiar with previously under non-cloud agreements and therefore
needs to be considered carefully when drafting cloud PSB Services Contracts. The provisions
for suspension of services should be limited to the greatest extent possible.

The pricing models applying to cloud services can be complex and can vary significantly
according to the type of cloud service being procured (laaS, PaaS or SaaS). PSBs need to
understand the pricing models that apply to the different types of cloud services and their
component elements (for example, physical or virtual servers, storage and compute capacity,
operating system, middleware and applications software, network bandwidth, security
services and other services that may be included as part of an overall managed service). Each
of these elements may have a different pricing model; some may be fixed, and others may be
variable and it is important for PSBs to understand fully the likely total cost of ownership (TCO)
for the services under consideration for the envisaged term of the contract.

During the contract term, the services being delivered should be carefully managed. This will
require the implementation and enablement of adequate service delivery management
processes (for example, in line with ITIL processes) on the CSP’s side and supplier
performance and service management on the PSB’s side. These are often supported by
mutual governance and relationship management processes which, in addition to supporting
the ongoing management of PSB demand and CSP operational delivery, also provide forums
for strategic planning, CSP technology roadmap discussions and general service and
relationship optimisation planning. Examples of service and relationship elements to be
managed are provided in Appendix 1.

A number of additional commercial and contractual terms, which do not necessarily fall under
the headings above (e.g. Force Majeure, service levels and credits, software updates,
novation), are also of importance and should be carefully considered as part of any contract.

PSBs should also familiarise themselves with more general topics regarding the procurement
of Cloud Services. While not necessarily to be included as part of a contract, such topics would
include understanding how to distinguish between the types of supplier involved e.g. Tier 1
CSPs, Tier 2 CSPs, Resellers and Systems Integrators. It is also important to consider
Intellectual Property Rights (IPR), the mitigation of reputational damage associated with any
potential data breach and the varied shared responsibility models that might be employed
depending on the type of service being procured.
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4.Introduction to the Cloud Services
Contractual and Commercial Checklist

The checklist in Appendix 1 of this note provides guidance to PSBs on the key differences
between procuring and contracting for cloud services compared to PSB-controlled, on-
premises ICT solutions, and the key contractual and commercial considerations regarding
those differences. The checklist also serves as a toolkit to assist in drafting tender
documentation for cloud services procurements. As previously stated, PSBs should also glean
an understanding of the cloud services market through their pre-market engagement and
solution assessment.

PSBs are reminded that they should seek expert support and legal advice
to assist in developing tender documentation and PSB Services Contracts

when procuring cloud services.
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Appendix 1 — Cloud Services Contractual and

CCT.1
Data Protection

Checklist Item

Audits / Access to
Data

a. GDPR Compliance —

PSB Considerations
The PSB Services Contract should stipulate that the PSB has
access to all third party independent audits.

However, ideally the PSB will have the right to conduct audits
and or inspections of the CSP’s facilities, and to have access to
all data protection, confidentiality and security procedures,
data equipment, mechanisms, documentation, databases,
archives, data storage devices, electronic communications and
storage systems used by the CSP in any way for the provision of
the Services.

May 2025

Commercial Checklist

Reasons for PSB Considerations
The PSB may require (upon the provision of reasonable notice), the
Office of the Data Protection Commission or other supervisory
authority for data protection in Ireland, and/or their nominee to
conduct audits and or inspections of the CSP’s facilities.

In general, CSPs use third party independent auditors to assess their
cloud services (including their data centres, networks, logical and
physical security facilities etc.). PSBs should request access to this
information.

The PSB Services Contract should specify what data processing
activities will be carried out and how the PSB’s data will be
protected. In this regard the PSB should undertake a DPIA to
understand what data processing activities a CSP will be
required to carry out.

CSP obligations in terms of data processing and protection of PSB
data should be <clear and comprehensive to include:
pseudonymisation and encryption of personal data, isolation and
separation of personal data from other PSBs’ data, availability and
resilience of data processing systems and services, procedures to
deal with a data breach (including incident response processes,
notification timelines and incident resolution plans).

The PSB Services Contract should be explicit in terms of what is
allowed and disallowed with regard to the use of the PSB’s
data.

PSBs should clearly set out in the PSB Services Contract what is
explicitly allowed and what is explicitly disallowed in relation to the
processing of their data (for example, use of data for marketing
purposes).
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CCT.a
Data Protection

Checklist Item

PSB Considerations

The PSB Services Contract should set out clear obligations in
relation to the processing of data by the CSP’s Sub-processors.
The PSB should be satisfied that the CSP will only process
personal data in accordance with the specific instructions of the
PSB.

The PSB Services Contract should take into account the potential
impact arising from loss, destruction, alteration, unauthorised
disclosure of or access to personal data stored by the CSP,
whether accidental, unlawful or otherwise.

The PSB Services Contract should specify that PSB consent is
required regarding the use of data Sub-processors by the CSP.

May 2025

Reasons for PSB Considerations

CSPs are responsible for data processing by their Sub-processors
including ensuring that there are no international data transfers
that are not compliant with GDPR. The Irish Data Protection
Commissioner states that, with reference to security, Data
Controllers must be satisfied that the CSP will only process personal
data in accordance with its instructions.

PSBs should ensure that it has the right to object to any changes to
the proposed use of a new sub-processor not initially agreed with
the CSP.

The use of data Sub-processors by the CSP should be carefully
reviewed and express consent required from the PSB for their use.

Further data protection guidance on engaging with CSPs is available
through the data protection website.?

b. Role of CSP as Data
Processor /
Data Controller

Where procurement of cloud services is being considered, the
PSB should consult with its Data Protection Officer and legal
advisors in relation to the most appropriate provisions covering
the CSP’s Data Controller activities.

CSPs should only be Data Processors, although, in some more
complex scenarios, CSPs may also be Data Controllers or joint Data
Controllers. PSBs should always refer to legal advisors and their
Data Protection Officer in relation to the Data Processing activities
which will be allowed by CSPs and the obligations that CSPs will be
required to meet in this respect.

c. Data Subject Access
Rights

The PSB Services Contract should ensure that the PSB, as Data
Controller, should either have access to the CSP environment to
perform processing operations that are necessary to implement
Data Subject rights or the CSP should react without delay to any
PSB instruction relating to a Data Subject request.

The PSB, as Data Controller, must ensure that they can comply with
the GDPR requirement to implement Data Subject rights (to access,
rectify, block or erase personal data).

12 hitps://www.dataprotection.ie/sites/default/files/uploads/2019-10/Guidance%20for%20Engaging%20Cloud%20Service%20Providers Oct19.pdf — DPC Guidance for Organisations Engaging Cloud

Service Providers

Page 20 of 90



https://www.dataprotection.ie/sites/default/files/uploads/2019-10/Guidance%20for%20Engaging%20Cloud%20Service%20Providers_Oct19.pdf
https://www.dataprotection.ie/sites/default/files/uploads/2019-10/Guidance%20for%20Engaging%20Cloud%20Service%20Providers_Oct19.pdf
https://www.dataprotection.ie/sites/default/files/uploads/2019-10/Guidance%20for%20Engaging%20Cloud%20Service%20Providers_Oct19.pdf
https://www.dataprotection.ie/sites/default/files/uploads/2019-10/Guidance%20for%20Engaging%20Cloud%20Service%20Providers_Oct19.pdf

OGP Cloud Services Procurement Guidance Note May 2025

CCT.a
Data Protection

Checklist Item ~ PSB Considerations Reasons for PSB Considerations

d. Derived Data 1 | The PSB Services Contract should specify what types of derived The PSB, as Data Controller, should specify who is responsible for
data, if any, may be generated (including “metadata”) and data emanating from relationships between CSPs and the PSB in
clearly identify the owner of that data. cloud services; for example, as a result of activities between the PSB

and CSP, information of various types such as usage and traffic
patterns can be generated, as well as information relating to security
information and events. The PSB should also specify how metadata
and derived data may be processed by the CSP.

It should be noted that some types of metadata, derived data may
constitute personal data. Where metadata, derived data includes
personal data, it carries GDPR risk.

e. Data and Software 1 | The PSB Services Contract should specify the CSP’s obligationsin | In the event of a CSP, or one of its Sub-contractors, ceasing to

Access In the Event relation to data backup and providing the PSB or its agents’ trade(e.g. due to examinership, receivership or liquidation), the PSB
that the access to data for the purposes of downloading and migrating will require access to its data to enable migration of the service to a
CSP Ceases the data to another CSP. replacement CSP or back on-premises. This should be provided for in
Trading the PSB’s disaster recovery and business continuity planning and

should align with the CSP’s data backup and restore processes. If
using IAAS or PaaS cloud services, the PSB may have some control
over data backups. Where the CSP is providing Saa$S cloud services,
the PSB will have much less control over data backups. Specific
arrangements may require to be implemented to enable data
backups to a third party, agreed between the parties, so that data

provide the services. The PSB should consider any cost access will be affirmed in the event of the CSP ceasing to trade.
implications related to this approach.

Where the data is under the CSP’s control, the PSB could
consider using a trusted third party as a recipient of CSP data
backup copies in order to mitigate the risk of being unable to
access data in the event of the collapse of the CSP or other
catastrophe which would render the CSP unable to continue to

2 | The PSB should consider the context in which the software and When compared to on-premises software agreements, SaaS
data are to be provided and whether software escrow would be software escrow is generally not a practical option due to the

a viable option: complexity of Saa$ cloud software environments and the coexistence

of the software and data. Market analysts indicate SaaS escrow is

—for Saas$, it is unlikely that SaaS escrow will be a viable not a common practice and is cost prohibitive. SaaS providers are

option; generally reluctant to provide software escrow. From a practical

point of view, SaaS software applications are complex and may be
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CCT.a
Data Protection

Checklist Item PSB Considerations Reasons for PSB Considerations
—for PaasS services, the responsibility for applications built with third party or open source software components, are
may be shared, in which case escrow for the software updated on a continuous basis and would create significant

which is installed on the platform may be a viable option; | implementation and ongoing maintenance challenges for a PSB.
—for laaS, software escrow for the software which is
installed on the infrastructure is a definite option as the
CSP will be providing infrastructure and the software
applications will be under the control of the PSB. The
PSB’s escrow contract would be made directly with the
third party software provider (generally, using a trusted
escrow agent).

f. Other CSP Data 1 | The PSB Services Contract should specify the services and The CSP should provide support for data subject access requests in a
Protection support required to enable the PSB to fulfil its obligations in shared responsibility scenario; for example, fulfiiment of data
Obligations relation to data access requests. Data migration/portability subject access requests would be the PSB’s responsibility and CSPs
requirements in order to facilitate the migration of data to would be required to provide capabilities and tools to facilitate the
another CSP, if required, should also be defined. fulfilment of access requests to the PSB. These capabilities should

include data portability between CSPs for customer data only, data
deletion and provisioning of support.

2 | The CSP’s incident management processes should be clearly Definition of security incident or breach should be based on EU
defined in the PSB Services Contract and be compliant with regulations and directives such as GDPR and NIS. Requirements for
relevant EU regulations and directives, including notification of notification by the CSP to the PSB of incidents or breaches should be
incidents or security breaches to the PSB (for example, ENISA compliant with Data Protection obligations (including GDPR).

Cloud Security Incident Reporting framework®3 ).

13 hitps://www.enisa.europa.eu/publications/incident-reporting-for-cloud-computing - ENISA Incident Reporting for Cloud Computing
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CCT.2
Hierarchy of Documents

Checklist Item PSB Considerations Reasons for PSB Considerations
a. Hierarchy of In circumstances where it has been decided by the PSB to In order to comply with Public Procurement Regulations it is
documents aka allow for inclusion of CSP Terms and Conditions, PSBs necessary to publish the Terms and Conditions of business
“Order of should consider the order of precedence of documents with the PSB’s tender documentation (PSB Services Contract).
Precedence” within the contract to ensure the PSB’s Terms and

Conditions take priority. For an example of what this In circumstances where it has been decided by the PSB to

might look like, please see contract example in Appendix 2. | allow for inclusion of CSP Terms and Conditions, and in order
to maintain the integrity of the PSB Services Contract, PSBs
should consider the inclusion of an order of precedence so
that PSB Terms and Conditions are not modified, diminished
or otherwise adversely affected by the inclusion of additional
CSP Terms and Conditions.
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CCT.3
Security

Checklist Item

Data at Rest / Data in
Transit

a. Data Encryption —

PSB Considerations

The PSB Services Contract should specify the type of
encryption that will apply to, at a minimum, data at rest
(that is, data stored on primary and secondary storage
devices and locations) and data in transit (that is, data that
is being transmitted across networks).

If data encryption is not provided by the CSP as standard,
PSBs should stipulate that data encryption is provided.
However, PSBs need to be aware that certain types of
encryption may slow down performance (therefore, a
technical assessment by the PSB of the CSP’s data
encryption capabilities is required which includes
consideration of all facets of the encryption regime).

PSBs should consult with their DPO and/or their legal
advisers in relation to data transfer provisions in their PSB
Services Contracts.

May 2025

Reasons for PSB Considerations
All data, whether personal data or otherwise, must
be encrypted wherever it is and whether it is in
transit or at rest. Please refer to GDPR guidance* on
allowed location of personal data for the Irish public
sector.

b. Data Backup &
Recovery and
Disaster Recovery
(DR)

PSBs should ensure that they fully understand the differing
contexts in which data backup, recovery and disaster
recovery apply and who is responsible for what.

Depending on the type of cloud services being procured,
data backup and recovery and disaster recovery services
may be the responsibility of the PSB or the CSP:
- for Paa$S and Saas, these are generally the
responsibility of the CSP, but may incur additional
charges;
—  for laaS, they may be the responsibility of the CSP or
the PSB.

14 https://www.dataprotection.ie/sites/default/files/uploads/2019-10/Guidance%20for%20Engaging%20Cloud%20Service%20Providers Oct19.pdf — DPC Guidance for Organisations Engaging Cloud

Service Providers
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CCT.3
Security

Checklist Item

PSB Considerations

The PSB Services Contract should clearly set out the roles

and responsibilities of the parties in relation to data backup
and recovery.

May 2025

Reasons for PSB Considerations

PSBs should ensure that the roles and responsibilities of the

CSP and the PSB in relation to backup and recovery are
clearly defined.

Where applicable, PSBs must ensure that any service level
agreement offered by a CSP in relation to its cloud service
meets the PSBs requirements and clearly defines any
metrics relating to data backup and recovery (for example,
target RPO and RTO metrics).

Where the CSP is responsible, then the PSB should ensure
that an acceptable SLA is included in the CSP Tender
Response and that there are clear and comprehensive RPO
and RTO metrics in that service level agreement.

PSBs should use market research to understand the range of
BCM/DR policies and practices before constructing the PSB
Services Contract and any related service level agreements.

NOTE: PSBs need to be aware of any potential additional
costs that may be associated with the backup/recovery and
disaster recovery services or any client-specific KPIs relating
to them.

In addition, PSBs should ensure that the CSP’s business
continuity management and disaster recovery (BCM/DR)
policies and practices meet the PSB’s requirements.

c. CSP Responsibility
for Security

PSBs should understand and define clearly in the PSB
Services Contract where the responsibility for security lies.
PSBs should note their obligations under Article 28 of the
GDPR as to what is required when engaging with a Data
Processor.

Some standard cloud contract terms and conditions place
the responsibility for data protection and security with the
PSB, particularly for 1aaS contracts. PaaS and SaaS contracts
may provide security, backup and recovery as part of the
cloud service, although this may incur an additional charge.
PSBs should familiarise themselves with the shared
responsibilities that apply in the context of cloud services.
The responsibilities will differ depending on the type of
cloud service being provided. Clarity must be provided in a
contract in relation to the responsibilities of both the PSB
and the CSP.
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CCT.3
Security

Checklist Item

PSB Considerations

May 2025

 Checklistitem ~ PSBConsiderations ~ Reasonsfor PSB Consideratons

A DPIA ¥ should be undertaken by the PSB prior to

publication of tender documents and CSP capabilities should
be considered in this context.

CSPs have clearly defined responsibility for access and

physical security (data centre premises etc.). Depending on
the type of service being provided (laaS, PaaS or SaaS),
responsibility for all other security requirements must be
clearly set out (for example, Security Incident and Event
Management and protection against malware).

The PSB Services Contract should specify the CSP’s
responsibility in relation to such topics as:
—compliance with security standards (for example,
I1SO 27001, 1ISO27017 or equivalent);
—logical and physical security;
—DDOS attacks;
—penetration testing.

The CSP must have processes in place to ensure compliance
with the PSB'’s security requirements, relevant legislation and
their contractual obligations, including compliance with
GDPR. Appropriate technical and organisational processes
and procedures should be in place to secure the PSB data that
is being processed and call out the standards and
certifications they have received and are operating under (for
example, 1SO27001 for Information Security Management).
Refer to the OGCIO Guidance note for further information
relating to certification.

The PSB Services Contract should specify the

CSP’s security compliance obligations. These should be
defined by or agreed with the PSB’s internal information
security personnel and form part of the contract. CSPs may
employ Sub-contractors across their partner ecosystems.
The PSB Services Contract must specify that the CSP will
agree to enforce the same security obligations on the Sub-
contractors as the CSP agrees with the PSB.

The PSB Services Contract should comprehensively address
all relevant security obligations to be covered by the CSP.

To best ensure the security of its Data, the Data Security
obligations that the PSB requires should apply to all relevant
partners in the CSP ecosystem.

NOTE: If the PSB is regulated as an “Operator of Essential
Services” under the Network and Information Systems
Directive?®, it must ensure that the security provisions in the
PSB Services Contract allow it to meet its obligations under
the Directive.

15 https://www.dataprotection.ie/en/dpc-guidance/quide-data-protection-impact-assessments - DPC Guide to Data Protection Impact Assessments

16 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A320221. 2555&qid=1672936669523 - Network and Information Systems Directive 2 (NIS 2)
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CCT.3
Security

Checklist Item PSB Considerations
d. Data Integrity 1 | The PSB Services Contract should specify the CSP’s
obligations in relation to ensuring the integrity of PSB data
and should reflect the context in which data is stored, for
example:
- data residing on the PSB’s dedicated infrastructure
within the CSP’s environment;
- data residing on shared infrastructure (PSB’s
dedicated virtual machines or shared virtual machines);
- data residing in shared data stores (databases).

May 2025

Reasons for PSB Considerations

When selecting a cloud services solution, careful
consideration must be given to the assessment of data
separation (ensuring that another consumer of the CSP’s
cloud service cannot interrupt or compromise the service or
data of another). This is also a key consideration when
deciding on whether to opt for a multi-tenancy
implementation (where customers may share infrastructure
or, in the case of a SaaS solution, share the application code
base) or to use dedicated resources. In some instances, the
PSB may not have a choice; for example, a SaaS solution
provider may only provide a single instance, multi-tenant
option in order to streamline their solution delivery, software
updates and version management processes. Whichever
option is selected, the PSB must have confidence in the CSP’s
ability to ensure the integrity of the PSB’s data.
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CCT.4
Contract Term or Duration

Checklist Item

a. Contract Term

PSB Considerations

As CSP Agreements are term-limited, the contract termis a

key consideration. The PSB should ensure that the PSB
Services Contract does not allow for any “auto-renew”
provision.

May 2025

Reasons for PSB Considerations

PSBs need to ensure that the contract term is carefully

considered and clearly set out in the contract and/or Order
Form. PSBs need to be aware of “auto renew” provisions
(which may only appear in the Order Form, for example)
which would result in the contract being renewed at the end
of the initial term unless a termination notice is received by
the CSP in accordance with the contract termination notice
provisions (which can, for example, be up to six months before
the end of the initial term).

Agreeing to any auto-renewal of a contract may constitute a
breach of a PSB’s procurement obligations.

The contract term, including any option to extend the
contract, for any short term pilot should be explicitly called
out in the PSB Services Contract, with adequate notice
periods allowing for consideration by the PSB of all relevant
contract extension or contract exit factors.

PSBs should exercise care when undertaking short-term pilot
projects as any “auto-start” language may result in the
contract extending into a longer term commitment once the
trial period has ended (unless it is explicitly cancelled).

PSBs should ensure that, following the initial term, pricing
does not automatically revert to CSP “list price” and should
include provisions in their PSB Services Contract for price
increases to be limited to a specified value or appropriate
indexation.

Where the PSB wishes to extend the initial contract term
(either explicitly or via an auto-renewal), by availing of any
extension(s) permitted under the terms of the contract, the
PSB Services Contract should state that any renewal will be
based on the terms and conditions and pricing applicable
during the initial term, subject to an appropriate indexation or
uplift.

Page 28 of 90




OGP Cloud Services Procurement Guidance Note

CCT.5
Contract Termination and Exit Management

Checklist Item
a. Termination Notice
Period

PSB Considerations

When considering the duration of the termination period,
PSBs should consider fully the impact and consequences of
termination, both at the end of the contract term and, in
the event of early termination, before the termination date.

May 2025

Reasons for PSB Considerations

This is a key consideration. The termination notice period
will determine how much time will be available to the PSB
to effect a migration from the CSP, either back in-house or
to a replacement CSP.

Conduct a risk assessment as part of the business
impact analysis.

A business impact analysis to address all risks relating to
contract termination should be undertaken so that any risks
may be foreseen and managed effectively if/when they
arise.

Carefully consider the actions which will be required to
migrate the service in the event of termination. These are
often addressed as part of business continuity planning and
related exit management processes.

Exit management, data transfer/migration and CSP
commitment to support the exit process are key factors in
mitigating any risk resulting from the contract exit. Any
prospect of termination should be considered carefully in
terms of the complexity of the migration, the potential
impact of a failed transition and reliance on the incumbent
CSP for migration and termination support and related
activities.

The PSB should consider the time taken to procure a
replacement CSP, if required, and should specify, where
relevant, a longer termination notice period above that
which may be set out in the standard CSP Agreement. For
example, a longer termination period may be required
where a complex migration off the cloud service is
expected.

The PSB will need to ensure that the termination notice
allows sufficient time to transition off the service; ideally,
the termination notice period should be up to one year to
allow for a successful transition of services from the CSP. A
minimum of 180 days should be specified, but each PSB will
need to make its own determination in this regard.

The PSB should endeavour to have a provision in the PSB
Services Contract to rescind notice of termination by the

It may be necessary to rescind notice of termination. Some
CSPs will allow for notice of termination to be rescinded if
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CCT.5
Contract Termination and Exit Management

Checklist Item

PSB Considerations

PSB, if necessary, provided that it is issued within a defined

period before the termination date.

May 2025

Reasons for PSB Considerations

received within a defined period before the contract

termination date.

PSBs should consider all potential termination contexts
when planning for termination and exit management and
seek legal advice in relation to termination provisions.

The PSB needs to be clear on all circumstances in which the
contract may be terminated (natural end of term,
termination for breach by either party, termination for
convenience and termination resulting from the occurrence
of specific events).

b. Termination Costs

The PSB Services Contract should specify what services
associated with termination and exit are provided free-of-
charge by the CSP and what services will be chargeable.
Where additional professional services may be required of
the CSP for data downloads, assistance with data migration
and any other related services, the costs and the charging
mechanism for additional data downloads and professional
services should be clearly defined in the PSB Services
Contract.

The rationale and basis for any costs associated with
termination must be agreed up-front. For example, PSB data
must be returned free of charge and in a format that will be
usable by the PSB or an incoming CSP. Any in-life data
downloads that may be required for the purpose of
migration contingency tests should be defined in terms of
the number of downloads and the costs of any downloads
over and above a minimum number. It is not unusual for
free-of-charge downloads to be limited to one download for
test purposes to ensure that the data is correct and a second
download for live migration.

c. Bandwidth
Restrictions

The PSB Services Contract should specify any minimum
bandwidth requirements

To prevent bandwidth “throttling”, any minimum bandwidth
requirements should be specified for data downloads.

d. Data Format and
Deletion of Data

The PSB Services Contract should specify the data format
for data downloads (for example, CSV, XML, Excel).

The PSB should ensure that the data format for the
migrated data is called out in the PSB Services Contract to
avoid potential issues at time of termination and to enable
the PSB/incoming CSP to ensure the appropriate data
formats and related migration tools are available prior to
the data migration.

Depending on the nature of the Cloud Service, PSBs should
specify a) the conditions under which their data is deleted

Where applicable, all PSB data must be deleted by the CSP
from the CSP environment after confirmation by the PSB
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CCT.5
Contract Termination and Exit Management

Checklist Item PSB Considerations Reasons for PSB Considerations
from the CSP environment and b) the method of verifying that it approves the deletion. A certificate of deletion stating
that the deletion of data has been successfully completed that the PSB data has been permanently removed and
following termination of the service. rendered irrecoverable must be provided by the CSP.
e. Transition 1 The PSB Services Contract should specify that PSB access to | The PSB Services Contract should specify that access to the
Assistance Services the CSP’s data download tool will be available, free, for CSP’s data download tool will be provided, free of charge, to
data downloads as required. enable “self-service” data download.
2 The PSB Services Contract should: The PSB Services Contract should state that the CSP will not
- state that the CSP will not unreasonably withhold unreasonably withhold professional services that may be
paid-for professional services that may be required to required to perform the data downloads and support the
undertake the data downloads and support the data data migration activity. The professional services day rates for
migration activity; this service should be defined in a rate card and the overall
—  contain a professional services rate card fee for the services should ideally be fixed or capped.

addendum that sets out the daily/hourly rates by
resource type;

—  specify the method of calculating and paying for
the professional services that may be required.

- State that the professional services personnel are
appropriately skilled, knowledgeable, and experienced
to handle the obligations in relation to transition
services.

- Consider the appointment of an ‘Exit Manager’ on
the PSB and CSP side.

f. Termination by CSP | 1 | The PSB Services Contract should clearly define the The general circumstances in which a CSP will have the right
and Deletion of Data respective termination rights of the parties. to terminate the contract would be as a result of an
unremedied breach by the PSB, breach of confidentiality etc.
Any termination rights by the CSP beyond these should be
carefully assessed and understood. Termination for
convenience should be at the PSB’s discretion.

2 The PSB Services Contract should address termination for Any termination by the CSP should allow a sufficient amount
convenience which, ideally, should be at the PSBs of time for the PSB to migrate data and transition off the
discretion. The termination notice period should, ideally terminating service (see a above). In addition, any
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CCT.5
Contract Termination and Exit Management

Checklist Item

PSB Considerations

be of sufficient duration (typically not less than six
months) to allow the PSB to plan and undertake the
contract exit with minimal risk of disruption to services.
The PSB should ensure that its exit management plans and
processes reflect the impact of normal termination at the
end of the contract term as well as early termination
(whether due to either termination for convenience or
termination for cause).

May 2025

Reasons for PSB Considerations

termination by the CSP should provide clarity with regard to

the PSB’s obligations to pay any sums that would otherwise
be due for subsequent periods if the contract were not
terminated. There should also be clarity with regard to
refunds that may be due to the PSB for any cloud services
that have been prepaid and would have been scheduled for
delivery after the termination date.

The PSB should specify the termination notice period in the
tender documentation (see a. above).

The period of termination will be decided by the PSB when
drafting the tender documents (see a. above).

The PSB Services Contract should clearly state that data
may not be deleted by the CSP until it has been
downloaded by the PSB.

It is critical that PSB data must not be deleted by the CSP
until it has been returned to, validated and verified by the
PSB. As noted under item e. (Transition Assistance Services)
above, great care must be taken to ensure that the PSB data
is downloaded in a format which will enable it to be
migrated to another CSP.

The CSP should be obliged to certify that the data has been
deleted from primary and backup data locations.

Certification of data deletion must be provided by the CSP. It
should be noted that market analysts indicate that a global
standard of certification of data deletion is not available and
certification is generally a written statement signed by the
CSP.

The PSB Services Contract should specify any applicable
standards or, in the absence of standards certification,
equivalent assurances that the CSP’s internal controls
conform to good industry practice.

Ideally, the PSB Services Contract will include provisions for
adherence to standards such as SSAE 187 or SOC*® which will
provide some assurances regarding the CSP’s internal
controls.

17 AICPA Statement on Standards for Attestation Engagements No. 18 | Resources | AICPA & CIMA AICPA site to download details of SSAE 18

18 hitps://www.schellman.com/blog/soc-examinations/what-are-soc-

reports#:~:text=Formerly%20known%20as%20Service%200rganization,business%20processes%20and%20their%20controls. Explanation of SOC Reports
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CCT.6
Suspension of Services by the CSP

Checklist Item PSB Considerations Reasons for PSB Considerations

a. Risk of Suspension | 1 The PSB should satisfy itself that the circumstances in PSBs should be aware that CSP Agreements may contain

of Service which the CSP may suspend services are limited as far as provisions that allow them to suspend services (for example,
possible. non-payment of fees or degradation of service for other

customers resulting from the PSB’s use of the services).

2 | The PSB Services Contract should have well defined and Because the CSP holds significant power as a result of being
clear resolution processes for any disputes that may arise. the controller of the PSB’s use of its services, the conditions
under which CSPs may suspend services should be limited.
Services should not be suspended or delayed in the event of a
Dispute.
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CCT.7
Pricing Models

Checklist Item ~ PSB Considerations Reasons for PSB Considerations

a. Pricing 1 | The PSB procurement documents should include all pricing | The PSB procurement documents should contain full

Transparency / elements and the basis for calculating charges for the cloud transparency on the pricing model, consumption units (for

Complexity services and any other related services during the contract | example, virtual machine compute pricing, storage price per
term. GB/TB by storage tier, offline storage pricing per GB/TB,

number of users, number of transactions, professional
services resource pricing by resource type). Normally, this
will be set out in a pricing addendum to the contract. The
CSP’s Order Form will likely contain the pricing breakdown
for the contract based on the scope of requirements defined
through the tender process.

2 | Where feasible, the PSB should consider immediate service | Pricing models offered by CSPs will vary depending on the
requirements as well the service volumes and associated type of cloud service and CSP providing the service. For
pricing that are likely to apply over the contract term. example, Public 1aaS Solutions are purchased on a
consumption basis (typically on an hourly rate basis). The
customer is charged for the services it consumes on a
recurring basis (e.g. on a monthly basis). The customer may
also consume the solution on a pre-paid basis with the option
to top up as required.

3 | The PSB should be adequately informed in relation to CSP Upfront capacity planning by the PSB is a necessity, not only

pricing regimes and any related factors that require to be to address the initial scope and usage requirements but
considered in order to complete a comprehensive TCO should also contain a profile of planned usage by service
analysis. component over the contract term.

4 | If necessary, independent expert advice should be sought Because of the complexity of pricing for cloud services, it is
to assist in understanding complex CSP pricing models. essential that the PSB conducts research on the service

consumption and pricing models that apply in the cloud
services market that is the subject of the tender. To achieve
this clarity, PSBs should consider using the services of
independent cloud experts and solution architects (including
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CCT.7
Pricing Models

Checklist Item PSB Considerations Reasons for PSB Considerations

cloud broker services) to identify the pricing model and likely
cost elements based on the PSB’s requirements.

The PSB should have sufficient transparency on how pricing

is calculated by the CSP over the lifetime of the PSB Services
Contract (lifecycle costing) to enable alignment with a TCO
assessment. CSPs may propose different pricing models
which can be difficult to evaluate fairly on a like-for-like

basis.

The PSB should understand that many SaaS licensing models
may provide multiple pricing options and will likely migrate to
alternative metrics over time (for example, Robotic Process
Automation pricing which may be based on process inputs,
process outputs or business outcomes).

5 | The PSB should consider renewal pricing factors to provide Cloud service pricing must be aligned to the contract term
certainty in relation to likely costs in the event that the PSB and, on renewal, if applicable, at the end of the contract
wishes to renew the contract after the initial term. PSBs | term, any subscription price uplift should be limited (for
should consider limiting any price increase after the initial example, “then-current CPI rate in Ireland or 3%, whichever
contract term to an applicable indexation rate or a set is the lower”).

percentage/value. Ideally the increase should be limited to
the lower of the two.

6 | When preparing its tender documentation, the PSB should As noted above, CSPs may propose different pricing models
ensure that their pricing response template caters for a which can be difficult to evaluate fairly on a like-for-like basis.
variety of pricing models. Ideally a single weighted price
should be evaluated based on a combination of all pricing
elements proposed by the CSP.

Critical to the success of this approach is a clear
specification of requirements, including the volumes and
types of users, data, transactions and interfaces. See
“Cloud TCO” below.
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CCT.7
Pricing Models

Checklist Item
b. Cost Metrics

PSB Considerations

The PSB should ensure that the PSB Services Contract
addresses the pricing regimes for the immediate services
and, where feasible, any further services (e.g. professional
services) that may be required during the contract term,
ideally through a services rate card.

The tender documentation should specify all elements of
the support services costs, which should be aligned with
support service levels set out in the

SLA to be incorporated into the PSB Services Contract.

Overall, PSBs should ensure certainty in their PSB Services
Contract with the CSP regarding the factors which may
impact cost over the term of the contract.

May 2025

Reasons for PSB Considerations
There are many cost elements and metrics involved in cloud
service contracts that should be considered upfront. These
include, but are not limited to:
— deployment and configuration costs;
— ongoing management of Saa$, in particular in
relation to usage of data and other price-sensitive
components of the service (such as CPU usage, storage
etc.);
— support costs (for example, to achieve the required
service levels, a premium support offering may be
required which will be provided at a premium to the
standard support charges);
— APIs (which may, for example, be charged on a per
transaction basis, as opposed to per API);
— custom objects (which can include cost of
development, test and integration, as well as the cost of
custom maintenance over time);
— “sandboxes” (for example, test environments and
the cost of resources such as software licences, storage
and compute capacity and capabilities to be deployed
within those environments);
— online and offline storage costs;
— resource consumption limits and incremental costs
associated with exceeding them;
— costs associated with resolution of integration issues
and problems;
— data migration costs to extract and transform data
before it can be used in a cloud service environment or
application.

c. Time-based Pricing
Benefits

Many CSPs provide their services using a “pay as you go/pay
per use” model which may be appropriate in certain
circumstances to meet particular project requirements.

A key metric for CSPs is lifetime customer value. The
guantum of services and duration for which the services are
consumed are key positive influencers on this metric. CSPs
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CCT.7
Pricing Models

Checklist Item

PSB Considerations

Depending on the circumstances, PSBs should also consider

the benefits of pricing discounts associated with fixed,
longer-term contract commitments against the potential
restrictions relating to CSP commercial lock-in resulting
from a longer term.

will generally offer attractive pricing for the services in return

May 2025

Reasons for PSB Considerations

for a longer-term contract.

The PSB should consider any CSP pricing offerings against
its business case and budget (for example, considerations
in relation to CAPEX and OPEX spend and lifetime TCO).

PSBs should consider beneficial pricing offerings against the
prospect of CSP commercial lock-in and inability to move
(without incurring significant cost) to alternative CSPs during
or at the end of the contract term. PSBs should also consider
the duration of the contract in the context of Public
Procurement Regulations and guidelines to ensure the
contract duration does not restrict competition in the market.

d. Penalties and Pricing
Realignment with
Usage

PSBs should ensure that they fully understand the
commercial usage regimes (and related penalties for non-
compliance) that apply to the cloud services they are
procuring.

PSBs need to be aware of any additional service usage or
Saa$S compliance costs and ensure, for example, that their
operational processes protect against SaaS compliance
penalties. This may be regulated to some extent by the
involvement of the CSP in limiting usage, rather than the CSP
allowing unlimited usage and charging for it after the fact.

The PSB Services Contract should adequately address the
PSB’s immediate requirements and provide clarity around
the effect of any increases or decreases in the cloud
services over time and how these will be handled
commercially.

The PSB Services Contract should deal with temporary
variations in demand.

PSBs should only pay for the services they are contracted for.
However, where usage exceeds the contracted values, a
“true-up/true-down” mechanism may be used to deal with
variances against the contracted values. PSBs should
consider the following:
— it is often the case that the CSP may allow the PSB to scale
subscriptions up dynamically and as required
(often as a “true-up”, subject to additional fees) but
may only scale down at the end of a contract year (“true

down”);
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Pricing Models

Checklist Item

PSB Considerations

May 2025

Reasons for PSB Considerations

— PSBs should ensure that burst activity (e.g. peaks at year
end) will return to normal levels after bursts are
catered for.

PSBs should ensure that, ideally, any increases in services
consumption should be specifically agreed in advance so
that inadvertent incurring of additional, unbudgeted costs
are avoided

Cloud services are sometimes delivered as “self-
management” capabilities (for example, Backend as a Service
- ‘BaaS’) where the CSP provides fully managed services to
run and deploy applications. These need to be considered
carefully in terms of incurring inadvertent additional costs
from over-utilisation of unlimited services.

e. Cloud TCO

Total cost of ownership assesses the lifetime costs of
procuring a cloud services solution.

All relevant cost components and factors (opex and capex)
that may apply across the term of the contract should be
considered when assessing the total cost of cloud services.

Cloud total cost of ownership (TCO) should be considered
from a number of perspectives, including:
— initial implementation costs, including data
migration;
— ongoing subscription /consumption costs;
— additional backup / storage / encryption costs;
— management costs;
— termination costs (this may be particularly significant
in the event of early termination) and exit costs.
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In-Life Service and Relationship Management

Checklist Item

a. Management of
Supplier Performance
and Service Levels

PSB Considerations

The PSB should ensure that it has adequate resources and an

appropriate governance structure in place to manage and
monitor the performance of the CSP against:

e The terms of the contract; and
e The Service Level Agreement and any related
service credits

See CCT.4.a.3 for further detail

May 2025

Reasons for PSB Considerations

All contracts require supplier and service management to be

implemented for the term. However, as the infrastructure
and, potentially the platform is also under the control of the
CSP, management of the CSP performance is of greater
importance than if these elements were on-premises.

In addition, when software applications are installed in-
house, there is often some element of control on the part of
the PSB. This is generally not the case with SaaS.

b. Managing Costs

The PSB should ensure that it carefully manages the CSP
costs against the contract terms and contracted value.
Fixed costs should only vary as and when permitted under
the terms of the contract.

Variable costs should be reported on an agreed frequency
by the CSP and the PSB should ensure that variable costs

are verified before being paid.

See CCT.10.d.2 for further detail

As with all contracts, the management of costs and payments
in a CSP contract is an essential part of good financial
practice.

Variable costs which may arise due to increased resource
consumption, additional users etc. should be controlled
where possible and always verified before payment.

c. Version Control —
Managing Upgrades
and Updates

The PSB should ensure that it is aware of all planned
updates and upgrades to the infrastructure, platform
and/or software as applicable. The PSB is responsible for
testing its solutions to ensure that there is no loss of
functionality or drop in performance following any such
change by the CSP.

Where new functionality is introduced, the PSB should
ensure that this functionality performs in accordance with

the specifications.

See CCT.9.e for further detail

CSP will schedule upgrades and updates where possible (i.e.
other than in the case of an emergency).

In general, updates and upgrades will be fully “backwards
compatible” and should not cause issues with existing
functionality or performance. However, the PSB should
always ensure that this is the case.

All new functionality should be fully tested to ensure that it
meets the specification.
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In-Life Service and Relationship Management

Checklist Item

PSB Considerations

The PSB should familiarise itself as early as possible with
the CSP roadmap for its infrastructure, platform and/or
software as appropriate.

This will enable the PSB to plan for such changes in advance
(e.g. where an upgrade of PSB end-user equipment may be
required to use newer versions of the cloud services).

May 2025

Reasons for PSB Considerations

The CSP cloud service roadmap may have a “knock-on”
impact on PSB owned and operated infrastructure, networks
and equipment.

d. Managing Auto-
Renew Provisions

The PSB should ensure that it is familiar with the
termination and renewal provisions contained in their
contract with the CSP.

Where a contract will expire unless proactively renewed,
PSBs should ensure that they are aware of any minimum or
maximum notice periods for such a renewal and renew in
good time.

Where “auto renew” provisions apply, PSBs should ensure
that they are prepared in advance to work within the
parameters of any notice periods if they wish to change,
cancel or terminate some or all of the cloud services.

See CCT.4.a.3 for further detail

Failure to renew a contract with a CSP in a timely manner
may result in additional costs being incurred.

Similarly, where “auto renew” provisions apply, failure to
agree any changes in advance of the relevant notice period
may result in a contractual commitment to pay for services
no longer required or no longer suitable.

e. General
Considerations

The PSB should ensure that it is familiar with all aspects of
the contract, the services, the PSB budget and business
requirements.

The PSB remains responsible for all of its data at all times
and should ensure that the CSP is adhering to its obligations
in this regard.

Active management of the contract and the CSP’s
performance is critical to the success of any cloud service.
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Checklist Item PSB Considerations Reasons for PSB Considerations
The PSB should manage the relationship with the CSP
carefully to ensure that the services are delivered as
expected, at the agreed level of quality and on time.

All issues should be raised immediately with the CSP and
CSP performance measured against agreed service levels.
The PSB should note that significant resources may be
required to manage contracts and relationships with CSPs
and these resources frequently reside outside of the
traditional ICT domain.
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Other Contractual Considerations

Checklist Item ~ PSB Considerations Reasons for PSB Considerations

a. Non-Diminishing 1 | The PSB Services Contract should explicitly contain all PSBs should consider any elements of the CSP Agreement

Services terms and conditions; this would entail not relying on URL- that may be linked to URLs. All terms and conditions should
linked terms and conditions which may be subject to be called out (downloaded from the URL, if required) and set
unilateral change over time. Where CSP terms and out explicitly in the signed contract. PSBs should not accept
conditions are located at a URL, PSBs should take care to any changes on the basis of URL-linked content changing and
download the content of the URL and include it in the should consider including a provision disapplying the inclusion
contract. of any additional terms that may be included in the CSP

document by way of hyperlink or URL etc. to provide
contractual certainty. This provides protection against the
possibility of service functionalities being re-bundled,
unacceptable changes to service levels or other terms and
conditions which may pose potential risk for PSBs.

2 | The PSB Services Contract should stipulate that “click- Click-through agreements should not be acceptable unless
through” agreements must not apply and should be the main PSB Services Contract takes precedence over any
disabled. However, if click-through agreements are potential conflicting terms.

unavoidable, the PSB should ensure that its PSB Services
Contract takes precedence over potentially conflicting click-
through terms and conditions.

b. Force Majeure 1 | The PSB Services Contract should specifically state which PSBs should ensure that force majeure is adequately defined.
events will result in force majeure and stipulate that a force | For cloud services, force majeure provisions should specify
majeure event does not exist unless, for example, both the that a force majeure event does not exist unless both the
primary and secondary systems have failed. primary and secondary systems have failed. A clear and
concise definition of force majeure will ensure that it is not
used as a “catch all” reason for excused performance.

2 | PSBs should seek legal advice as to what types of incidents The inclusion of disaster recovery services as part of a cloud

could give rise to a force majeure event within the context service offering may limit the scope of events that would
of the service being procured. otherwise allow a CSP to rely on a force majeure clause.
c. BYOL (Bring Your 1 | PSBsshould have an awareness of the quantity and type of Many CSPs allow for third party licence migration from on-
Own Licence) pre-existing licences which may be required to migrate to premises to the cloud. PSBs need to be aware of the
the cloud. entitlements and limitations in relation to this, including:
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Checklist Item ~ PSBConsiderations @~ Reasons for PSB Considerations
— where licences can be moved;
PSBs should ensure that the on-premises to cloud — for legacy systems, any permitted transfer of pre-
conversion mechanisms are clear and how on-premises existing licences in the cloud where migration to PaaS or
legacy licence support regimes will be replaced, for laa$ is contemplated;
example, by licence subscriptions in the cloud. — any restrictions or additional pricing which may apply
where on-premises software licences are being moved
PSBs should seek expert advice (including from their legacy into a cloud environment;
software providers), if necessary, to ensure clarity on these — how to calculate the conversion ratios (for example,
complex topics. on-premises licensing models to cloud variants);

— dosingle usage (on-premises or cloud, but not both)
or dual usage (both on-premises and cloud) rights apply;
— any time limitation on the migration of licences from
on-premises environments to the cloud;

— the existence of any software asset management
(SAM) tools to monitor usage in order to ensure
compliance with the licensing rules and metrics.

d. Service Levels and 1 | PSBsshould ensure that the services are adequately Service credits are often the main remedies set out by CSPs
Service Credits described and the SLA and key performance metrics are for poor or inadequate performance. This requires careful
well defined. consideration when service level agreements (SLAs) are being

Note that the PSB may wish to set out high level SLA award defined by PSBs. These considerations should include a. to j.
requirements and seek CSP responses regarding same to be below:

qualitatively assessed. PSB may choose to finalise the SLA in
the first two or three months after contract award.

The SLA should include key operational and performance
criteria against which the CSP’s performance will be
measured, including a. to j. below:

a. responsibility for tracking performance metrics a. ensure all elements of the services and the SLA are
should be clearly set out in the PSB Services included in the PSB Services Contract and that
Contract; responsibility for tracking performance is assigned;
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b. service availability parameters should be clearly b. service availability times should be clear (for
set out in the PSB Services Contract example, services must be available on Irish working

days, even if these are bank/public holidays in the
host country);

c. planned and unplanned downtime should be c. “planned downtime” (as well as planned and
clearly defined and, where relevant, any unplanned maintenance) needs to be clearly defined
unplanned downtime should be notified in a (including whether limited access to functionality
timely way (for example, 3 to 5 days advance may be available during planned downtime), as well
notification required for any unplanned as definitions of such terms as “micro outages”;

maintenance). Downtime should not include
scheduled or emergency maintenance;

d. ensure clarity in the Service Level Agreement d. planned downtime must not be carried forward from
regarding “carry-over” of planned downtime; period to period; that is, the planned downtime

period is set for a discrete period such as a month

and, if not used, should not carry forward to another

period;

e. PSBs should ensure that the PSB Services Contract e. the services terms and conditions should not be
stipulates that URLs are not acceptable as part of subject to change without the PSB’s agreement (thus
the terms and conditions as these can be the requirement for caution in relation to URL-linked
unilaterally changed without notice by the CSP; agreements or provisions in CSP Agreements

including service level provisions);

f.  the PSB Services Contract should stipulate the f. agree how system availability is defined (this is a key
required system “uptime”; metric and may typically be 99.95% uptime for a
“base” service level; however higher
uptime/availability measures may be
offered/achievable but may incur additional cost);
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Checklist Item PSB Considerations Reasons for PSB Considerations

the Service Level Agreement should ideally set out
the incident resolution response and target or
aspirational resolution or workaround timelines;

incidents, outages and problems must be dealt with
by the CSP within defined timescales;

the SLA should include a mechanism for
calculating service credits for full or partial service
failures and it should be clear and unambiguous.

The PSB Services Contract should address the
consequences of persistent failures and whether
these may lead to contract termination rights;

the SLA must state if service credits apply in the
event of incidents or unplanned downtime for total
service or elements of it (for example, a subset of
users). Many CSP SLAs will not include incident
resolution times as a key performance metric,
although some Tier 2 or Tier 3 CSP SLAs may allow
them (and workaround time may be counted as part
of the incident resolution time);

the PSB Services Contract should clearly define the
responsible party for software upgrades and
updates. For example, for 1aaS services, the
software may be under the control of the PSB and
no CSP responsibility would apply; however, Saas,
and to some extent, Paa$, services would result in
some or all responsibility for software updates
sitting with the CSP. The SLA should state, for
example, that security updates must be provided
within a defined number of days;

SLA provisions in relation to software updates and
upgrades need to be carefully considered; for
example, upgrades or updates may impact the
continued operation of software in Paa$S
environments whereas Saa$S software updates
generally occur seamlessly where a single code base
for multi-tenanted usage is employed by the CSP;

PSBs should ensure that the SLA in the PSB
Services Contract clearly states how many versions
of the environments, operating systems and/or
application software will be supported by the CSP.
The PSB Services Contract should clearly define
the parties’ obligations relating to version
currency.

The SLA must explicitly state how many versions of
the environments / operating systems and
application software will be supported (e.g. n, n-1, n-
2, where “n” is the most recent version).
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e. Software Upgrades

and Updates

PSB Considerations

For SaaS contracts, the PSB should understand the key
differences between software customisation and software
configuration regimes, which may be quite different to
those applying to on-premises software.

May 2025

Reasons for PSB Considerations

It should be noted that customisations are generally not
provided in SaaS environments (any “customisations” are
generally delivered through configuration tools).

For non-SaaS CSP services, the PSB should understand fully
the software implementation activities and whether CSP
resources will be required to support the implementation
and acceptance of software into the cloud services
environment, as well as the version management
procedures that will apply over time.

For Saa$, the upgrade and updates timing is dictated by the
SaaS CSP.

Paa$S and laaS upgrades are generally potentially less
impactful unless there are changes to the operating systems,
drivers or other components which may affect the
functionality of PSB software.

PSBs should ensure that, updates, upgrades and/or
enhancements to the cloud services are backwards
compatible and will not result in any reduction of
functionality and/or Service.

The PSB Services Contract should set out any UAT
procedures and the basis upon which UAT resources and
services will be provided and charged by the CSP. In
addition, the PSB Services Contract should clearly state
how often upgrades will be required, the version currency
(e.g. n, n-1, n-2 where n is the most recent version) that
will be supported by the CSP and for how long.

For non-SaaS environments, PSBs should consider the
following:
- user acceptance testing (UAT) is generally required as
a component of software implementation projects;
—  CSPresources required for UAT will likely be
chargeable;
—  PSBs should have clarity as to how many non-current
versions the client may be able to stay on (e.g. n, n-1, n-2
where n is the most recent version) for a limited period of
time.

f. Procurement of Al
Solutions

PSBs are advised to familiarise themselves with the EU Al
Act and all relevant policy when planning a procurement of
Al solution(s). PSBs may also wish to consider the Al

To reduce the risk associated with the procurement and use of
Al solutions and services.
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Standard Contractual Clauses®® which have been
developed to support the public procurement of Al
solutions and services.

19 ypdated EU Al model contractual clauses | Public Buyers Community Al Model Contractual Clauses

Page 47 of 90


https://public-buyers-community.ec.europa.eu/communities/procurement-ai/resources/updated-eu-ai-model-contractual-clauses

OGP Cloud Services Procurement Guidance Note

CCT.10
Other General Topics Related to Cloud Services Procurement

Checklist Item

a. Distinction between

Tier 1, Tier 2 CSPs,
Resellers and Systems
Integrators

PSB Considerations

PSBs should understand the “tiered” market ranking of
CSPs and the role of Resellers and Systems Integrators in
the market, as well as the context and structure of their CSP
Agreements.

May 2025

Reasons for PSB Considerations

CSP Tier 1 includes “Hyperscalers” and it should be noted
that their CSP Agreements tend to be quite broad and all
encompassing. CSP Tier 2 includes other global suppliers and
their CSP Agreements may be less comprehensive than the
Tier 1 CSPs.

PSBs should have an understanding of the typical
contracting structures that apply and how the different
parties (CSPs, Resellers and System Integrators) interact
and come together to deliver cloud services solutions.

Resellers are more open to changing agreement terms and
conditions in many cases as they “broker” the deal and may
accept risk which the PSB is passing to them without passing
the risk on to the CSP.

It should be noted that CSPs may not agree to be “jointly
and severally liable” with their resellers for remedies.

The PSB Services Contract should adequately address any
risks inherent in Reseller / Systems Integrator / Sub-
contractor arrangements. Expert and/or legal advice should
be sought for assistance in respect of any proposed or
potential subcontracting arrangements.

Systems Integrators tend to have their own terms and
conditions under which they contract (professional/
consulting services agreement, support services agreement
etc.); these are often augmented services to those provided
by the CSP (for example, the Systems Integrator may
provide in-life support services for support levels 1 or 2 and
interact with the CSP for level 3 support). Care should be
taken when implementing Reseller or Systems Integrator
arrangements that they do not conflict with or undermine
the provisions in the PSB Services Contract. In these
scenarios PSBs must consider the possibility to enforce
contractual terms and conditions against the CSP e.g. PSBs
must ensure that all the data protection elements which a
PSB considers necessary to impose on a CSP are addressed
and included in the main agreement and the data protection
agreement with the CSP.

b. IPR Provisions in
State Contracts

PSBs should have a good understanding of the role of
intellectual property rights (IPR) in cloud services and, in
particular, SaaS.

The creation of IPR is dependent on the cloud services
context. For example, some Saa$ providers provide
development/configuration tools for clients to develop their
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Checklist Item

PSB Considerations

May 2025

Reasons for PSB Considerations

own applications in the cloud. In line with the policy of
maintaining a single instance/multi-tenant design, the
majority of Saa$S providers do not allow modifications to the
code base and any modifications are implemented through
configuration tools to maintain the integrity of the
underlying code base.
2 | PSBs should consider as a matter of policy whether Where software customisations are facilitated by cloud
customisations (additional code) will be allowed or whether | services providers, the PSB needs to consider:
the only adjustment to out-of-the-box (OOTB) features and — the implications of implementing customisations;
functions will be by way of configuration, using the CSP- — who will own the IPR in the customisations;
provided configuration tools which are designed to — the effect it may have on the support regime that
maintain currency with the underlying SaaS code base. may be required to maintain the customisations;
— theissues that may arise in terms of restrictions on
availing of future updates/upgrades due to the effort
and cost of re-engineering the customisations into later
software versions/releases.
c. Reputational 1 | CSPs will generally not accept liability for reputational PSBs need to consider the State’s responsibility and
Damage damage resulting from the use of their services. Therefore, potential exposure to risk if adverse events occur in relation
there is a significant obligation on PSBs to ensure that any to Data Protection and Data Security.
potential for reputational damage is mitigated as fully as The indemnities and liabilities in the PSB Services Contract
possible. This should include: will generally reflect the remedies available in the event that
— ensuring robust and comprehensive provisions adverse events occur.
exist in the PSB Services Contract to address data
security and data protection breaches;
— inclusion of comprehensive and robust SLAs that
enable enforcement of remedies such as service
credits when breaches occur.
2 | PSBs should satisfy themselves that CSPs are appropriately CSP internal policies, processes and certifications to such
certified in relation to their Cloud services. Refer to the standards as ISO 20000 (IT Service Management), 1ISO27001
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Checklist Item

PSB Considerations
OGCIO Guidance note for further information relating to
CSP certification.

(Information Security Management), ISO 27017 (IT Cloud

May 2025

Reasons for PSB Considerations

Security), 1ISO 9001 (Quality Management Systems) and ISO
14001 (Environmental Management) can provide some
reassurance regarding CSP capabilities.

PSBs should satisfy themselves that the CSP is capable of
delivering the services in accordance with good industry
practice and in accordance with the risk mitigation
measures in the PSB Services Contract, with provision for
service credits included to incentivise adherence by the CSP
to its SLA.

The Service Levels for incident management and associated
service credits for service failures can provide a commercial
incentive for CSPs to ensure adverse events do not occur or,
if they do occur, that they are dealt with promptly in line
with the SLA.

d. PSB areas of
Specific Caution

PSBs should familiarise themselves with the shared
responsibilities that apply in the context of cloud services.
These tend to vary in accordance with the cloud services
context, graduating from the laaS context (which would
entail lesser responsibility for the CSP and more
responsibility for the PSB) to Saa$S, where the CSP is
responsible for delivering an overall solution.

For example, In the laaS model, PSBs bear responsibility for:
— their content;
— applications built on the infrastructure;
— configurations to encryption and security features,
where applicable; and
— access controls;

but CSPs remain responsible for, and must have the ability to
protect and maintain:
— theinfrastructure and platform; and
— the overall multi-tenant environment and services
provided to their customers.

PSBs should pay particular attention to the commercial
aspects of the services delivery models that CSPs employ

Controlled spending: CSPs should provide reporting,
monitoring, and forecasting tools that allow PSBs to, for
example:
- monitor usage (e.g. CPU, users,
transactions etc.) and spend at both summary and
granular levels;
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PSB Considerations
and ensure that they have full visibility of the costs of the
service and understand the drivers behind those costs.

May 2025

Reasons for PSB Considerations
- get alerts as to when usage and spend hit
custom thresholds; and
- estimate usage and spend in order to plan
future cloud budgets.
These tools should generally be specified as requirements
when procuring cloud services.

PSBs should have clarity around the cloud services lifecycle
and should develop an understanding of the CSP’s cloud
services roadmap before contracting for the services, as well
as keeping abreast of any planned changes through the
PSB/CSP governance and relationship management
processes.

CSPs can typically provide a useful timeline of up to 36
months for certain services, with support for those services
diminishing over that timeline. Where feasible, these should
be addressed in the PSB Services Contract through specific
provisions relating to express agreement for any changes to
the services.
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Appendix 2 — Sample Contract

The following pages contains a sample Cloud Services Contract which PSBs may wish to
review in the context of their own cloud services procurement.

PSBs are advised that this is a sample contract only and PSBs should seek their own legal
advice when preparing their cloud procurement documents.
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Sample Cloud Service Contract

The Office of Government Procurement ‘Sample Cloud Services Contract’ is a sample document
provided for illustrative purposes only and legal advice should be obtained prior to its adoption for
use in any procurement competition.

The document provides a suite of clauses which may be suitable for use in public procurement
competitions for cloud services, subject to any necessary amendments appropriate to the
Contracting Authority’s specific requirements and having regard to the nature of the Cloud
Services being procured, e.g. 1aaS, PaaS, SaaS etc. Any proposed Contract intended for use in the
procurement of cloud services should be issued with and form part of the procurement
documents.

A number of drafting notes have been included throughout to highlight specific consideration that
may arise. It is a matter for the Contracting Authority to consider whether other additional clauses
may be appropriate for their procurement.

[INSERT NAME OF CLIENT]

And

[INSERT CONTRACTOR'’S FULL LEGAL NAME(S)]

AGREEMENT

Relating to the provision of [INSERT DETAILS OF SERVICES] pursuant to

Request for Tenders published on the [INSERT DATE]



THIS AGREEMENT IS MADE ON THE DAY OF 20 BETWEEN:

[Insert name of Client] of [insert address] (“the Client”);
and
[Contractor’s full legal name(s)] of [address(es)] (“the Contractor”)

(each a “Party” and together “the Parties”).
A.

NOTE: Details of the procurement competition should be included in these recitals prior
to execution of the contract

By Request for Tender entitled “[Insert title of RFT]” advertised in the supplement to the
Official Journal of the European Union, OJEU Notice Number of

dated [insert date of RFT] (“the RFT”) the Contracting Authority invited
tenders from economic operators (“Tenderers”) for the provision of the services described
in Appendix 1 to the RFT. References to the RFT shall include any clarifications issued by
the Contracting Authority via the messaging facility on www.etenders.gov.ie between
[insert date] and [insert date] (the “RFT Clarifications”). The RFT (including the RFT
Clarifications) is hereby incorporated by reference into this Agreement.

B. The Contractor submitted a response to the RFT dated [insert date of Tender] (“the
Submission”). References to the Submission shall include any clarifications issued by the
Contractor in writing to the Contracting Authority between [insert date] and [insert date]
(the “Submission Clarifications”). The Submission (including the Submission Clarifications)
is hereby incorporated by reference into this Agreement.

IT IS HEREBY AGREED AS FOLLOWS:

1. This agreement (the “Agreement”) consists of the following documents, and in the case of
conflict of wording, in the following order of priority:

i The within terms and conditions and Schedules A to F attached hereto;
ii. The RFT;

iii. The Submission;


http://www.etenders.gov.ie/

NOTE: In the event it becomes necessary to allow for the incorporation
of Vendor Terms and Conditions, a provision could be inserted similar to
the sample below prior to publication — please note that advice should be
obtained in relation to the inclusion of any such clause and any
consequent effect it may have.

Such additional terms and conditions (“Contractor Terms and Conditions”) related
to the provision of the Services included by the Contractor in its Submission and
which have been appended at Schedule G, and only to the extent that they are
compatible with this Agreement and Schedules A to F attached hereto.

In particular, any such Contractor Terms and Conditions which relate to:
Term (including renewal, auto renewal or extension thereof);
Termination and Exit Management;

Liability;

Data Protection;

Suspension of Services;

Warranties and Indemnities; and

The payment of any fees not otherwise set out in Schedule C (Charges),

are hereby dis-applied, regardless of any provision to the contrary in any Contractor
Terms and Conditions. Any Contractor Terms and Conditions which are referenced
or otherwise accessed by means of hyperlink, URL etc. shall only form part of this
Agreement where they have been downloaded and appended at Schedule G, as at
the date of this Agreement. Any such documents not so included at Schedule G, or,
any subsequent changes to such documents made without the consent of the Client
save as permitted pursuant to Clause 25, shall not form part of this Agreement.

The Contractor agrees to provide the Services (defined in clause 6 below) to the Client in
accordance with this Agreement. Schedule B details the nature, quality, quantity and
functional specifications of the Services to be delivered in accordance with the RFT and the
Submission (“the Specification”).

Subject to the terms and conditions set out in Schedule A (“Terms and Conditions”), the Client
agrees to pay to the Contractor the charges as stipulated in Schedule C (“the Charges”). The
Charges are exclusive of VAT which shall be due at the rate applicable on the date of the VAT
invoice.

For the purposes of this Agreement, the Client’s Contact is [INSERT ROLE] of [CONTACT
DETAILS OF ROLE]; the Contractor’s Contact is [INSERT ROLE] of [CONTACT DETAILS OF ROLE].



NOTE: Details of the term and any possible extension periods as per the published
procurement documents should be included prior to execution.

This Agreement shall take effect on the date of this Agreement (“the Effective Date”) and shall
expire on the [insert] anniversary thereof, unless it is otherwise terminated in accordance with
the provisions of this Agreement or otherwise lawfully terminated or otherwise lawfully
extended as agreed between the Parties (“the Term”).

Delete and replace with “Not Used” if not applicable:

The Client reserves the right to extend the Term for a period or periods of up to [Insert
Number] months with a maximum of [Insert Number] such extensions permitted subject to
its obligations at law.

Unless otherwise specified herein, a defined term used in this Agreement shall have the same
meaning as assigned to it in the RFT. In this Agreement each capitalised term will have the
meaning set out below:

NOTE: The list of definitions below is intended as a sample only and the
Contracting Authority should consider same carefully to ensure they are
appropriate to the procurement and the services in question. Additional definitions
should be included as required.

“Data” means all information, means all information, regardless of form or characteristics or
the media on which it may be recorded, that is used, generated, developed, transmitted,
stored or otherwise processed as part of the provision of the Services and includes any
Personal Data, metadata, derived data and traffic data;

NOTE: Contracting Authorities should consider whether additional Data
Classification is required and whether further definitions should be included to
reflect such classification. If a Contracting Authority requires different subsets of
data to be treated differently, the necessary definitions and provisions will need to
be included and/or amended to reflect same, e.g. (a) Data supplied by the client
and stored on the Solution — ‘Client Data’ (b) Data generated by the Contractor in
relation to the Client’s use of the Solution — ‘User Data’. It may be appropriate to
seek legal and/or technical advice in this context.

“Data Centre” means the data centre(s), including where applicable any secondary or backup
data centre(s), which shall be used to provide the Services;

“Data Compromise” means any actual unauthorised access to or compromise to the security
or confidentiality or integrity of the Data, or unauthorised restriction of the Client’s ability to
access the Data;




“Data Controller” has the meaning given under the Data Protection Laws;
“Data Processor” has the meaning given under the Data Protection Laws;

“Data Protection Laws” means all applicable national and EU data protection laws, regulations
and guidelines, including but not limited to Regulation (EU) 2016/679 on the protection of
natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (the “General Data Protection Regulation”), and
any guidelines and codes of practice issued by the Data Protection Commission or other
supervisory authority for data protection in Ireland;

“Data Subject” has the meaning given under the Data Protection Laws;

“Data Subject Access Request” means a request made by a Data Subject in accordance with
rights granted under the Data Protection Laws to access his or her Personal Data;

“EEA” means European Economic Area;

“Exit Assistance Period” means the period commencing on the Exit Assistance Start Date up
until and including the date specified by the Client as being the date upon which the Exit
Management Services shall finish. The Exit Assistance Period shall not, without the
Contractor’s prior written consent, be greater than [INSERT] Months;

“Exit Assistance Start Date” means: (i) where either Party serves notice on the other Party to
terminate this Agreement, the date specified by the Client upon which the Exit Assistance
Period shall commence; or (ii) where the Term will expire, the day which is [INSERT] Months
prior to the final day of the Term, unless the Client has notified to the Contractor that an
alternative date is to be treated as such;

“Exit Management Services” means the obligations to be performed by the Contractor in
support of any transition of the Services from the Contractor to the Client and/or to a
Replacement Contractor(s);

“Good Industry Practice” means at any time, the exercise of that degree of skill, diligence,
prudence and foresight which would reasonably and ordinarily be expected at such time from
a skilled and experienced operator engaged in the same type of undertaking as the Contractor
in complying with its contractual obligations, all applicable laws and standards;

“Solution” means the provision of [insert description of the solution being procured] as more
particularly described in the RFT;

“Personal Data” has the meaning given under Data Protection Laws;
“Processing” has the meaning given under Data Protection Laws;

“Services” means the provision of the Solution and all upgrades, updates, data migration,
testing, training, implementation, hosting, support, development, integration, transition, exit
management and other services necessary for the purpose of providing, supporting and
enhancing the Solution as described in the RFT and any other products and services, including
professional services, to be provided by the Contractor to the Client (i) described in the
Submission, (ii) identified in this Agreement, or (iii) otherwise necessary to comply with this
Agreement;



“Subcontractor” means an economic operator which actively provides a part of the Solution
to the Client on behalf of the Contractor, and includes all third party sub-processors processing
the Client’s personal data on behalf of the Contractor;

7. Headings are included for ease of reference only and shall not affect the construction of this
Agreement.

8.  Unless the context requires otherwise, words in the singular may include the plural and vice
versa.

9. References to any statute, enactment, order, regulation or other legislative instrument shall
be construed as a reference to the statute, enactment, order, regulation or instrument as
amended, unless specifically indicated otherwise.

10 The Contractor acknowledges and accepts the paramount importance of compliance with the
Data Protection Laws and hereby agrees that, without prejudice to the provisions of Schedule
A: Terms and Conditions, the Services shall, at all times, be provided in a manner that adheres
to the concepts of Data Protection by design and by default (as required by Article 25 of the
General Data Protection Regulation). In any event, the Contractor agrees that this Agreement
shall never be interpreted in a way that would be in conflict with the Data Protection Laws.

SIGNED for and on behalf of the Client SIGNED for and on behalf of the Contractor

(being a duly authorised officer)

Witness Witness



Schedule A: Terms and Conditions

1. CONTRACTOR’S OBLIGATIONS

A. The Contractor shall act with due care, skill and diligence in the provision of the Services
and generally in the carrying out of its obligations under this Agreement and in the
appointment, monitoring and retention of its agents and Subcontractors. The Contractor
shall require its agents and Subcontractors to exercise due care, skill and diligence in the
provision of the Services and generally in the carrying out of obligations allocated by the
Contractor to its agents and Subcontractors under this Agreement.

B. The Contractor shall:

1. provide the Services in accordance with the Specification, the RFT, the Client’s
reasonable directions and the terms of this Agreement; including the service levels
and performance indicators set out in Schedule D;

2. comply with and implement any policies, guidelines and/or project governance
protocols issued by the Client from time to time and notified to the Contractor in
writing;

3. provide the Services in accordance with Good Industry Practice and comply with all

applicable laws including but not limited to all obligations in the field of
environmental, social and labour law that apply at the place where the Services are
provided, that have been established by EU law, national law, collective agreements
and by international, environmental, social and labour law including those listed in
Schedule 7 of the European Union (Award of Public Authority Contracts) Regulations
2016 (Statutory Instrument 284 of 2016) (the “Regulations”). The Contractor shall
be responsible for compliance with all statutory requirements of an employer and
shall be solely responsible in law for the employment, remuneration, taxes,
immigration and work permits of all personnel retained for the purposes of
complying with this Agreement.

C. The Contractor assumes full responsibility for the discharge of all obligations under this
Agreement and shall assume all the duties, responsibilities and obligations associated with
the position of contractor. The Contractor under the Submission hereby assumes liability
for its Subcontractors and shall ensure that its Subcontractors shall comply in all respects
with the relevant terms of this Agreement, including but not limited to clause 1B(3) above,
to the extent that it or they are retained by the Contractor. Subject to clause 14, the
Contractor shall notify the Client (in a manner to be agreed between the parties) as soon
as possible of any changes to the identity of its Subcontractors and shall provide the Client
with all relevant details in respect thereof.

D. Without prejudice to clause 1C, where the Client becomes aware that any of the exclusion
grounds set out in Regulation 57 of the Regulations apply to any Subcontractor, the Client
reserves the right to require the Contractor to take such steps as are necessary to ensure
compliance with the Regulations (including, but not limited to, replacement of the relevant
Subcontractors). The Contractor shall include in every sub-contract a right for the
Contractor to terminate the sub-contract where any of the exclusion grounds apply to the
Subcontractor and a requirement that the Subcontractor, in turn, includes a provision
having the same effect in any sub-contract which it awards.



E. During this Agreement the Contractor shall be an independent contractor and not the
employee of the Client. Nothing herein shall be deemed or construed to create a joint
venture, partnership, and/or fiduciary or other relationship between the Parties for any
purpose. The officers, employees or agents of the Contractor are not and shall not hold
themselves out to be (and shall not be held out by the Contractor as being) servants or
agents of the Client for any purposes whatsoever.

F. In so far as the Services include the provision of any professional services by the Contractor
to the Client, the Contractor shall comply with all applicable obligations arising pursuant to
the European Communities (Protection of Employees’ Rights on Transfer of Undertakings)
Regulations 2003 (S.l. No. 131 of 2003) and Council Directive 2001/23/EC (together the
“TUPE Regulations”) and failure to so comply shall constitute a serious breach of this
Agreement. The Contractor shall indemnify, save harmless and keep the Client indemnified
from and against any claim arising or loss or costs incurred as a result of its failure or
incapacity to fulfil its obligation under the said TUPE Regulations.

G. In the case of public procurement procedures which are subject to an IPI measure as well
as in the case of contracts awarded based on a framework agreement, where the estimated
value of those contracts is equal of above to or above the values set out in Article 4 of
Directive 2014/24 and where those framework agreements are subject to an IP| measure,
within the meaning of Regulation (EU) 2022/1031, the Contractor shall comply with the
following obligations:

Not to subcontract more than 50% of the total value of the contract to economic operators
originating in a third country which is subject to an IPl measure;

For contracts whose subject matter covers the supply of goods, to ensure for the duration
of the contract that goods or services supplied or provided in the execution of the contract
and originating in the third country which is subject to the IPI measure represent no more
than 50% of the total value of the contract, irrespective of whether such goods or services
are supplied or provided directly by the successful tenderer or by a subcontractor;

To provide, upon request, adequate evidence corresponding to point (i) or (ii) above;

To pay a proportionate charge, in the event of non-observance of the obligations referred
to at point (i) or (ii) above, of between 10% and 30% of the total value of the contract.

2. KEY PERSONNEL

In the event that the Services required by the Client include the provision of professional services, the
Contractor undertakes and acknowledges that it is responsible for ensuring that all key personnel as
specified in the Submission (“Key Personnel”), assigned by it to provide the Services shall be available
for the Term of this Agreement. The Contractor acknowledges that the Key Personnel are essential to
the proper provision of the Services to the Client. In the event that any of the Key Personnel assigned
by the Contractor to provide the Services under this Agreement becomes unable to provide the
Services for whatever reason then, the Contractor acknowledges and undertakes that it shall
immediately notify the Client in writing of the inability of any Key Personnel and replace that person
with a person of equivalent experience and expertise (“Replacement Personnel”). The Contractor shall
provide to the Client such details as the Client may reasonably require in writing regarding any



Replacement Personnel. The Client shall have absolute discretion as to the suitability of any proposed
Replacement Personnel.

3. PAYMENT

A. Subject to the provisions of this clause 3 the Client shall pay and discharge the Charges (plus
any applicable VAT), in the manner specified at Schedule C. Invoicing arrangements shall be
on such terms as may be agreed between the Parties.

B. Discharge of the Charges is subject to:

1. Compliance by the Contractor with the provisions of this Agreement, and, in
respect of any professional services required by the Client and provided by the
Contractor, including but not limited to any milestones, compliance schedules
and/or operational protocols in place pursuant to clause 10A from time to time;

2. The furnishing by the Contractor of a valid invoice and such supporting
documentation as may be required by the Client from time to time, in a manner
and form to be agreed between the parties. Any Contractor pre-printed terms
and conditions are hereby disallowed;

3. Invoices being submitted to the Client (in a manner and form as may be agreed
between the Parties). All and any queries relating to the invoice and/or the
Services for any billing period (including whether or not Services have been
accepted, rejected, satisfactorily re-performed) must be raised by the Client’s
Contact within 14 calendar days of receipt of invoice. In circumstances where no
queries are raised within the said 14 day period the invoice shall be deemed
accepted. Upon resolution of any queries on the invoice to the satisfaction of the
Client or upon such deemed acceptance the invoice shall be payable by the
Client. Incorrect invoices will be returned for correction with consequential
effects on the due date of payment. Payment is subject to any rights reserved by
the Client under any other provision of this Agreement;

4. The Client being in possession of the Contractor’s current Tax Clearance
Certificate. The Contractor shall comply with all applicable EU and domestic
taxation law and requirements; and

5. The deduction of any Service Credits to which the Client is entitled under the
Service Level Agreement in Schedule D.

C. The European Communities (Late Payment in Commercial Transactions) Regulations, 2012
shall apply to all payments.

D. Wherever under this Agreement any sum of money or credit note is recoverable from or
payable by the Contractor (including any sum which the Contractor is liable to pay to the
Client in respect of any breach of this Agreement), the Parties reserves the right to deduct
that sum from any sum then due, or which at any later time may become due to the
Contractor under the Agreement or under any other agreement or contract with the Client.
Any overpayment by either Party, whether of the Charges or of VAT or otherwise, shall be a
sum of money recoverable by the Party who made the overpayment from the Party in
receipt of the overpayment.



E. The Charges shall be deemed to be inclusive of any and all costs or expenses incurred by the
Contractor, its employees, servants and agents in the performance of its obligations under
this Agreement.

F. The Charges shall be discharged as provided for in this clause subject to the retention by the
Client in accordance with section 523 of the Taxes Consolidation Act, 1997 of any
Professional Services Withholding Tax payable, if applicable. Any and all taxes applicable to
the provision of the Services will be the sole responsibility of the Contractor and the
Contractor so acknowledges and confirms.

G. Where, upon termination of this Agreement for any reason, any credit note remains
recoverable from or payable by the Contractor to the Client, the Contractor agrees to pay
such credit note(s) as a monetary sum to the Client within 14 days.

H. The Client shall be under no obligation to purchase any minimum number or value of
Services.

NOTE: Details of any price review provision should be included here at clauses | and J
if required. Such provisions should reflect what was published in the procurement
documents and should be appropriate to the nature of the services being procured.
Cloud service providers use a range of pricing models and advice should be sought in
relation to the practical application of any price review clause. The below text is an
example only and may not be suitable for use in all cases.

Pricing submitted in respect of the Solution can only be increased for the first time [insert]
months after the Effective Date. Any price increase must be in line with market conditions
and consistent with the Contractor’s pricing increases generally.

Solution pricing may only be increased either (a) annually by no more than [insert]% or (b)
once in any [insert] year period by no more than [insert]%.

[insert] months notification of any proposed Solution price increase must be provided to the
Client.

J. DELETE AND REPLACE WITH NOT USED IF NOT APPLICABLE

Per Diem Rates may be increased or decreased only on the [insert] anniversary of the
Effective Date and on every [insert] anniversary of the Effective Date thereafter, and then
only by the percentage (if any) in the relevant indices of the [insert appropriate indexation
metric], as determined by the Central Statistics Office in the twelve-month period
immediately preceding that anniversary.

4. WARRANTIES, REPRESENTATIONS AND UNDERTAKINGS

A. The Contractor acknowledges, warrants and represents that:

1. it has the authority and right under law to enter into, and to carry out its obligations
and responsibilities under this Agreement and to provide the Services hereunder;
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2. it is entering into this Agreement with a full understanding of its terms and risks and
is capable of assuming those risks;

3. it is entering into this Agreement with a full understanding of its obligations with
regard to taxation, employment, social and environmental protection and is
capable of assuming and fulfilling those obligations;

4, it has acquainted itself with all legal requirements or such other laws,
recommendations, guidance or practices as may affect the provision of the Services
as they apply to the Contractor;

5. it has taken all and any action necessary to ensure that it has the power to execute
and enter into this Agreement;

6. the status of the Contractor, as declared in the “Declaration as to Personal
Circumstances of Tenderer” dated [insert date] , remains unchanged;

7. it owns, has obtained or is able to obtain, valid licences for all Intellectual Property
Rights (as defined in clause 6 below) that are necessary for the performance of its
obligations under this Agreement;

B. The Contractor undertakes to notify the Client forthwith of any material change to the
status of the Contractor with regard to the warranties, acknowledgements, representations
and undertakings as set out at clause 4A and to comply with all reasonable directions of the
Client with regard thereto which may include termination of this Agreement.

C. The Contractor undertakes that it retains and shall maintain for the Term insurances for the
nature and amount specified in the SRFT. The Contractor undertakes to advise the Client
forthwith of any material change to its insured status, to produce proof of current
premiums paid upon written request and where required produce valid certificates of
insurance for inspection. The Contractor shall carry out all directions of the Client with
regard to compliance with this clause; and

NOTE: These remedy provisions should be reviewed carefully and the appropriate
values should be included prior to publication. Consideration should be given to the
A. overall risk profile of the contract in this regard. In addition to legal advice, it may also
be appropriate to obtain advice from the State Claims Agency in relation to issues
concerning risk and insurance.

The Contractor shall be liable for and shall indemnify the Client for and in respect of all and
any losses, claims, demands, damages or expenses which the Client may suffer due to and
arising directly as a result of the negligence, act or omission, breach of contract, breach of
duty, insolvency, recklessness, bad faith, wilful default or fraud of the Contractor, its
employees, Subcontractors or agents or any of them or as a result of the Contractor’s failure
to exercise skill, care and diligence as outlined in clause 1. For the avoidance of doubt, the
Contractor shall not be liable to the Client in respect of any matter specified in Clause 26 as
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being within the Client’s responsibility. The terms of this clause 5A shall survive termination
of this Agreement for any reason.

Save in respect of fraud (including fraudulent misrepresentation), personal injury or death
or in respect of the Contractor’s indemnity under clause 6 of Schedule A or in respect of a
breach by the Contractor of clause 24 (Data Protection), neither Party will be liable for any
indirect losses (including loss of profit, loss of revenue, loss of goodwill, indirectly arising
damages, costs and expenses) of any kind whatsoever and howsoever arising even if such
Party has been advised of their possibility.

Except as otherwise expressly provided by this Agreement, all remedies available to either
Party for breach of this Agreement are cumulative and may be exercised concurrently or
separately, and the exercise of any one remedy shall not be deemed an election of such
remedy to the exclusion of other remedies.

NOTE: Two possible options have been included here. Version A ties the liability limit to
the insurance values set out in the Procurement Documents. Version B ties the liability
limit to a monetary amount. If using either of these provisions, the other should be
deleted prior to publication. Advice should be sought in relation to which provision may
be appropriate.

A.

Save in respect of fraud, personal injury or death or in respect of the Contractor’s indemnity
under clause 6 (Intellectual Property) or [INSERT ANY ADDITIONAL EXCLUSION] (for which
no limit applies), the limit of the Contractor’s liability to the Client under this Agreement
whatsoever and howsoever arising shall not under any circumstances exceed:

(i) the relevant insurance indemnity limits specified in the RFT; or
(ii) where no relevant insurance indemnity applies, [INSERT AMOUNT]

For the avoidance of doubt, where in the RFT, an insurance “Indemnity Limit” is stated to
apply “for any one claim or series of claims arising out of a single occurrence,” the limit on
liability created by this clause shall apply to the Contractor’s liability to the Client in respect
of each occurrence.

B.

Save in respect of fraud, personal injury or death or in respect of the Contractor’s indemnity
under clause 6 (Intellectual Property) or [INSERT ANY ADDITIONAL EXCLUSION] (for which
no limit applies), the limit of the Contractor’s aggregate liability to the Client under this
Agreement whatsoever and howsoever arising shall not under any circumstances exceed
[INSERT AMOUNT].

In so far as the Services include the provision of any professional services by the Contractor
to the Client, if the Client is reasonably of the view that the performance of the professional
services by the Contractor does not comply with the standards set out in this Agreement
(including the RFT and the Submission), a sum may be withheld from any payment
otherwise due, which shall be calculated as follows:

[Insert monetary amount]
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(“the Retention Amount”) which Retention Amount shall not at any given time exceed
[number] per cent of the Charges. In such event the Client shall identify the particular
Services with which it is dissatisfied together with the reasons for such dissatisfaction.
Payment of the Retention Amount will be made upon replacement and/or remedy of the
said professional services as identified by the Client or resolution of outstanding queries.
The Client shall hold the Retention Amount on behalf of the Contractor but without any
obligation to invest. The terms of this clause 5E shall be without prejudice to and not be in
substitution for any remedy of the Client under this Agreement.
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NOTE: Two possible options have been included here. Contracting Authorities should
choose the appropriate version for use prior to publication and delete the version not
used. Advice should be sought in relation to which provision may be appropriate.

A:

Time of delivery shall be of the essence and if the Contractor fails to deliver the Services
within the time period promised or specified in the Specification, the Client may by notice
in writing to the Contractor’s Contact release itself from any obligation to accept and pay
for the Services and / or terminate this Agreement in either case without prejudice to any
other rights and remedies of the Client.

B:

Without prejudice to any general right to damages under this Agreement where the
Contractor does not provide the Services within delivery dates or lead times in accordance
with this Agreement, the Client may, at his discretion, deduct [amount] per week/day, or
part thereof, for each week/day of late delivery as liquidated damages up to a maximum
amount of [insert amount] (the “Liquidated Damages Threshold”).

Where the Liquidated Damages Threshold is met or exceeded (being that delivery continues
not to be performed after the Liquidated Damages Threshold is met), the Client shall be
entitled to:

claim any remedy available to it (whether under this Agreement or otherwise) for loss or
damage incurred or suffered by it after the end of the Liquidated Damages Period; and

without prejudice to sub-clause (1), the Client shall be entitled to terminate the Agreement
with immediate effect by giving notice in writing to the Contractor

G. Except as otherwise expressly provided by this Agreement, all remedies available to either
Party for breach of this Agreement are cumulative and may be exercised concurrently or
separately, and the exercise of any one remedy shall not be deemed an election of such
remedy to the exclusion of other remedies.

6. INTELLECTUAL PROPERTY

A.

NOTE: The approach to IPR may vary depending on the nature of the Cloud Services
being procured, e.g. IAAS/PAAS/SAAS and, in the case of SAAS, whether significant
customisation is anticipated. Care should be taken to ensure appropriate provisions
are included which reflect the requirements of the Contracting Authority

Intellectual Property Rights (“IPR”) means all patents and patent rights, trademarks and
trademark rights, trade names and trade name rights, service marks and service mark
rights, service names and service name rights, brand names, copyrights and copyright
rights, trade dress, business and product names, logos, slogans, trade secrets, industrial
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models, utility models, design models, designs, rights in confidential information, know-
how, rights in the nature of unfair competition rights and rights to sue for passing off, and
all pending applications for and registrations of patents, trademarks, service marks, and
copyrights together with all connected and similar or analogous rights in any country or
jurisdiction for the full term thereof.

“Pre-existing IPR” means all IPR existing prior to the date of this Agreement and all IPR in
any materials acquired or developed by or for the Contractor or the Client independently
of this Agreement, and any IPR in the Contractor’s standard products or modifications or
updates to such products.

All IPR title and interest in all software, databases, configurations, code, technical
documentation, and schema and all information that is the output of any computer
processing or other manipulation of Data produced by the Client arising from or in
connection with its use of the Solution (or any part or parts thereof) shall vest in the Client
and the Contractor so acknowledges and confirms.

Nothing in this Agreement shall prohibit or be deemed to prohibit the Contractor from
providing services similar to the Services to any party other than the Parties hereto. In no
event shall the Contractor be precluded from independently developing for itself, or for
others, materials which are competitive with, or similar to, the Services and to use its
general knowledge, skills and experience, and any ideas, concepts, know-how, formats,
templates, methodologies and techniques that are acquired or used in the course of
providing the Services.

The Contractor shall ensure that all and any necessary consents and/or licences for any
infrastructure, hardware, software, instrument, modality, methodology or other
deliverable are obtained and in place before use and for the duration of the Term for the
purposes of this Agreement (to include but not be limited to ensuring that the Client shall
be vested with all necessary rights so as to enable the Client to enjoy the benefit of the
Solution).

The Contractor hereby indemnifies the Client and shall keep and hold the Client harmless
from and in respect of all and any losses (whether direct, indirect or consequential) liability,
damages, claims, costs or expenses which arise by reason of any breach of third party
Intellectual Property Rights in so far as any such rights are used for the purposes of this
Agreement.

At the request of the Client for and in respect of any such breach, the Contractor shall at its
expense and option:

0] procure the necessary rights for the Client to continue use;
(ii) replace the relevant deliverable with a non-infringing equivalent;

(iii) replace the relevant deliverable to make it non-infringing while giving equivalent
performance; or
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(iv) if the Contractor cannot obtain the remedies in (i), (ii) or (iii) above, it may direct
the return of the deliverable and refund to the Client Charges paid for such
deliverable less a reasonable amount for the Client’s use of the deliverable up to
the time of return, provided such reasonable amount is due to the owner of the
said deliverable, TOGETHER with all losses (whether direct, indirect or
consequential) thereby accruing to the Client as a result of the breach.

G. Each Party grants to the other a royalty-free non-exclusive licence to use its Pre-existing IPR
for the Term to the extent necessary to enable the Parties to fulfil their obligations under
this Agreement. Save as expressly set out in this clause 6 all Pre-Existing IPR shall remain
the sole property of the party who owned, acquired or developed such intellectual
property.

NOTE: The following provisions are sample provisions that may be suitable for use in
procurements for SAAS Solutions. They may not be appropriate in all cases and advice
should be sought in this regard.

The Contractor hereby grants to the Client and all authorised users (as identified in the RFT)
a non-exclusive, royalty free, irrevocable worldwide licence to access and use the Solution
during the Term. The Contractor shall continue to grant licences to any additional
authorised users identified by the Client and provide the Services to the Client in
accordance with the terms of this Agreement during the Term of this Agreement for as long
as the Client continues to pay the Charges in accordance with Schedule C (Charges). The
Contractor shall provide the Client and each authorised user with access to the Solution.
For the avoidance of doubt, all licences may be reallocated at the Client’s discretion among
the authorised users.

All IPR title and interest in all reports, manuals and/or other materials (other than software)
(including without limitation all and any audio or video recordings, transcripts, books,
papers, records, notes, illustrations, photographs, diagrams or any other media) produced
for the purposes of this Agreement (collectively "the Materials") (or any part or parts
thereof) shall vest in the Client and the Contractor so acknowledges and confirms. For the
avoidance of doubt the Contractor hereby assigns all Intellectual Property Rights, title and
interest in the Materials (including by way of present assignment of future copyright) to the
extent that any such Intellectual Property Rights title or interest may be deemed by law to
reside in it in the Materials to the Client absolutely

7. CONFIDENTIALITY

A. Each of the Parties to this Agreement agrees to hold confidential all information,
documentation and other material received, provided or obtained arising from their
participation in this Agreement (“Confidential Information”) and shall not disclose same to
any third party except:

1.  toits professional advisers subject to the provisions of this clause 7; or

2.  as may be required by law (including as required under clause 7C below); or
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3. as may be necessary to give effect to the terms of this Agreement subject to the
provisions of this clause 7; or

4. inthe case of the Client, by request of any person or body or authority:
which has a lawful basis to request disclosure of the confidential information;
whose request the Client considers it necessary to so comply; and

the Client makes the recipient aware of any potentially commercially sensitive
information and has put in place a confidentiality agreement, if necessary.

The obligations in this clause 7 will not apply to any Confidential Information:

1. in the receiving Party’s possession (with full right to disclose) before receiving it
from the other Party; or

2. which is or becomes public knowledge other than by breach of this clause; or

3. which is independently developed by the disclosing Party without access to or use
of the Confidential Information; or

4. which is lawfully received by the disclosing Party from a third party (with full right
to disclose).

In circumstances where the Client is subject to the provisions of the Freedom of Information
Act 2014 or the European Communities (Access to Information on the Environment)
Regulations 2007 to 2014, then in the event of the Client receiving a request for information
related to this Agreement, the Client shall consult with the Contractor in respect of the
request. The Contractor shall specifically identify any information that is not to be disclosed
on grounds of confidentiality or commercial sensitivity, and shall state the reasons for this
sensitivity. The Client will consult the Contractor about this confidential or commercially
sensitive information before making a decision on any request received under the above
legislation. The Contracting Authority accepts no liability whatsoever in respect of any
information provided which is subsequently released (irrespective of notification) or in
respect of any consequential damage suffered as a result of such obligations.

The Contractor agrees that any information relating to this Agreement and/or the
performance of this Agreement may be passed by the Client to the Office of Government
Procurement (“OGP”) and that the OGP may use this information in the analysis and
reporting of spend data including the preparation and publishing of reports, subject always
to the confidentiality provisions set out in the Framework Agreement between the OGP and
the Contractor.

The terms of this clause 7 shall survive expiry, completion or termination for whatever reason
of this Agreement.
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8. FORCE MAJEURE

A. A ‘Force Majeure Event’ means an event or circumstance or combination of events and/or
circumstances not within the reasonable control of the Affected Party (as defined in clause
8B below) which has the effect of delaying or preventing that Party from complying with its
obligations under this Agreement including but not limited to acts of God, war, out-break
of disease (excluding COVID 19 or any related variants), insurrection, riot, civil disturbance,
rebellion, acts of terrorism, government regulations, embargoes, explosions, fires, floods,
or tempests, excluding industrial action of whatever nature or cause (strikes, lockouts and
similar).

For the avoidance of doubt, a Force Majeure Event does not exempt the Contractor from
compliance with its obligations under clause 26 (Shared Responsibility, Security, Backup
and Disaster Recovery) and clause 27 (Exit Management).

B. In the event of any failure, interruption or delay in the performance of either Party’s
obligations (or of any of them) resulting from any Force Majeure Event, that Party (“the
Affected Party”) shall promptly notify the other Party specifying:

1. the nature of the Force Majeure Event;
2. the anticipated delay in the performance of obligations; and
3. where requested by the other Party, the action proposed to minimise the impact of

the Force Majeure Event;

and the Affected Party shall not be liable or have any responsibility of any kind for any loss
or damage thereby incurred or suffered by the other Party, provided always that the
Affected Party shall use all reasonable efforts to minimise the effects of the same and shall
resume the performance of its obligations as soon as reasonably possible after the removal
of the cause.

C. If the Force Majeure Event continues for [insert number] calendar days either Party may
terminate at 14 days’ notice.

D. In circumstances where the Contractor is the Affected Party, the Client shall be relieved
from any obligation to make payments under this Agreement save to the extent that
payments are properly due and payable for obligations actually fulfilled by the Contractor
in accordance with the terms and conditions of this Agreement.

9. TERMINATION

A.

NOTE: Contracting Authorities should consider carefully the appropriate time periods
for inclusion in this clause, having regard to the operational considerations that could
arise on termination and to the time required to procure a replacement service.

This Agreement may be terminated without liability for compensation or damages, by the
Client by serving [INSERT] days” written notice to the Contractor, or by the Contractor by
serving [INSERT] days written notice to the Client.
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Either Party shall have the right (in addition to its rights under clause 9A and any other rights
which it has at law) to terminate this Agreement immediately and without liability for
compensation or damages on the happening of any of the following:

1. if the other Party commits any material breach or a series of breaches of any
provision of this Agreement (including the Service Level Agreement) and fails to
remedy such breach(es) (if the breach(es) are capable of remedy) within 30 days
after receipt of a request in writing from the other Party;

2. if the other Party becomes insolvent, becomes bankrupt, enters into examinership,
is wound up, commences winding up, has a receiving order made against it, makes
any arrangement with its creditors generally or takes or suffers any similar action as
a result of debt, or an event having an equivalent effect;

3. in circumstances where the Client becomes aware of any conflict of interest on the
part of the Contractor which cannot, in the opinion of the Client, be removed by
other means; and

4, in circumstances where the Client becomes aware of any registrable interest on the
part of the Contractor.

The Client shall have the right, in addition to any other rights which it has at law, to
terminate this Agreement immediately and without liability for compensation or damages
in circumstances where the Client becomes aware:

that any of the exclusion grounds set out in Regulation 57 of the Regulations apply to the
Contractor;

that the Contractor (on its own or resulting from its Subcontractors, suppliers or entities on
which it relies) comes within the category of prohibited economic operators identified in
Regulation (EU) No 833/2014 of 31 July 2014 (as amended by EU Regulation 2022/576 or
any subsequent amendments to same).

that the contract has been subject to a substantial modification which would have required
a new procurement procedure in accordance with Regulation 72 of the Regulations;

That the contract should not have been awarded to the Contractor in view of a serious
infringement of the obligations under the Treaties governing the European Union or the
Regulations that has been declared by the Court of Justice of the European Union in a
procedure under Article 258 of the Treaty on the Functioning of the European Union (TFEU).

Termination of this Agreement shall not affect any antecedent and accrued rights,
obligations or liabilities of either Party, nor shall it affect any provision of this Agreement
which is expressly or by implication intended to come into or continue in force on or after
such termination.

If requested by the Client in relation to any professional services provided by the Contractor
as part of the Services, the Contractor shall promptly furnish such anonymised information
relating to the terms and conditions of the employment of all persons providing the
professional services as may be required by the Client (“Employment Information”). The
Contractor agrees that the Client may release the Employment Information to third parties
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for the purposes of any procurement competition for the provision of the Services upon
expiry of the Term or earlier termination of this Agreement for whatever cause.

F. Upon expiry or termination of this Agreement for any reason the Parties shall comply with
their respective obligations set out in clause 27 (Exit Management).

10. CONTRACT MANAGEMENT

A. The Client’s Contact and the Contractor’s Contact shall liaise on a regular basis to address
any issues arising which may impact on the performance of this Agreement and, in relation
to any professional services provided by the Contractor as part of the Services, to agree
milestones, compliance schedules and operational protocols as required by the Client from
time to time. If requested in writing by the Client the Contractor shall meet formally with
the Client to report on progress and shall comply with all reasonable written directions of

the Client.
B. The Contractor agrees to:
1. liaise with and keep the Client’s Contact fully informed of any matter which might
affect the observance and performance of the Contractor’s obligations under this
Agreement;
2. maintain such records and comply with such reporting arrangements and protocols

as required by the Client and as specified in the RFT and/or the Submission;

3. comply with all reasonable directions of the Client in so far as is necessary for the
provision of the services; and

4. comply with the service levels and performance indicators as agreed between the
parties and set out in the Service Level Agreement included at Schedule D.

C. Subject to the parties’ respective responsibilities as set out in Clause 26, the Client
acknowledges that the Contractor may from time to time be dependent on the Client to
facilitate the Contractor in the carrying out of its duties under this Agreement. The Client
agrees to use its reasonable endeavours to so facilitate the Contractor within the timescales
and in the manner agreed by it in writing in accordance with this clause 10.

11. DISPUTES

A. In the event of any dispute arising out of or relating to this Agreement (the “Dispute”), the
Parties shall first seek settlement of the Dispute as set out below.

B. The Dispute shall be referred as soon as practicable to [insert Contractor contact] within
the Contractor and to [insert Client contact] within the Client respectively.

C. If the Dispute has not been resolved within fifteen (15) Business Days (or such longer period
as may be agreed in writing by the Parties) of being referred to the nominated
representatives, then either Party shall refer the Dispute to an independent mediator, the
identity of whom shall be agreed in advance by the Parties.

D. If the Parties are unable to agree on a mediator within five (5) Business Days of any party’s
written request to agree a mediator (or any agreed mediator is unable or unwilling to act),
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a mediator shall be nominated on the application of any of the parties to the Mediators’
Institute of Ireland.

E. Any submissions made to and discussions involving the mediator, of whatever nature, shall
be treated in strict confidence and without prejudice to the rights and/or liabilities of the
Parties in any legal proceedings and, for the avoidance of doubt, are agreed to be without
prejudice and legally privileged.

F. The Parties shall share equally the cost of the mediator. The costs of all experts and any
other third parties who, at the request of any Party, shall have been instructed in the
mediation, shall be for the sole account of, and shall be discharged by that Party.

G. For the avoidance of doubt, the obligations of the Parties under this Agreement shall not
cease, or be suspended or delayed in the event of a Dispute. The Contractor shall comply
fully with the requirements of the Agreement at all times.

H. If, and to the extent that, any Dispute has not been settled pursuant to the mediation,
either party may apply to the Irish courts at any time thereafter.

12. GOVERNING LAW, CHOICE OF JURISDICTION AND EXECUTION

A. This Agreement shall in all aspects be governed by and construed in accordance with the
laws of Ireland and the Parties hereby agree that the courts of Ireland have exclusive
jurisdiction to hear and determine any disputes arising out of or in connection with this
Agreement.

B. This Agreement shall be executed in duplicate and each copy of the Agreement shall be
signed by all the Parties hereto. For the avoidance of doubt the Parties agree that the
Agreement may be signed by means of electronic signature. Each of the Parties to this
Agreement confirms that this Agreement is executed by their duly authorised officers.

13. NOTICES

A. Any notice or other written communication to be given under this Agreement shall either
be delivered personally or sent by registered post or email or such other means of
electronic communication as may be agreed between the Parties. However, and for the
avoidance of doubt, save where expressly provided for elsewhere in this Agreement, the
posting of any material or information purporting to affect this Agreement to the
Contractor’s website shall not be considered a notice or other written communication for
the purposes of this agreement.

B. All notices shall be deemed to have been served as follows:
1. if personally delivered, at the time of delivery;
2. if posted by registered post, at the expiration of 48 hours after the envelope

containing the same was delivered into the custody of the postal authorities (and
not returned undelivered);

3. if communicated by email, on the next business day following transmission; and



4. in respect of any other electronic means of communication agreed between the
parties, on the next calendar day following transmission.

14. ASSIGNMENT, NOVATION AND TRANSFER

A. Subject to its obligations at law, the Client may, at any time, assign, novate or otherwise
transfer the whole or any part of this Agreement to any Minister or public sector body, entity,
or office. Any such assignment, novation or transfer will be done at no additional cost to the
Client.

B. Subject to the Client’s obligations at law, any assignment, novation, or transfer to a third party
of the Contractors rights or obligations under this Agreement (the “Transfer”) requires the
prior written consent of the Client, such consent not to be unreasonably withheld or delayed.
Prior to any such Transfer, the transferee will be obliged to sign an undertaking to comply with
all obligations under this Agreement. Any attempted Transfer not complied with in the manner
prescribed herein shall be null and void. For the purposes of Regulation (EU) No 833/2014 of
31 July 2014 (as amended by EU Regulation 2022/576 or any subsequent amendments to
same), the Client may require information from the Contractor in relation to the status of the
proposed Transferee(s) including, but not limited to, in respect of natural persons, copies of
identity documents and, in respect of legal persons, a certificate or extract from the
commercial register or other competent authority of the country in which the person is
established.

15. ENTIRE AGREEMENT

This Agreement constitutes the entire agreement and understanding of the Parties, and any and all
other previous agreements, arrangements and understandings (whether written or oral) between the
Parties with regard to the subject matter of this Agreement are hereby excluded.

16. SEVERABILITY

If any term or provision herein is found to be illegal or unenforceable for any reason, then such term
or provision shall be deemed severed and all other terms and provisions shall remain in full force and
effect.

17. WAIVER

No failure or delay by either Party to exercise any right, power or remedy shall operate as a waiver of
it, nor shall any partial exercise preclude further exercise of same or some other right, power or
remedy. A waiver of any right, power or remedy provided for in this Agreement shall be set out in
writing and served on the other Party in order to be effective

18. NON-EXCLUSIVITY

Nothing in this Agreement shall preclude the Client from purchasing Services from a third party at any
time during the currency of the Agreement.

19. MEDIA

No media releases, public announcements or public disclosures relating to this Agreement or its
subject matter, including but not limited to promotional or marketing material, shall be made by the
Contractor without the prior written consent of the Client.
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20. CONFLICTS, REGISTRABLE INTERESTS AND CORRUPT GIFTS

A.

The Contractor confirms that it has carried out a conflicts of interest check and is satisfied
that neither it nor any Subcontractor nor agent as the case may be has any conflicts in
relation to the Services and its obligations undertaken under this Agreement. The
Contractor hereby undertakes to notify the Client immediately should any conflict or
potential conflict of interest come to its attention during the currency of this Agreement
and to comply with the Client’s reasonable directions in respect thereof. In the event of
such notification, the Client shall have the right (in addition to any other rights which it has
at law) to terminate this Agreement immediately and without liability for compensation or
damages.

Any registrable interest involving the Contractor (and any Subcontractor or agent as the
case may be) and the Client, the Ceann Combhairle (Speaker), or any member of the
Government, or any member of the Oireachtas, or their relatives must be fully disclosed to
the Client immediately upon such information becoming known to the Contractor
(Subcontractor or agent as the case may be) and the Contractor shall comply with the
Client’s reasonable directions in respect thereof, to the satisfaction of the Client. In the
event of such disclosure, the Client shall have the right (in addition to any other rights which
it has at law) to terminate this Agreement immediately and without liability for
compensation or damages. The terms “registrable interest” and “relative” shall be
interpreted as per section 2 of the Ethics in Public Office Act, 1995 (as amended).

The Contractor shall not offer or agree to give any public servant or civil servant any gift or
consideration or commission of any kind as an inducement or reward for doing or
forbearing to do or for having done or forborne to do any action in relation to the obtaining
or execution of this or any other public contract. Any breach of this clause 20C or the
commission of any offence by the Contractor, any Subcontractor, agent or employee under
the Criminal Justice (Corruption Offences) Act 2018 shall entitle the Client to terminate this
Agreement immediately and without liability for compensation or damages and to recover
the amount of any loss resulting from such cancellation.

21. ACCESS TO PREMISES

Any of the Client’s premises made available from time to time to the Contractor by the Client in
connection with this Agreement, shall be made available to the Contractor on a non-exclusive
licence basis and shall be used by the Contractor solely for the purpose of performing its obligations
under this Agreement. The Contractor shall have use of such premises as licensee and shall vacate
the same on completion, termination or abandonment of this Agreement.

22. NON SOLICITATION

In so far as any professional services are provided by the Contractor to the Client, for the Term and
for a period of 12 months thereafter (and save in respect of publicly advertised posts) neither the
Client nor the Contractor shall employ or offer employment to any of the other Party’s employees
without that other Party’s prior written consent.



23. CHANGE CONTROL PROCEDURE

A.

Subject to the Parties’ obligations at law, at any time during the Term of this Agreement,
either Party may propose a change or changes to any part or parts of this Agreement.

The change control procedures set out in this Schedule will apply to all changes
irrespective of whether the Contractor or the Client proposes the change.

A change control notice (“Change Control Notice”) shall be prepared for all change
requests by the Party proposing the change. The Change Control Notice will provide an
outline description of the change requested, the rationale for the change, the effect that
the change will have on the Services and all Charges (where known).

All Change Control Notices proposing changes to this Agreement must be submitted for
review to the other Party’s Contact.

The Parties must indicate their acceptance or rejection of the proposed change within
[INSERT] calendar days or such other period agreed between the Parties.

On approval of the proposed change, this Agreement and/or the Schedules shall be
updated and revised as appropriate and in writing.

In the event that either Party rejects the proposed change such change(s) shall not take
place and the Parties shall continue to perform their obligations under this Agreement.

Unless otherwise agreed between the Parties, any costs incurred in preparing the Change
Control Notice shall be borne by the Party proposing the change. For the avoidance of
doubt, the obligations of the Parties under this Agreement shall not cease, or be
suspended or delayed by the operation of the Change Control Procedure.

24. DATA PROTECTION

A.

B.

The Contractor shall comply with all applicable requirements of the Data Protection Laws.

NOTE: This provision reflects a scenario where the Contractor is acting as a Data
Processor on behalf of the Contracting Authority (the Data Controller) in relation to
the processing of personal data which arises as part of the provision of the services.
Depending on the nature of the services or where for example, different data sets are
categorised differently, additional provisions may also be necessary. Data Protection
advice should be obtained prior to entering into any contract for the provision of Cloud
Services.

The Parties acknowledge that for the purposes of the Data Protection Laws the Client is a
Data Controller and the Contractor is a Data Processor in respect of Data which is Personal
Data. Schedule E sets out the scope, nature and purpose of Processing by the Contractor,
the duration of the Processing and the types of Personal Data and categories of Data
Subject;

Without prejudice to the generality of clause 24A, the Contractor, in its capacity as Data
Processor shall, in relation to any Personal Data processed in connection with the
performance by the Contractor of its obligations under this Agreement:
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(1)

(2)

(3)

(4)

process that Personal Data only on the written instructions of the Client. For the
avoidance of doubt, this Agreement shall, together with any additional
instructions agreed in writing, constitute the written instructions of the Client to
process the Personal Data for the purpose of the provision of the Services;

in relation to those components of the Solution that fall within its area of
responsibility as more particularly described in clause 26, ensure that it has in
place appropriate technical and organisational measures, reviewed and approved
by the Client, to protect against unauthorised or unlawful processing of Personal
Data and against accidental loss or destruction of, or damage to, Personal Data,
appropriate to the harm that might result from the unauthorised or unlawful
processing or accidental loss, destruction or damage and the nature of the data to
be protected, having regard to the state of technological development and the
cost of implementing any measures (those measures may include, where
appropriate, pseudonymising and encrypting Personal Data, ensuring
confidentiality, integrity, availability and resilience of its systems and services,
ensuring that availability of and access to Personal Data can be restored in a timely
manner after an incident, and regularly assessing and evaluating the effectiveness
of the technical and organisational measures adopted by it);

ensure that all personnel who have access to and/or process Personal Data are
obliged to keep the Personal Data confidential unless required to do so by the laws
of the European Union or of any member of the European Union to which the
Contractor is subject. In such a case, the Contractor shall inform the Client of that
legal requirement before processing, unless that law prohibits such information
on important grounds of public interest;

unless otherwise specified in the RFT, not transfer any Personal Data outside of
the European Economic Area unless the prior written consent of the Client has
been obtained and the following conditions are fulfilled:

(i) appropriate safeguards are in place in relation to the transfer, to ensure
that Personal Data is adequately protected in accordance with Chapter
V of Regulation 2016/679 (General Data Protection Regulation);

(ii) the data subject has enforceable rights and effective legal remedies;

(iii) the Contractor complies with its obligations under the Data Protection
Laws by providing an adequate level of protection to any Personal Data
that is transferred; and

(iv) the Contractor complies with reasonable instructions notified to it in
advance by the Client with respect to the processing of the Personal
Data.

The Contractor shall promptly notify the Client if it receives a Data Subject Access Request
to have access to any Personal Data and shall provide assistance to the Client in relation to
any such request (including, where directed by the Client, by allowing Data Subjects to have
access to their Personal Data).
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The Contractor shall, unless prohibited by the laws of the European Union or of any member
of the European Union to which the Contractor is subject, promptly notify the Client if it
receives any complaint, correspondence, notice, order of the Court or request of any
regulatory or government body relating to the Personal Data and/or the Parties’ obligations
under the Data Protection Laws and provide full co-operation and assistance to the Client
in relation to any such complaint, order or request.

The Contractor shall without undue delay report in writing to the Client any Data
Compromise involving Personal Data, or any circumstances that resulted in unauthorised
access to or disclosure of Personal Data.

The Contractor shall assist the Client in ensuring compliance with its obligations under the
Data Protection Laws with respect to security (in line with the parties respective obligations
set outin clause 26), impact assessments and consultations with supervisory authorities and
regulators.

The Contractor shall at the written direction of the Client and in accordance with the Exit
Management provisions set out at clause 27, delete or return Personal Data and copies
thereof to the Client on termination of this Agreement unless the Contractor is required by
the laws of any member of the European Union or by the laws of the European Union
applicable to the Contractor to store the Personal Data.

The Contractor shall permit the Client (upon the provision of reasonable notice and no more
than once in any [INSERT] month period), the Office of the Data Protection Commission or
other supervisory authority for data protection in Ireland, and/or their nominee to conduct
audits and or inspections of the Contractor’s facilities, and to have access to all data
protection, confidentiality and security procedures, data equipment, mechanisms,
documentation, databases, archives, data storage devices, electronic communications and
storage systems used by the Contractor in any way for the provision of the Services. The
Contractor shall comply with all reasonable directions of the Client arising out of any such
inspection, audit or review. The Contractor shall, upon request, also provide evidence of any
relevant internal or independent audits/self-assessments performed periodically by or on
behalf of the Contractor. In relation to any audit requested by the Client:

the Client shall first consider the contents of the most recent independent audit performed
on behalf of the Contractor;

the Parties shall agree the nature and scope of any such audit which shall be set out in an
audit plan;

each Party agrees to bear their own costs

the Client agrees to appoint auditors that are suitably qualified and are not a direct
competitor of the Contractor.

The Contractor shall maintain complete and accurate records and information to
demonstrate its compliance with this clause 24.

The Contractor shall:

(1) take all reasonable precautions to preserve the integrity of any Personal Data which
it processes and to prevent any corruption or loss of such Personal Data;
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(2) ensure that a back-up copy of any and all such Personal Data is made in accordance
with the provisions of clause 26 (Shared Responsibility, Security, Backup and
Disaster Recovery) and this copy is recorded on media from which the data can be
reloaded if there is any corruption or loss of the data; and

(3) in such an event and if attributable to any default by the Contractor or any
Subcontractor, promptly restore the Personal Data at its own expense or, where
necessary, reimburse the Client for any reasonable expenses it incurs in having the
Personal Data restored by a third party.

The Client consents to the Contractor appointing such subprocessors identified in the
Submission and set out in Schedule E. During the Term of the Agreement, if the Contractor
proposes any changes to its subprocessor(s), the Contractor must inform the Client at least
30 days in advance. Notification shall be in writing or such other means of electronic
communication as may be agreed between the Parties. The Contractor shall provide to the
Client such details as the Client may reasonably require in writing regarding any
replacement subprocessor. The Client shall have absolute discretion as to the suitability of
any proposed replacement subprocessor . The Contractor confirms that it has entered or
(as the case may be) will enter into a written agreement with its subprocessor(s)
incorporating terms that are the same as, or equivalent to those terms set out in this
Agreement as between the Client and the Contractor. The Contractor shall, if called upon to
do so, make available to the Client, copies of such subprocessing agreements in order to
evidence compliance with this clause. The Contractor shall remain fully liable for all acts or
omissions of any subprocessor appointed by it pursuant to this clause 24.

All the obligations on the Contractor in this clause 24 relating to the processing of Personal
Data shall apply to the processing of all Data.

The provisions of this clause 24 shall survive termination and or expiry of this Agreement for
any reason until such time as the Contractor has complied with all of its obligations pursuant
to Clause 27 (Exit Management).

25. UPGRADES/ UPDATES

A.

NOTE: Depending on the nature of the cloud solution being procured, more detailed
provisions may be required in relation to upgrades and updates. The provisions here
should reflect any requirements of the Contracting Authority that have been published
in the procurement documents. Technical advice should be sought in this context.

Subject to the Parties obligations at law, the Contractor is permitted to modify, update,
enhance and/or upgrade the Solution during the term of the Agreement without the
Client’s consent. The Contractor shall ensure that each such modification, update, upgrade
and/or enhancement to the Solution will be backwards compatible and will, where
possible, not result in any reduction of functionality and/or Service as set out in the
Specification, the RFT, the Submission and the SLA and/or any loss of compatibility with
any vendor supported operating systems used by the Client. In the event that any such
modification, update, enhancement or upgrade does result in the reduction of
functionality, the Contractor agrees to replace such reduction in functionality with

27



materially similar services, subject to any such changes not degrading the data security
and data protection features of the Solution and subject to the Contractor providing
[INSERT] days’ notice to the Client. In the event the Contractor is unable to offer a
materially similar service, the Client shall be entitled to terminate this Agreement either
in full or in part without notice.

Any such modification, update, enhancement and/or upgrade shall not be subject to any
additional fees or charges not otherwise included in Schedule C (Charges).

26. SHARED RESPONSIBILITY, SECURITY, BACKUP AND DISASTER RECOVERY

A.

NOTE: Depending on the nature of the cloud solution being procured, more detailed
provisions may be required in relation to Shared Responsibility, Security, Backup and
Disaster Recovery. The provisions here should reflect any requirements of the
Contracting Authority that have been published in the procurement documents.
Technical advice should be sought in this context.

Data (including, both live and backup copies) shall be stored, and hosted only in Data
Centres located within the EEA unless otherwise specified by the Client. The Contractor
shall not permit Data to be viewed, accessed, processed, transmitted or stored in any
country outside of the EEA without prior notice to and approval from the Client and, in the
case of Personal Data, subject to compliance with clause 24.

NOTE: Provisions B and C have been included to allow the parties to clearly set out
their respective responsibilities. This can vary depending on the nature of the Cloud
Service being procured, i.e. IAAS, PAAS, SAAS. With IAAS for example, a Contractor
may only be responsible for security of components up to the virtualisation layer,
whereas with SAAS the Contractor may assume responsibility for the entire Solution.
Care should be taken to ensure these provisions accurately reflect what will take place
in practice.

The Contractor shall be responsible for and shall ensure the security of all integral
components of the Solution up to and including the [insert details e.g. for laaS:
virtualisation] layer, including the [insert details, e.g. for laaS: data centre(s), networks
related to physical infrastructure, physical hosts (including storage and servers) and data
localisation].

The Client shall be responsible for the use of and shall ensure the security of [Insert details,
e.g. for laaS: all deployed components on the laaS including the operating system(s),
databases, software application and the Data.

Where the Client elects to use the Contractor’s service tools in relation to the deployment
of components on the Solution, the Client shall be responsible for the use of such service
tools.

For the avoidance of doubt, where the Contractor agrees at the Client’s request to provide
professional services which involve the use by the Contractor of the service tools on behalf
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of the Client in relation to the deployment of the components on the Solution, the
Contractor shall be responsible for same.

Unless otherwise specified in Schedule F, the Contractor shall ensure that all Data is
encrypted when transmitted across the Contractor’s networks to protect against
eavesdropping of network traffic by unauthorized users and is protected at all times from
theft, interference and loss. In cases where source and target endpoint devices are within
the same protected subnet, data transmission must still be encrypted due to the potential
for a high negative impact of a Data Breach. The types of transmission may include client-
to-server communication, server-to-server communication, as well as any data transfer
between core systems and third party systems.

The Contractor shall implement such backup and disaster recovery procedures (as may be
more particularly described in Schedule F) to ensure that the Client continues to receive
the Services in accordance with this Agreement, and shall ensure that any adverse effect
on the Client is minimised if any situation occurs (whether or not as a result of any act or
omission of the Contractor) that materially impacts on the Contractor’s ability to supply
the Service.

Subject always to the provisions of clause 24 (Data Protection), the Contractor shall not
use, share or pass on any Data (including metadata, derived data and traffic data)
generated as a result of the provision of the Services to the Client by the Contractor that
relate to the Client, or any person or entity the Client is responsible for, without the
Client’s express consent except in so far as this is necessary:

for providing the Service to the Client and fulfilling the Contractor’s other obligations
under this Agreement; or

for complying with any statutory obligation to which the Contractor is subject;

to improve the quality or efficiency of the Service (including maintenance, service, support
or for security purposes);

and in relation to metadata, derived data and traffic data, for reporting purposes, provided
that such data is fully anonymised.

In the cases covered by (b), the Contractor shall notify the Client of the intended use, save
where the Contractor is otherwise prohibited from doing so.

27. EXIT MANAGEMENT

A.

Upon expiry or termination of this Agreement, for any reason, the Contractor shall comply
with its exit management obligations as set out hereunder, (the Exit Management
Services). The Contractor shall cooperate with the Client and/or with any Replacement
Contractor(s) to facilitate the orderly transfer of the Services (in whole or in part).

The Contractor shall, from the Exit Assistance Start Date:

(i) continue to provide the Services and the Solution in accordance with this
Agreement and to the required Service Levels until the end of the Exit Assistance
Period. The Client shall continue to pay the relevant Charges in respect of such
Services which the Contractor continues to deliver to the Client, and the
Contractor shall refund to the Client any amount which it may have been paid in



advance in respect of those Services that the Client has not requested the
Contractor to continue to provide during the Exit Assistance Period (if any);

(i) ensure that there is no degradation in the performance of the Services and the
Solution and ensure that the Client has access at all times to all Client Data until
the end of the Exit Assistance Period and/or date of handover to the Client
and/or to a Replacement Contractor;

(iii) provide to the Client, or a third party nominated by the Client, all Data, in a
format reasonably designated by the Client, together with any other information
that the Client reasonably requires in order to use the Data or convert the Data
for use on another system. In particular, the Contractor must provide:

NOTE: Any specific requirements of the Contracting Authority can be listed
in this section. The below provisions provide an example of what could be
used in relation to an IAAS Solution. Alternative provisions may be required
for other types of Cloud Services. Technical advice should be sought in this
context

(a) the ability to export all virtual machines (including all configuration and
optimisation files) hosted on the Solution in such a manner so as to
allow the Client to import and/or transfer such virtual machines to
another environment. The Contractor must also support at a minimum
one of the following file formats [INSERT RELEVANT FILE FORMATS]

(b) sufficient bandwidth to enable the Client to extract its data from the
Solution during the Exit Assistance Period.

(iv) co-operate with and provide such assistance as the Client may require to effect
a full, smooth and orderly transfer of Client Data and/or knowledge; and

(v) otherwise co-operate with and provide such assistance as is reasonably
requested by the Client to ensure an efficient, timely and orderly transfer of any
Services and/or deliverables to the Client and/or to a Replacement Contractor,
whilst preserving business continuity for the Client.

The Exit Management Services shall not be subject to any additional fees or charges not
otherwise included in Schedule C (Charges).

On completion of the Exit Assistance Period, the Contractor shall delete all production and
backup copies of all Data (including Client Data and User Data) and certify in writing that
they have been permanently removed and rendered irrecoverable from both the Solution
and the Contractor’s facilities. Where the Contractor provides the means for the Client to
comprehensively delete the Client Data, the Contractor warrants (or must otherwise
certify in writing) that the Client Data has been permanently removed and rendered
irrecoverable from both the Solution and the Contractor’s facilities.

Where, in the RFT and the Submission, the Client has requested and the Contractor has
agreed to provide, professional exit assistance services, then, upon commencement of the
Exit Assistance Period, each Party shall appoint a member of staff who is appropriately
skilled, knowledgeable and experienced to handle the respective obligations under this
clause and promptly provide written notification of such appointment to the other Party.



The notification provided by the Contractor pursuant to this paragraph shall include details
of the relevant background and skills of the Contractor's appointed staff member (“Exit
Manager”). The Contractor's Exit Manager shall be responsible for ensuring that the
personnel comply with the provisions of this Clause 27. The Contractor shall ensure that
its Exit Manager has the requisite authority to arrange and procure any resources of the
Contractor as are necessary to enable the Contractor to comply with the requirements in
this clause 27.

F. The provisions of this clause 27 shall survive the expiration or termination of this
Agreement for any reason.

28. ADDITIONAL CONDITIONS

NOTE: Any additional conditions for the Contract specific to the procurement should be included
here by the Contracting Authority

For Example, a Contracting Authority may wish to consider the use of the EU model contractual
clauses for Artificial Intelligence (Al) if procuring an Al solution. These clauses can be found at
the following location.

Updated EU Al model contractual clauses | Public Buyers Community



https://public-buyers-community.ec.europa.eu/communities/procurement-ai/resources/updated-eu-ai-model-contractual-clauses

Schedule B: The Specification

[Detailed description of the Client’s Solution requirements will be included here reflecting the RFT
and the Submission.]

[Insert when completing contract]



Schedule C: Charges

[Insert when completing contract]



Schedule D: Service Level Agreement

It will be a matter for the Parties to agree the appropriate Service Level Agreement at
RFT stage.

[Insert when completing contract]



Schedule E: Data Protection

[Complete when completing the contract]

Processing, Personal Data and Data Subjects

1. Processing by the Contractor
1.1 Subject matter of processing
1.2 Nature of processing

1.3 Purpose of processing
1.4 Duration of the processing

2. Types of personal data

3. Categories of data subject

4. Approved Third Party Processors



Schedule F: Security, Backup and Disaster Recovery

[Insert at RFT stage, if applicable, or when completing contract]



Schedule G: Contractor Terms and Conditions

[Insert at RFT stage, if applicable, or when completing contract]
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