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Introduction & General Comments 

The IE Domain Registry clg has been the national registry for .ie domain names, 

Ireland’s country-code top level domain (ccTLD) since 2000. Under our 

management, the .ie domain name has been recognised worldwide as resilient, 

secure and trusted.  

We welcome the opportunity to participate in this public consultation launched by the 

Department of Environment Climate and Communications and believe this is a 

significant milestone and positive step for internet governance in Ireland. We have 

included general comments, as well as detailed responses to each of the questions 

in the public consultation document.   

General Comments 

IE Domain Registry clg agrees with the proposed “Key Principles” that are listed in 

Section 2 of the Consultation Document. They accurately describe the collaborative, 

consultative approach we have adopted with all stakeholders, including government 

departments, in maximising the impact of the bottom up, consensus driven, multi-

stakeholder modus operandi, that the IE Domain Registry clg has engaged in over 

the last two decades since the transfer of undertaking from UCD Computing 

Services in 2000, to IE Domain Registry.  

Evidence of this collaborative consultative approach is transparent from the minutes 

of the Policy Advisory Committee meetings published on our website, along with our 

transparent Annual Report & Review, where we demonstrate annually our 

commitment and dedication to serve the interests of the global and local Internet 

community, and grow the .ie namespace.  

This is expressed in our Purpose - which is to enable and empower people, 

communities and businesses across Ireland to thrive online. Our Vision is that the 

.ie Domain Name System (DNS) is recognised worldwide as resilient, secure and 

trusted.  

IE Domain Registry clg agrees that performance of the proposed “Key Functions” are 

necessary prerequisites, in order to qualify and earn the Terms of Endorsement, 

referred to in Section 2 of the Consultation Document.  

We acknowledge that this agreement will be the chief oversight arrangement 

between DECC and the manager and agree that its aims are to recognise the role 

and autonomy of the manager and the broader Internet community in developing 

Internet policy within Ireland. 

We acknowledge government’s intention to introduce legislative provisions that will 

provide last resort measures and powers for the State in the case of a serious failure 

of Ireland’s .ie registry manager to perform their duties.  

We believe that the transposition of the EU Directive NIS2 provides the opportunity 

to supplement and strengthen the existing legislative provisions set out in the 

Electronic Commerce Act 2000 and Communication Regulations (Amendment) Act 
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2007.  NIS2 designates top-level domain registries as “essential entities” similar to 

how S.I. No. 360/2018 (NIS1) designated them as operator of essential services 

(OES). This is an opportunity for increased collaboration with government.  

IE Domain Registry is fully in agreement with international best practice in terms of 

no private intellectual property rights accruing to a ccTLD itself, and these are clearly 

set out in RFC 1591. The company constitution of IE Domain Registry is supportive 

of this reality.   

We believe that the time frame for the review of the terms of endorsement being 

every 3 years, as proposed in Section 2 of the Consultation, has some 

disadvantages. In circumstances where a new ccTLD manager was appointed, there 

will be a settling-in period, and a ramp-up phase for new systems and services, 

which will need time to mature and develop to assess their effectiveness and 

customer satisfaction. 

To accommodate all possible circumstances, we recommend that a longer review 

period of 5-7 years would be more effective, allowing time for proper implementation 

and stakeholder engagement. A similar time frame is used in other countries. For 

example, in the Netherlands, the agreement between the .nl ccTLD Manager (SIDN), 

and their government is for 7 years. In Denmark, the agreement with .dk ccTLD 

Manager is 6-8 years. 

The company supports the objective to provide choice to Irish consumers. It should 

be acknowledged that domain name market in Ireland is intensely competitive, as IE 

Domain Registry faces the global might and resources of the .com registry, Verisign. 

The addition of over 1,000 new gTLD registries in recent years has intensified 

competition further. Blockchain-based domains may also present challenges, as they 

may disrupt demand for traditional .ie domain names and are harder for 

governments to regulate. 

Currently registrants who wish to purchase a .ie domain name, can choose a 

registration agent from a range of 130 entities, ranging from registrars, resellers, 

hosting providers Internet service providers, managed Cyber Security Service 

providers and government agencies. We maintain a target list of new international 

registrars who provides best in class website builder services and e-commerce 

platforms. Despite the small size of the Irish market, we continue to have success in 

this regard. 
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A Single Entity as IANA Designated Manager and Registry Manager 

It is standard practice that the ccTLD manager listed in IANA delegation records, and 

the Registry Manager are the same entity – that is, the active, de facto registry 

operator with a delegated TLD. Indeed, the EU NIS 2 directive has included this 

definition of a TLD manager: 

‘top-level domain name registry’ or ‘TLD name registry’ means an entity which 

has been delegated a specific TLD and is responsible for administering 

the TLD including the registration of domain names under the TLD and the 

technical operation of the TLD, including the operation of its name servers, the 

maintenance of its databases and the distribution of TLD zone files across 

name servers, irrespective of whether any of those operations are carried 

out by the entity itself or are outsourced, but excluding situations where TLD 

names are used by a registry only for its own use. 

While it is apparent that the 

NIS2 legislation does not 

envisage a circumstance 

where these will be different 

entities, in Ireland, due to a 

historic anomaly, UCD 

continues to be listed by 

IANA as Ireland’s ccTLD 

Manager.  

The issue will be 

exacerbated by the pending 

NIS 2 requirement for 

Member States to establish a 

list of essential entities 

(which includes top-level 

domain registries).  

We believe it is important 

that this anomaly is rectified 

promptly and are strongly of 

the view that the NIS2 

transposing legislation 

provides the best opportunity 

to do so. 
 

Source : https://www.iana.org/domains/root/db/ie.html
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We suggest the Department 

looks to other examples of 

Terms of Endorsements with 

ccTLD Managers.   

For example, auDA, the ccTLD 

Manager for the .au domain 

name in Australia, recently 

established a Terms of 

Endorsement with their 

government as the ccTLD 

manager.  

They are listed in IANA as the 

ccTLD Manager and are also 

recognised as the authorised 

entity to register .au domain 

names. 

 

The legislative framework in Ireland 

The legislative framework in Ireland is well developed. The Communications 

Regulation (Amendment) Act, 2007 essentially transfers the powers previously 

available to the Minister for Communications under the Electronic Commerce Act, 

2000 (but never exercised by them) to ComReg, with some limited but important 

amendments and additions. 

As an input into the process of developing a potential regulatory framework for .ie, 

ComReg launched a public consultation process on the .ie namespace and 

published its formal Response to Consultation, Document 09/01. ComReg’s related 

press release stated that: 

• ComReg will, by way of regulation, appoint IE Domain Registry as the 

authority authorised to register .ie domain names in accordance with Section 

32(4) (a) of the Act of 2007. 

• IE Domain Registry will set up and maintain a Policy Advisory Committee 

representative of all stakeholders with a focus on more transparent policy 

development. 

• IE Domain Registry will continue to adopt the “managed approach” to .ie 

registrations to ensure continued protection for .ie domain name holders and 

consumers.  

In this context, the Company looks forward to a continuing working relationship with 

ComReg.  
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Roles and Responsibilities 

Q 3.1 What do you believe are the primary roles and responsibilities of the 

Ireland’s ccTLD Manager? 

The primary roles and responsibilities of the .ie ccTLD Manager include the 

following:  

• Managing and maintaining the .ie domain namespace with high technical 

reliability and security  

• Developing and implementing domain registration policies that serve Ireland’s 

Internet community 

• Ensuring stable and secure DNS infrastructure for .ie domains 

• Operating a fair and transparent domain registration system, with API-EPP 

• Protecting the integrity of the namespace and the confidentiality, integrity and 

accessibility of the data information systems 

• Maintaining and publishing accurate whois / registration data (& redacting PII) 

• Implementing dispute resolution procedures 

• Engaging with the local and global Internet governance community 

• Safeguarding the interests of Ireland’s Internet users and registrants 

Since our establishment 25 years ago, we have diligently executed the roles and 

responsibilities of a trustee of the .ie TLD. This means we have had a duty to serve 

Ireland’s internet community, as well as the global internet community. This 

responsibility is laid out in RFC 1591, and we appreciate this view is also echoed in 

Section 5 of the Consultation Document.  

Balancing the rights, responsibilities and obligations of Internet multi stakeholders is 

important to us. Representative of a broad range of stakeholders, the Policy Advisory 

Committee continues to play an important role in assisting the Board to respond to 

many new EU Directives, which brings a stricter regulatory cybersecurity 

environment. The board is particularly cognisant of the rights of individual registrants 

of .ie domains and in many respects considers that it operates in loco parentis, which 

is reflected in its tripartite contractual relationships with registrants and with the 

registrar channel.  

This view is also embedded in our Mission to elevate Ireland’s digital identity by 

providing a trusted, resilient, and reliable .ie domain name.  This enables and 

empowers people, businesses and communities across Ireland to thrive online. As a 

trustee of the .ie TLD, we operate on a commercial cost recovery model, on a profit-

for-good basis.   
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Q 3.2 What do you expect of the manager of the .ie ccTLD? 

We agree with the list of expectations that are laid out in Section 3 of the 

consultation document and commit to continue meeting these expectations.  

We will safeguard the interests of Ireland’s internet users by continuing to: 

• develop and review .ie policies using an open and multi-stakeholder approach 

through our multi-stakeholder Policy Advisory Committee; 

• operate in accordance with Irish legislation1 and international best practices; 

• maintain high technical standards and operational excellence, including robust 

cybersecurity measures; 

• oversee the accreditation of .ie registrars; 

• implement dispute resolution policies and processes; and, 

• operating a fair and transparent domain name registration system. 

The Government should include an expectation that the designated ccTLD Manager 

must also have an actual role in managing the .ie TLD. This is clearly the intention of 

RFC 1591 which states that the “designated manager must do a satisfactory job of 

operating the DNS service for the domain.  That is, the actual management of the 

assigning of domain names, delegating subdomains and operating nameservers 

must be done with technical competence.” 

To this end, we anticipate that the Department will take early action to address the 

longstanding anomaly whereby University College Dublin (UCD) continues to be 

listed as the .ie “ccTLD Manager” in the Internet Assigned Numbers Authority 

(IANA)’s delegation record for .ie (https://www.iana.org/domains/root/db/ie.html). 

It is well established that UCD has not had any role in the management of .ie since 

2000. Addressing this longstanding lacuna will strengthen Ireland’s reputation in the 

global internet community, bring clarity for stakeholders, and be conducive to good 

governance. 

 

Q 3.3 What external trends and developments may affect the Irish ccTLD 

Manager’s roles and responsibilities? 

Regulatory Developments 

The role of the .ie ccTLD Manager is likely to become increasingly complex in the 

face of increasing EU regulatory obligations, as we progress through the EU Digital 

Decade.  Among these, is the NIS2 Directive - which will impose strict requirements 

on TLD Registries when it is transposed through the National Cyber Security Bill.  

However, as stated above, the NIS2 Directive defines a TLD registry as an entity that 

“has been delegated a specific TLD and is responsible for administering the 

TLD…and the technical operation of the TLD….” 

 
1 In particular the Electronic Commerce Act 2000, the Communications Regulations (Amendment) Act 
2007 and S.I. No. 360/2018 (NIS1) 
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This definition suggests that entities are in scope of NIS2 as a TLD Registry if they 

have been delegated a TLD.  This definition is also incorporated by reference in the 

Critical Entities Resilience Directive.   

To ensure the existence of an effective framework for the management of the .ie top 

level domain, it is critical that the Department take the necessary steps to assist and 

support the redelegation to that entity of the role of ccTLD Manager, so that the 

authoritative IANA database can be corrected.  

Transposing the NIS2 Directive without also taking this step would be ineffective and 

would also cause confusion as the formal IANA delegation for .ie remains with UCD 

– even though UCD does not have any responsibility for administration or technical 

operation and has not any involvement in the registration of .ie domain names for 25 

years.   

Global Internet Governance Developments 

Lastly, global internet governance frameworks such as WSIS+20 and the Global 

Digital compact are also evolving, and it is important that the ccTLD Manager take 

an active role in conversations at the global level.  

To this end, the IE Domain Registry clg is actively involved in international forums 

like ICANN and are members of the Technical Community Coalition on Multi-

Stakeholderism.  We are also hosting the very first National Internet Governance 

Forum (IGF) initiative for Ireland in collaboration with, and actively participate at, the 

European Dialogue of Internet Governance (EuroDIG).  

DNS Abuse 

DNS abuse, more accurately described as abuse which uses the Domain Name 

System, is an important issue on the international agendas of governments, law 

enforcement and regulators concerned with consumer protection. The term refers 

collectively to:-  

• technical abuse (malware, phishing, bots, spam),  

• criminal abuse (illegality online, fake webshops) and  

• registration abuse (intellectual property infringement using domain names).  

Over the last 10 years, IE Domain Registry has worked diligently within the multi-

stakeholder Policy Advisory Committee to introduce new policies and initiatives to 

assist in tackling abuse that attempts to use the .ie namespace. It has established 

protocols with national regulators and law enforcement responsible for tackling cyber 

crime.   
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Governance and Management 

Q 4.1 What best practice approaches and processes should be considered 

with regard to the corporate governance of the .ie ccTLD manager? 

Internationally, ccTLD Registries are often limited by guarantee to ensure that the 

registry is serving the global and local internet community.  This is the case in Ireland 

and should be maintained.   

As a company limited by guarantee, the IE Domain Registry clg does not have share 

capital, and surpluses are added to opening reserves instead of being distributed.  

All directors are independent and non-executive. They also do not have any 

beneficial interest in the funds, reserves, or profits of the company.  

Lastly, as stated before, it is international common practice, and the intention of RFC 

1591, that the designated manager be an entity that is actively involved in managing 

the domain name.  

Q 4.2 What does good corporate governance for the .ie ccTLD manager look 

like? 

We agree with the principles of good governance laid out in Section 4 of the 

consultation document and have long incorporated these principles into our own 

governance. However, we would suggest adding a commitment to multi-stakeholder 

approaches to internet governance as a key principle of good governance. 

The Board of Directors of IE Domain Registry fulfils its fiduciary responsibilities in 

accordance with best practice Corporate Governance Codes and principles with the 

objective of ensuring accountability, fairness, responsiveness and transparency in 

the conduct of the business of the company.   

The Board of Directors meets six times per year to consider a range of Company 

matters, including reviewing the management accounts, monitoring domain 

registration and non-renewal rates, discussing strategy and agreeing on the future 

direction of the company. The Board of Directors are also responsible for other tasks 

including monitoring the performance of the CEO, overseeing strategy, monitoring 

risks, control systems and governance, managing potential conflicts of interests and 

ensuring that there is effective communication throughout the company. 

The Chair of the Board ensures that the non-executive directors are appointed to the 

Board from a range of different professional backgrounds. This ensures diversity of 

the Board which in turn means that members can effectively reach out to a broad 

range of stakeholder groups. Diversity of the Board also ensures a better 

understanding of the different requirements of various stakeholders. 

ComReg commissioned an independent third-party due diligence review of the 

company’s Corporate Governance, as an input into the process of developing a 

potential regulatory framework for .ie (Consultation Paper 08/48). The conclusions, 

published in its formal Response to Consultation 09/01, were very complimentary of 

the high standards of Corporate Governance at the company.  
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The governance model reflects global best practices to ensure integrity, 

transparency, and accountability. To this end, every year we publish on our website 

an open and transparent Annual Report & Review with detailed financial statements, 

together with a report on Corporate Governance during the period.  

As a company limited by guarantee, registered in Ireland, IE Domain Registry is 

subject to national legislation including the Electronic Commerce Act 2000, the 

Communications Regulations (Amendment) Act 2007 and S.I. No. 360/2018 (NIS1). 

The company has a comprehensive Enterprise Risk Management framework and 

risk policy. The Board holds ultimate responsibility for risk oversight, delegating 

operational management to the Executive team. The audit and risk committee (ARC) 

is responsible for reviewing and recommending risk strategies, policies and Key Risk 

Indicators (KRIs).  The three line of defence model is underpinned by robust internal 

control systems, evidenced by our ISO 27001:2022 certification, which demonstrates 

technical and organisational excellence in information security management.  

Q 4.3 What arrangements should be in place to ensure the governing board of 

the .ie ccTLD can effectively deliver its roles and responsibilities? 

The Board of Directors is currently supported by formal sub-committees, which meet 

at least three times every year :  

• the audit and risk committee,  

• the governance, nomination & remuneration committee,  

• the business development committee, and  

• the investment committee.  

This governance structure allows the Board to effectively deliver its roles and 

responsibilities. Formal terms of reference are in place and include provisions to 

invite third parties to provide expertise to the sub-committees, when required. 

Vacancies on the board are advertised and are subject to a formal recruitment 

process. The constitution of the company provides a seat on the Board for a 

representative of the department – which has never been activated to date.  

We would welcome further Government collaboration and insight to enhance our 

corporate governance. such as with nominations to the Board. 

Another crucial arrangement that must be maintained for good governance, is the 

multi-stakeholder Policy Advisory Committee, which provides policy 

recommendations to the Board of Directors. The Policy Advisory Committee, which 

meets at least four times every year, is made up of key stakeholders from the local 

internet community, including observers from government departments, and four 

elected representatives of the registrar channel.  
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Q 4.4 What Oversight and other governance arrangements should be in place? 

We believe the Terms of Endorsement should allow for proportionate governance 

arrangements, while recognising the robust governance procedures and advisory 

committees currently in place at the IE Domain Registry clg described above. 

The consultation document states that the government is proposing “legislative 

amendments” related to .ie’s ccTLD manager. In general, we believe an effective 

approach is that legislative provisions could define broad parameters around ccTLD 

management, but this legislative vehicle should not be a pre-requisite for the Terms 

of Endorsement being entered. The authority to specify an entity as the authorised 

authority already exists in Part 3 of the Communications Regulation (Amendment) 

Act 2007. 

We also recommend that government review existing legislation to see if existing 

laws already provide for adequate enforcement. It could be argued that “serious 

failures” does not need a separate legislative vehicle to be defined or enforced.  

• Serious failures of privacy and data protection are already covered by the 

Data Protection Act 2018.  

• Serious failures related to cyber security, including all-hazards risk 

management and supply chain security, will be covered by the National Cyber 

Security Bill, 

• Serious failures of corporate governance are already covered by the 

Companies Act 2014.  

• The Electronic Commerce Act as amended by the Communications 

Regulation (Amendment) Act 2007, already provides:-  

o ‘reserve powers’ to the regulator, ComReg, in S35 (1) to appoint an 

interim registration authority. 

o powers in S32(4) to regulate “serious failures” in terms of monopolistic 

commercial practices – these include regulating prices, terms, 

managed registry model rules, registration / renewal time periods, or 

payment terms.  

We also recommend that any legislative amendments that concern government 

intervention must consider the nature, gravity, recurrence, and duration of the 

“failure.”  An example of the law describing what constitutes a “last resort” or a 

“serious infringement” can be found in Section 77 of the Digital Services Act 2024.  
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Stakeholder Engagement 

Q 5.1 Who are the .ie ccTLD stakeholders? 

Stakeholders within the global and local Internet community are broad ranging, as 

illustrated in the below graphic. The lower half of the image depicts the stakeholders 

in the technical layer which includes those involved in infrastructure, standards and 

protocols, IANA PTI, the numbering community and the naming community. This 

demonstrates that Ireland’s Internet does not operate in a walled garden, but is part 

of a worldwide, interoperable network of networks, which are mutually dependent on 

each other as they carry out their roles and responsibilities, in maintaining critical 

Internet infrastructure and processes.  

 

In Ireland the following are important ccTLD stakeholders: 

Local 

• .ie domain name registrants 

• .ie accredited registrars, and their reseller channel partners 

• Members of the multi-stakeholder .ie Policy Advisory Committee 

• HEAnet - Ireland's National Education and Research Network 

• Hotline.ie 

• Internet Neutral Exchange (INEX),  

• Department of the Environment, Climate, and Communications (DECC) 
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• Department of Enterprise, Tourism and Employment (DETE) 

• National Cyber Security Centre (NCSC) 

• Commission for Communications Regulation (ComReg), National Cyber 

Security Centre (NCSC), Competition & Consumer Protection Commission 

(CCPC) and other national regulators who have roles and responsibilities in 

relation to online safety and combating online fraud and criminality.  

• Ireland’s local internet community (including civil society, private sector, 

government, academic and research institutions, and the technical 

community). 

EU Level 

• Council of European National Top-Level Domain Registries (CENTR) 

• European Dialogue on Internet Governance (EuroDIG) 

Global 

• Internet Corporation for Assigned Names and Numbers (ICANN) 

• Internet Assigned Numbers Authority (IANA) 

• RIPE Network Coordination Centre 

• DNS-OARC 

• Internet Governance Forum (IGF) 

Technical Partners and associates 

• NetCraft – monitoring of .ie websites for technical DNS abuse 

• Cyber Ireland and IRISS 

• Internet Watch Foundation 

• Hotline.ie 

Dispute Resolution Partners 

• EU Net Neutrals – independent mediators and arbitrators 

• World Intellectual Property Organisation (WIPO)WIPO  

• The Association of Patent and Trademark Attorneys (APTMA) 

Partners sharing our goals of National Digital Development 

• Retail Excellence Ireland 

• Guaranteed Irish 

• Digital Business Ireland 

Academia – partners in the Digital Town programme with DRCD’s Town Centre First 

• Dublin City University  

• University of Galway 

• Department of Rural and Community Development 

National law enforcement 

• An Garda Siochána, in particular the GNCCB and GNECB. 
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Q 5.2 How should the .ie ccTLD manager engage with its stakeholders? 

We agree with the consultation document that the .ie ccTLD manager must work in 

an open and collaborative manner.  The ccTLD manager must demonstrate their 

commitment to multi-stakeholder approaches to internet governance, as the IE 

Domain Registry clg does with its multi-stakeholder Policy Advisory Committee.  

We also agree with the document that the ccTLD manager must work closely with 

DECC, DETE, and other government departments and agencies. We actively 

collaborate and work closely with regulators to ensure that we are in line with 

regulatory obligations. We have an active Regulatory Authority Protocol to assist with 

website content issues raised by regulators in relation to .ie domain names. The 

policy and procedures are set out on our website at https://www.weare.ie/dispute-

resolution/ .  

In coordination with the Policy Advisory Committee, we run a public consultation 

process for significant changes in policy, in line with the 10-step policy development 

process in operation. 

We further have direct engagement with key stakeholders in Ireland, including the 

Small Firms Association, Guaranteed Irish, Retail Excellence, and Digital Business 

Ireland. See Annex A for some testimonials from partners and stakeholders. 

Through the years, our multiple programmes, initiatives and events have been 

aligned with government’s national strategies, which is a multiplier effect of benefits 

for participants and stakeholders. These include most recently, ‘Harnessing Digital – 

the Digital Ireland Framework’, ‘Making Remote Work- National Remote Work 

Strategy’, ‘Town Centre First - a policy approach for Irish Towns’. 

We regularly conduct customer satisfaction surveys with our Registrar channel, and 

share the results, along with action items. We host an annual Registrar Day with 

invited keynote speakers, panel discussions and networking. 

At the international level, we also agree with the consultation document that the .ie 

ccTLD Manager must be a member of and participate at the Council of European 

National Top-Level Domain Registries.  

We would also add, though, that the .ie ccTLD Manager should also be active and 

participate at the Country Codes Naming Supporting Organisation (ccNSO) at 

ICANN. We note, though, that membership in the ccNSO is only possible, if the .ie 

domain name is redelegated to the recognised ccTLD manager. 

We therefore believe that the Terms of Endorsement should include a commitment 

from government to take reasonable steps to support the redelegation of the .ie 

domain name to any entity recognised as ccTLD manager. 

 

  



Our vision is that our organisation is recognised as a positive driving force in Ireland’s digital economy, 
 enabling Ireland’s online community to thrive and prosper. 

__ __ __ __ __ __ ______ __ ___ __ ___ __ _____________ ______ _____________________  
 

  PUBLIC                                                PAGE | 18 

 

Q 5.3 Are there guiding principles which should be considered? 

We strongly believe in the multi-stakeholder model of internet governance.  

As one would expect from a mature organisation, we have guiding principles for 

stakeholder engagement: 

• Inclusivity and accessibility 

• Transparency in decision making processes 

• Balance of competing interests 

• Evidence-based policy development 

• Fairness and non-discrimination 

• Accountability to all stakeholders 

• Proactive communication  

• Respect for diverse perspectives 

• Commitment to the public interest 

• Cultural sensitivity and linguistic accessibility 

• Timeliness in addressing stakeholder concerns. 

 

Q 5.4 Should the .ie ccTLD governance structure be reflective of the range of 

stakeholders that rely on, or interact with, the .ie domain? 

Yes, we believe this is key to effective multi-stakeholder governance.  To achieve 

this, the Board of Directors are chosen from a wide range of different professional 

backgrounds and stakeholder groups.  

The multi-stakeholder .ie Policy Advisory Committee is also made up of 

representatives from each of the stakeholder groups recognised by the Internet 

Governance Forum: government, civil society, private sector, and the technical 

community.  

The Policy Advisory Committee also has representatives from .ie accredited 

registrars, who are elected to serve the interest of the wider registrar channel on 

policy development matters. There are term limits to ensure rotation of stakeholder 

representatives. 

The minutes of the Policy Advisory Committee meetings are promptly published on 

the company’s website, here http://weare.ie/policy-development-process/  
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Future Risks to the Security and Stability of .ie 

Q 6.1 What emerging risks does the .ie ccTLD face in relation to the security 

and stability of the .ie domain? 

The annual National Risk Assessment issued by the Department of the Taoiseach 

identifies risks and trends which may impact Ireland in the future. These include 

geopolitical, economic, societal, environmental, and technological risks.  

The 2024 Risk Assessment notes that the evolving cyber threat landscape is rapidly 

evolving with geopolitical tensions and leading to new vulnerabilities and activities by 

threat actors. The risk assessment states that ransomware is the most immediate 

risk for cyber security for Ireland as a whole.   

Emerging risks to the security and stability of the .ie ccTLD include the following:- 

• Sophisticated DDoS attacks targeting DNS infrastructure 

• DNS hijacking and cache poisoning attempts 

• Technical or criminal abuse that uses the Domain Name System  

• Advanced persistent threats (APTs)  

• Zero-Day vulnerabilities and DNS software 

• Social engineering attacks targeting registrars 

• Quantum computing threats to cryptographic systems 

• Supply chain vulnerabilities 

• Infrastructure dependencies on single points of failure 

• Emerging malware targeting DNS services 

• State sponsored cyber threats 

• Increasing costs of regulation and compliance  

As the national ccTLD manager, IE Domain Registry has implemented appropriate 

organisational and technical measures to mitigate these risks. It has a 

comprehensive Risk Policy and enterprise risk framework (ERM) which emphasises 

a structured approach to managing risk, balancing business objectives, regulatory 

compliance, and operational resilience. The policy and framework integrate clear 

processes and procedures to provide effective risk identification, assessment, 

mitigation, and monitoring. 

ISO 27001 certification, in tandem with adherence to the NIST Cyber Security 

Framework represent important parts of its defences against emerging risks. The 

organisation has embedded networks with sector-specific ISACs which provides 

information sharing on emerging risks and threat assessments. 
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Q 6.2 What is best practice for DNS administration? 

Best practices for DNS administration are considered to include at least the 

following:- 

• Anycast DNS infrastructure for isolating DDoS attacks 

• Geographic distribution of name servers 

• Strong registry-registrar authentication  

• Implementation of DNSSEC 

• Regular security audits and penetration testing 

• Modern DNS software 

• Strong access controls and authentication 

• Comprehensive logging and monitoring  

• Regular backup and disaster recovery testing 

• Automated abuse detection systems 

• Real time monitoring and alerting 

• Configuration management and change control 

The DNS infrastructure for .ie is protected by appropriate technical and 

organisational measures that ensure security, stability and resilience.  This 

commitment to DNS technical excellence has contributed to the reputation for 

technical excellence, as evidenced by IE Domain Registry always meeting or 

exceeding its SLA targets of 99.99% uptime for mission-critical services and 

applications. Additional information is set out on page 18 of the 2023 Annual Report 

& Review. 

The DNS infrastructure for .ie, for example, is protected with load balancing 

technology that effectively protects against Distributed Denial of Service (DDoS) 

attacks from spreading across the entire nameserver network. Contracts with 

multiple service providers of secondary nameserver facilities across the globe 

include the Anycast technology, which localises the impact of DDoS attacks.  

The IE Domain Registry clg also offers DNS Security Extensions (DNSSEC) and 

Registry Lock protection for .ie domain names.  These are important services to 

protect businesses and .ie domain name registrants.  

For domain name registration services, the IE Domain Registry clg also utilises a 

state-of-the-art registry platform that is globally recognised for managing domain 

name registrations in a secure and efficient manner. 

These are examples that illustrate the technical measures that should continue to 

protect the security and integrity of the .ie domain name. 
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Q 6.3 What appropriate mitigation strategies should the .ie ccTLD manager 

adopt? 

Industry best practice mitigation strategies should form an integral part of an 

Enterprise Risk Management (ERM) framework, and include: 

• Multi layered security architecture  

• Managed detection and response service operating 24/7, with SIEM services 

• Regular security awareness training for all staff 

• Incident response planning and testing  

• Strong identity verification processes 

• Multifactor authentication  

• Real time threat intelligence integration 

• Regular vulnerability assessments 

• Business continuity & disaster recovery (BCP/DR) planning 

• Supply chain security controls 

• Regular compliance audits 

• Anti abuse policies and enforcement 

• Technical capacity building 

• Collaboration with security researchers 

The .ie ccTLD Manager should also continue to adopt multiple organisational 

measures and mitigation strategies to protect the .ie domain name and its users. 

This should include tackling abuse which uses the DNS (whether its technical abuse, 

criminal abuse or domain registration abuse). 

The ccTLD manager should have appropriate registrant identity verification 

processes that are compliant with privacy and data protection laws, as well as the 

National Cyber Security Bill. There should also be documented, fair and affordable 

dispute resolution policies, processes and procedures on how to address domain 

name related disputes. 

The ccTLD Manager must also maintain a mature and tested network and 

information security system and a comprehensive ISMS policy framework, to ensure 

the confidentiality, integrity and accessibility of its data, as the IE Domain Registry 

clg has done. This is demonstrated by our continued accreditation in ISO 

27001:2022, which also attests to our compliance with regulatory obligations. 

The ccTLD Manager must also have a comprehensive all-hazards Enterprise Risk 

Management framework and a set of policies, procedures and guidelines to 

proactively identify, protect, detect, respond and recover from risk events, as 

defined.  

The ccTLD Manager must also have crisis communications plans embedded in its 

critical incident response framework. These playbooks must include pre-determined 

response plans for involving forensic cyber consultants, insurance company 

negotiators, board member decision makers and relevant national competent 

authorities as determined by the nature of the incident.   
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Q 6.4 How should these strategies be assessed? 

The overall health and effectiveness of the ccTLD Manager could be assessed 

through regulatory reporting requirements, and public documentation. 

• Statutory financial audits - IE Domain Registry clg publishes audited 

financial statements every year in its Annual Report & Review, published on 

its website, here https://www.weare.ie/annual-reports/.    

• ISO 27001 certification annual audits - Our network and information 

security processes, as well as our compliance with regulatory requirements, is 

evidenced by our ISO 27001:2022 accreditation and by adherence to the 

NIST cybersecurity framework (CSF). 

• Regulatory reporting framework – compliance with the transposed NIS1 

Directive, whereby IE Domain Registry was designated by the Irish 

government as an operator of essential services (OES) in 2019. Future 

compliance with the National Cyber Security Bill, which is set to transpose the 

NIS2 Directive. 

• Publication of a Risk Report from the Board, to include a Risk Appetite 

statement, as part of the annual reporting cycle, and published on the 

company website. 

IE Domain Registry follows industry best practices for assessment of these 

mitigation strategies, in accordance with its Enterprise Risk Management framework 

and Risk Policy, including: 

• Regular independent security audits 

• Performance metric and KPI’s 

• Incident response effectiveness reviews 

• Benchmarking against other ccTLD’s 

• Risk assessment reviews 

• Penetration testing results 

• Recovery time objective testing 

As an integral part of its BCP/DR process, IE Domain Registry has an escrow 

agreement with a national institution whereby relevant data sets within the .ie 

database are extracted, encrypted and transmitted to a third-party, to be held in 

safekeeping and only released to appropriate (named) authorities in the unlikely 

event of a catastrophic event occurring at the registry, including receivership, 

liquidation, insolvency, failure to rectify a deficiency etc. This added layer of 

resilience, reliability and protection provides business continuity and peace of mind 

for Government, regulators and stakeholders. 
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Q 6.5 How should the .ie ccTLD manager engage with the Government in its 

management of risks? 

This has always been a key priority for the IE Domain Registry CLG. Besides 

reporting or notification requirements that are required by law, the .ie ccTLD 

Manager should continue to have a collaborative and productive relationship with 

Government departments. 

Under the company’s Constitution, a seat on the Board of Directors is reserved for a 

representative to be nominated by the Minister. Government departments should 

continue receive a copy of the company’s Annual Report & Review, which should 

incorporate a Risk Report, encompassing it’s Risk Appetite and Risk Mitigation 

strategies. 

When NIS2 is transposed into national law, the company hopes that the National 

Competent Authority, the NCSC, will have processes in place for: 

• Joint cyber exercise participation  

• Information sharing agreements 

• Critical infrastructure protection planning 

• Emergency response coordination  

• Cyber strategy planning consultation 

• Incident notification protocols. 

 A ccTLD manager should be part of an industry approved ISAC for the purposes of 

information sharing about cyber threats and known vulnerabilities. An ISAC is an 

essential resource for its sector in sharing resources on serious incident response 

strategies and risk mitigation strategies. The .ie ccTLD manager should also be a 

member of the NCSC’s CORE group, to maximise the information cross-sharing 

potential. 

Similarly, a ccTLD manager should be a member of it’s regional organisation – in 

Europe, this is CENTR – which shares information on policy, regulatory matters and 

consumer related issues. 

Government officials are currently eligible organisations and play a full part in the 

Policy Advisory Committee (PAC) in multi stakeholder processes to develop 

consensus on Internet policy changes, and in particular those cyber security 

measures impacting consumers through domains in use in the .ie namespace. The 

proposed Terms of Endorsement should provide for a permanent role on this 

Committee for Ireland’s ICANN Government Advisory Council representatives to 

ensure there is continued collaboration. 

There should be a public multistakeholder IGF forum for an exchange of diverse and 

inclusive views in relation to those matters and the priorities on the ongoing ICANN 

agenda, which are of interest to stakeholders and significantly interested parties in 

the local Internet community in Ireland. 

Appropriate staff from the TLD and from the registrar channels should be invited to 

participate on government forums, which have a digitalisation agenda. They are 
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uniquely positioned to share insightful data, which can be valuable to policy makers 

and decision makers on government’s initiatives for strategy implementation and 

execution. This is particularly true as we proceed through the EU Digital Decade, at 

a time when significant EU funding is available for digital endeavours. 

As well, the National Cyber Security Bill will require close collaboration with 

regulatory authorities – namely ComReg, and the NCSC.  The .ie ccTLD Manager 

should continue to work collaboratively with these entities. The TLD should be invited 

to participate in cybersecurity tabletop exercises, particularly those which are 

simulating interruptions in services provided by critical Internet infrastructure 

providers. 

The company has engaged effectively with government, through their 

representatives on the Policy Advisory Committee. This was particularly important 

during the time on the Policy Advisory Committee addressed the issue of abuse 

which uses the DNS, a topic which was very high on the international agenda of 

concerned organisations. 

During many meetings, the process for tackling DNS abuse was developed along the 

principles of being proactive, rather than reactive, and working in a co-operative way 

with regulatory bodies and law enforcement. Protocols, procedures and processes 

were designed and developed with multi stakeholder input, including from CyberSafe 

kids and Hotline.ie.   

This is just one example of how the IE Domain Registry has cooperated and 

engaged with government to help ensure the stability and security of the .ie domain 

name space. 
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Annex A – Testimonial Letters 
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