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Re: ComReg Submission to Ireland's ccTLD Management Consultation

1.

The Commission for Communications Regulation (“ComReg”) is the statutory
body responsible for the regulation of the electronic communications sector
(telecommunications, radio communications, broadcasting transmission and
premium rate services) and the postal sector in accordance with European Union
(“EU”) and Irish law. ComReg also manages Ireland’s radio spectrum and national
numbering resources.

ComReg will also be designated as a sectoral National Competent Authority for
the NIS2 Directive'. While ComReg awaits transposition to finalise its functions
and obligations, it is expected that its core roles will be supervision and
enforcement of the requirements of NIS2 for certain entities. Two such entities,
included within the sector of Digital Infrastructure, are “DNS service providers,
excluding operators of root name servers” and “TLD name registries”.

The Government has also designated ComReg as the National Competent
Authority under the European Union (Resilience of Critical Entities) Regulations
20242 for the Digital Infrastructure sector. Again, DNS service providers and TLD
name registries are two of the categories of entities included in this sector. The
requirements laid down in the NIS2 Directive are at least equivalent to the

' Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on
measures for a high common level of cybersecurity across the Union, amending Regulation (EU)
No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive)

28.1. No. 559/2024 - European Union (Resilience of Critical Entities) Regulations 2024



corresponding obligations in the CER Directive® and certain obligations of the CER
Directive should not apply to entities belonging to the Digital Infrastructure sector
in order to avoid duplication and unnecessary administrative burden.

4. On 17 December 2024, the Department of the Environment, Climate and
Communications (the “Department”) published a Public Consultation on
Ireland’s country code Top Level Domain (ccTLD) Management (the
“Consultation”). This submission provides ComReg’s general comments and
considerations rather than addressing each of the guiding questions provided
within the four discussion areas in the Consultation.

5. According to the Consultation, “the state is seeking to establish a Terms of
Endorsement for Ireland’s ccTLD domain name manager, setting out the core
principles shared by the parties (i.e. the Department and the ccTLD manager) and
providing safeguards around the management of the .ie registry. This agreement
will be the chief oversight arrangement between the Department and the manager
and aims to recognise the role and autonomy of the manager and the broader
internet community in developing internet policy within Ireland.”

6. ComRegwelcomes the consultation and the proposed approach to seek views to
help shape the endorsement agreement while ensuring “the perspectives,
priorities and preferences of Irish stakeholders are captured and considered.”

7. Currently the .ie ccTLD is delegated by ICANN* and IANA® to UCD Computer
Services (UCDCS) Department as the “Sponsoring Organisation” for the registry,
while the practical day-to-day administration of the domain is handled by an
independent not-for-profit organisation, the IE Domain Registry CLG (IEDR). The
de-facto incumbent Registry Operator.

8. The Communications Regulation (Amendment) Act 2007 (the 2007 Act)® amended
Part 4 of the Electronic Commerce Act 2000,’ (the 2000 Act) transferring to
ComReg powers to make regulations affecting the management and
administration of the .ie ccTLD. This includes powers to specify, either on an
interim or permanent basis, “an entity as the authority authorised to register ‘.ie’

3 Directive (EU) 2022/2557 of the European Parliament and of the Council of 14 December 2022 on the
resilience of critical entities and repealing Council Directive 2008/114/EC

4]CANN - Internet Corporation for Assigned Names and Numbers, the organisation with responsibility for
co-ordination of the Internet. —-www.icann.org

S1ANA, the Internet Assigned Numbers Authority, maintain the data for the Internet root zone and co-
ordinate any changes to it. IANA is part of ICANN.

5 https://www.irishstatutebook.ie/eli/2007/act/22/section/21/enacted/en/html#sec21

7 https://www.irishstatutebook.ie/eli/2000/act/27/enacted/en/print#sec31
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domain names”. As noted in the Consultation, ComReg has yet to exercise this
function pursuant to section 32(4)(a) of the 2007 Act.

The Consultation further states that, “Separately, the government is also
proposing legislative amendments that will provide last resort measures and
powers for the state in the case of a serious failure of Ireland’s .ie registry manager
to perform their duties.” This recognition by the Department that current
legislative provisions must be amended is a positive step.

For the avoidance of doubt, ComReg has sought, since 2009, that Part 4 of the
2000 Act (as inserted by the 2007 Act) be repealed rather than amended. ComReg
affirms that the existing legislation, is not exercisable by it, due to a clear
divergence between the intellectual property rights asserted by IEDR over the ‘.ie’
domain registry and the statutory rights afforded to ComReg.

ComReg fully agrees with the Department’s proposal that legislative
amendments are required to clearly establish the terms of being an authority to
manage Ireland’s .ie domain, events that would constitute a serious failure, and
what steps would be involved in the re-delegation of the manager. However, in
ComReg’s view, this should be in the form of a repeal of the existing legislation,
rather than amendments, to what is already unworkable existing legislation.

ComReg agrees with the Department’s proposals for the .ie ccTLD Manager’s
roles and responsibilities set out in Chapter 3 of the Consultation. The .ie ccTLD
is avaluable national resource and the Department needs to satisfy itself that the
.ie ccTLD Manager shall discharge its functions in a manner that best serves the
interests of the Irish Internet community and meets the expectations of
government and the public at large.

ComReg has always been of the view that in order to fulfil its statutory function it
must be able to ensure continuity of the .ie registry, in the event of failure or
imminent failure of any kind by the appointed “authority authorised to register “.ie’
domain names.”

In ComReg’s view, this is an essential pre-requisite to the formal statutory
appointment of an authority as the absence of a continuity measure poses a
potential risk in terms of continuity of the registry function.

ComReg observes that the key principles of the proposed Terms of Endorsement
in the Consultation include that:



“No private intellectual or other property rights should inhere in the .ie
ccTLD itself, nor accrue to the delegee as the result of delegation or to any
entity as a result of the management, administration, or marketing of the
ccTLD”

16. This approach follows the ICANN policy in relation to ccTLDs as set out in the
ICANN Principles for Delegation and Administration of ccTLDs (February 2000) 8
and recognises that a domain name system is a public resource and any
organisation which is designated to exercise the “public trust function ofa ccTLD”
acts as a trustee for the delegated domain and should not acquire any private,
intellectual, or other property rights in the ccTLD itself. °

17.While ComReg welcomes the Department’s approach, any proposed new
legislation will need to consider and address the intellectual property rights
asserted by IEDR over the ‘.ie’ domain registry.’® It remains unclear how the
Department intends to address this fundamental issue.

18. Given the critical importance fulfilled by the role of the .ie registry manager, it is
vital, in ComReg’s view, that there is certainty of the definition of what constitutes
a serious failure, and the subsequent steps to be taken by the State as a lastresort
(e.g. step-aside powers, power to redesignate a new entity as the authority etc.),
in the event of such a serious failure. For the avoidance of doubt, ComReg
considers ‘serious failure’ in this context to include not only technical failure but
also financial or corporate governance failure.

19.In terms of what form any new legislation might take, ComReg observes the
importance that the processes that involve third party stakeholders in developing
policy around the ccTLD are open and transparent and this Consultation should
assist with achieving this objective. The perspective of the Internet Community is
a critical voice in designing any regulatory, legislative or cooperative framework
for a country’s ccTLD management.

20.ComReg considers that all policy decisions regarding Ireland’s c¢cTLD
management need to be made, and all relevant legislation needs to be enacted,
before changing the ccTLD manager designation (i.e. the “Sponsoring

8 https://archive.icann.org/en/committees/gac/gac-cctldprinciples-23feb00.htm

9 The ICANN Principles for the Delegation and Administration of ccTLDs adopted by the Governmental
Advisory Committee to ICANN in April 2005, which is intended to “update” the principles set out in the
February 2000 Guidelines (as referred to above) does recognise that intellectual property rights may accrue
to a ccTLD Registry.

10 See ComReg document 09/01s relating to submissions received from respondents to Consultation on
Regulation of .ie and IEDR’s submission at section 9 (page 37):

https://www.comreg.ie/media/dlm uploads/2015/12/ComReg0901s.pdf



Organisation”) with IANA/ICANN. To redesignate the ccTLD manager in advance
of legislative change risks seriously limiting the Department’s discretion in terms
of its policy decisions in this area.

Yours sincerely,

_, Commission for Communications Regulation




