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1 Introduction

In December 2024, the Department of the Environment, Climate and Communications
(DECC) issued a public consultation to help inform the governance framework for the

management of Ireland’s country code top-level domain (ccTLD), “.ie’.
The purpose of the consultation was to seek views on:
e The most appropriate framework for the management of the .ie top-level domain

e How to ensure that Government and community expectations inform the .ie ccTLD

manager’s operation and decision-making
e Mitigation strategies to address future risks to the security and stability of .ie

The objective was to establish terms and conditions for the domain name manager for
Ireland’s .ie domain registry, setting out the key requirements and principles that must be

adopted by the managers of a crucial piece of internet infrastructure.

The department received 6 submissions as part of the public consultation. Broadly speaking,
there was agreement around the proposed terms of endorsement in the consultation

document, and on this basis a draft Terms of Endorsement has been included below.
Submissions were received from:

e Blacknight Solutions

o ComReg

e GlicIT

e |E Domain Registry Ltd.

e Tucows Inc.

e University College Cork IT Law Clinic

Below is a short summary of some of the key insights gained from the submissions. Full
copies of the submissions themselves are available at the following webpage: Consultation

on Ireland’s country code top-level domain (ccTLD) management




2 Key Insights

2.1 Transparency & Stakeholder Engagement

A central theme that emerged across the submissions was the importance of the manager of

the .ie domain name adopting a participative, multistakeholder approach to the management

of policies associated with the domain.

Transparency across several aspects of the management of the domain was emphasised,

with particular focus on:

Pricing

Registering new registrars

Decision-making processes & policy-development processes
Composition of the board

Governance (public annual financial statements, independent external audits, public

consultation mechanisms)

Risk reporting

Key stakeholders identified across the submissions include:

National

.ie domain name registrants
Registrars providing .ie registration services

The local internet community (including civil society, the private sector, government,

academic and research institutions, and the technical community)
HEAnet — Ireland’s National Education and Research Network
Internet Neutral Exchange (INEX)

Department of Culture, Communications and Sport

Department of Enterprise, Tourism and Employment (DETE)
National Cyber Security Centre (NCSC)

Commission for Communications Regulation (ComReg)

Competition & Consumer Protection Commission (CCPC)



e National regulators who have roles and responsibilities in relation to online safety and

combating online fraud and criminality

¢ An Garda Siochana, in particular the GNCCB and GNECB
European

e Council of European National Top-Level Domain Registries (CENTR)

o European Dialogue on Internet Governance (EuroDIG)
Global

o Internet Corporation for Assigned Names and Numbers (ICANN)

e Internet Assigned Numbers Authority (IANA)

e RIPE Network Coordination Centre

e DNS-OARC

o Internet Governance Forum (IGF)
Technical Partners

o NetCraft — monitoring of .ie websites for technical DNS abuse

e Cyber Ireland and IRISS

e Internet Watch Foundation

e Hotline.ie
Dispute Resolution Partners

e EU Net Neutrals — independent mediators and arbitrators

o World Intellectual Property Organisation (WIPO)

e The Association of Patent and Trademark Attorneys (APTMA)
National Digital Development

e Retail Excellence Ireland

e Guaranteed Irish

e Digital Business Ireland
Partners in Digital Town programme with DRCD’s Town Centre First

e Dublin City University



e University of Galway

e Department of Rural and Community Development

2.2 Upholding Industry Standards

Several of the consultations mentioned the importance of the domain name manager closely
aligning with industry best practice and policies. This is especially important given that the
domain name system is a shared, global resource that depends on the voluntary cooperation
of multiple parties. Maintaining best practice standards is essential for ensuring the security

and reliability of the Irish domain name.
Key activities recommended in keeping up with industry standards include:

o Being aware of and up to date with ICANN policy changes and other industry and

technological advancements, as well as cybersecurity best practices
e Active engagement with supporting organisations like CENTR

e Be part of an industry Information Sharing and Analysis Centre (ISAC) for the

purposes of information sharing about cyber threats and known vulnerabilities
e Follow industry best practices for assessment of risk mitigation strategies, including:
o Regular independent security audits
o Incident response effectiveness reviews
o Benchmarking against other ccTLDs
o Risk assessment reviews
o Penetration testing

o Recovery time objective testing

2.3 Security and Stability

Several submissions highlighted that the domain registry will fall under the Network and
Information Security Directive, commonly known as the NIS2 directive, and its
implementation in Ireland through the National Cyber Security Bill due to be enacted by the
Department of Justice, Home Affairs and Migration in 2025. This will entail enhanced

network security requirements.

One submission indicated that in defining a ‘TLD name registry’, NIS2 envisages that the
entity that has been ‘delegated’ a specific TLD is the same entity that is responsible for

administering the TLD, and pointed out that within the global TLD records managed by



IANA, the entity that is currently delegated to manage the .ie ccTLD (UCD) is not the same
as the entity that administers the ccTLD (.IE).

2.3.1 Resilience & Emergency Planning
One submission stated that a structured crisis communication plan should be in place in the
event of a major security incident. This would outline predefined actions for notifying affected

stakeholders, including registrars and the public, in a timely and coordinated manner.

Echoing this, another submission stated that in the event of a successful cyber-attack on the
registry, the ccTLD manager has a duty to prevent and stop the stealing of private data and

to inform the public, especially the owners of affected domains.

One submission indicated that the ccTLD manager should be a participant in joint cyber
exercises, particularly those that simulate interruptions in services provided by critical

internet infrastructure providers.

2.3.2 Education and Awareness
One submission suggested that the ccTLD manager should take an active role in educating
registrants by developing easy-to-understand resources on safe domain use, cybersecurity,

and digital identity.

2.4 Emerging Technologies

Consultation responses highlighted the importance of strategic foresight and planning in
relation to emerging technologies and trends. Blockchain-based DNS systems were
highlighted as a potentially destabilising influence on the traditional DNS system, and Al was

highlighted as an emerging technology which could help with DNS security/automation.

2.5 Human Rights & Sustainability

One submission suggested that the governance framework for the .ie domain name should

prioritise human rights, ethical principles and environmental sustainability.

2.6 Legislation & Regulation

The consultation paper referenced the existing regulations relating to domain name
registration in Ireland and the potential need for amendments to ensure last-resort

safeguards for the .ie domain name in the case of a serious failure of the manager.

One submission agreed that clarity was needed in this area, suggesting that existing

legislation should be repealed.



One submission agreed with the need for legislative clarity and transparency around what
constitutes as a serious failure, but that any legislative amendments should not be a pre-
requisite for the terms of endorsement being established between the government and the
manager of the .ie domain name. It also recommended that the government review existing
legislation to determine whether there are already provisions for adequate enforcement over

the management of the .ie domain name. In particular:

e Serious failures of privacy and data protection are already covered by the Data
Protection Act 2018

e Serious failures relating to cyber security, including all-hazards risk management and

supply chain security, will be covered by the National Cyber Security Bill

e Serious failures of corporate governance are already covered by the Companies Act
2014

e The Electronic Commerce Act as amended by the Communications Regulations
(Amendment) Act 2007, already provides ‘reserve powers’ to appoint an interim
registration authority and powers to regulate ‘serious failures’ in terms of monopolistic

commercial practices.

Two submissions referenced one of the proposed principles in the public consultation: “No
private intellectual or other property rights should inhere in the .ie ccTLD itself, nor accrue to
the delegee as the result of delegation or to any entity as a result of the management,
administration, or marketing of the ccTLD”. Both submissions agreed with this principle,
noting that it was in line with established ICANN policy and RFC 1591.

One submission highlighted the importance of adhering to GDPR in relation to WHOIS data
and the importance of accurate and rapid response mechanisms to strengthen intellectual
property protection, ensuring trademark holders are informed of cybersquatting and

trademark infringement cases in time.

2.7 IANA Designation

The shared, global domain name system is coordinated at the highest level through the
Internet Corporation for Assigned Names and Numbers (ICANN), a multistakeholder and
nonprofit organisation. IANA, a department of ICANN, is responsible for keeping a record of
the Managers of all top-level domains as part of the root zone database. In the case of
country code top level domains, national governments play a role in endorsing the Manager

for these domains.



One submission suggested that the terms of endorsement, established between the
government and the manager of the .ie domain, should be sufficient grounds for the
government to endorse that manager with IANA, ensuring that they are officially on record as

part of the root zone database.

However, another submission suggested that all relevant legislation should be enacted prior

to any endorsement by the government of the .ie domain name manager.

2.8 Review Period

There was some disagreement regarding the appropriate length for a periodic review of the

Terms of Endorsement. The consultation document proposed a length of “3 years”.

One submission agreed with this proposed length, recognising that it “in line with the
approach adopted by some other governments”. However, another submission, in
recognition of circumstances where a new ccTLD manager was appointed and required time
to mature and develop their effectiveness, suggested that a period of 5-7 years would be
more appropriate. It was pointed out that in the Netherlands, the agreement with the ccTLD

manager is for 7 years, while in Denmark it is 6-8 years.

2.9 Consumer Protection

One submission suggested that the designated ccTLD manager work closely with the
Competition and Consumer Protection Commission (CCPC) to guarantee that regulations
that govern the displaying of relevant company information on websites are abided by and

that the controls around who can register a .ie domain are strengthened.

3 Conclusion & Recommendations

Based on the feedback received in the public consultation, as well as comments received
from other government departments with interest in this area, the following core principles

were chosen to form the basis for a Terms of Endorsement for Ireland’s ccTLD manager:
o Respect and advocate for the multistakeholder approach
e Operate in the interest of the public
e Engage with the Irish government

e Foster trust and confidence in the .ie namespace



e Irish owned and operated
e Promote competition, fair trade and consumer protection
o [Effective and transparent governance

These principles accompany some essential technical functions that the ccTLD manager will
have to fulfil, including operating the .ie DNS infrastructure in a safe and secure manner,

maintaining the .ie registry, and actively participating in regional and global DNS forums.

The terms will be reviewed every 5 years, with discretion provided to the Minister to review

and update the terms when needed.

The Department will continue to separately progress updates to existing legislation in this
area, and any changes made will also require reviewing the Terms of Endorsement to
ensure alignment. Setting out clear roles and obligations in legislation remains an important

priority for the Department to ensure the continuity of the database.






