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1 Introduction

The Department of Climate, Energy and the Environment serves the public, and supports the

Minister, Ministers of State, and the Government in fulfilling their role.

The Department’s mission, as outlined in the Statement of Strategy, is to collaboratively deliver
policies and programmes to empower people, communities and businesses to continue the

transition to a better quality of life for current and future generations.
2 Data Privacy Notice

The Department of Climate, Energy and the Environment takes your privacy seriously and is

fully committed to keeping your information private and secure.

The processing and sharing of personal data come with significant rights on your part and

significant responsibilities on ours.

This Data Privacy Notice is provided to fulfil our obligations under the General Data Protection
Regulation (GDPR) and the Data Protection Act (2018), which requires greater accountability
and transparency from organisations with regard to your personal information, and which gives

you greater control over how we use it.

The Department has policies, processes, and organisational measures in place to comply with

these obligations and to protect all personal data processed.

Our Data Privacy Notice explains how and when we collect personal data from and about you,
why we do so and how we treat this information. It also explains your rights in relation to the

collection of personal information and how you can exercise those rights.
3 Purpose of Data Processing
The Department must process personal data at certain times in order to fulfil the performance

of its tasks, comply with legal obligations and to carry out official functions of the Department.

Where personal data is processed by the Department, it is processed in a manner that is
consistent for the purpose of which it was provided. Personal data is only processed where it is

both proportionate and necessary to fulfil the required aim.

The below list, which is not exhaustive, details some common data processing activities that

may occur within the Department.

e Compliance with legal obligations.



Responding to queries and requests for information from members of the public and
other third-parties, such as, elected representatives, interest groups and other

stakeholders.

Meeting Departmental obligations to the Oireachtas, including briefing materials,

submissions and parliamentary questions.

Collecting information required to organise events, workshops and seminars with

external stakeholders, and to follow-up with attendees thereafter,

Collecting and maintaining geoscience data through fieldwork and associated scientific

operations.

Carrying out public consultations.

Administering and/or assisting in the administration of grants and grant payments.
Payments and receipts processing to suppliers, staff, etc.

Appointing members to Boards and Committees.

Governing agencies and bodies that are under the aegis of the Department.

Stakeholder engagements, which includes communications across media platforms,

events and mailing lists.
Fulfilling any obligations the Department has in relation to the EU.
Fulfilling the terms of contracts and agreements with service providers.

Meeting Departmental obligations under legislation such as the Freedom of Information
Act 2014, Data Protection Act 2018, National Archives Act 1986 and Protected
Disclosure Act 2014.

The Department also processes personal data for internal purposes such as facilities

management, ICT and in relation to staff and employees to fulfil HR requirements.

4 Legal Bases for Data Processing

To process personal data, the Department must have an appropriate lawful basis in place. This

lawful basis will differ depending on the nature of the data processing activity in question, with

some examples outlined below.

Consent: An individual can provide a clear, freely given and specific indication of their
wish to the processing of personal data relating to themselves. For example, an

individual’s participation in a survey or call for submissions.



e Contract: The Department may rely on this lawful basis if processing personal data to
deliver a contractual service, or to fulfil the terms of a contractual service. For example,

facilities management and human resource management.

e Legal obligation: The Department can rely on this lawful basis if it needs to process
personal data to comply with a common law or statutory obligation. For example,

responding to a Freedom of Information request or a parliamentary question.

e Public interest/public task: The Department may rely on this basis if it needs to
process personal data: ‘in the exercise of official authority’ — this covers both public
functions set out in law; or to perform a specific task in the public interest that is set out

in law. For example, research studies or awareness campaigns.

e Legitimate interest: As a public body, the Department may only rely on legitimate
interests whereby there is a legitimate reason for the processing, and it is not related to
its role in performing tasks as a public authority. For example, processing relating to

ICT purposes or health and safety.

4.1 For Individuals 18 or Under

We are committed to protecting the privacy of children aged 18 or under. If you are aged 18 or
under, you must get a parent or guardian’s permission before you provide any personal data or

personal information to the Department.
5 Special Category Data

Special category data refers to personal data that has been given a heightened security by the
GDPR due to its sensitive nature. It is described in Article 9(1) of the GDPR, and includes the

below categories of data:

data revealing racial or ethnic origin, political opinions, religious or philosophical
beliefs, trade union membership, genetic data, biometric data, and data
concerning health or data concerning a natural person’s sex life or sexual

orientation.

In the course of its functions, the Department may need to process special category data for
specific purposes, whereby it is proportionate and necessary to do so, and an appropriate

condition has been identified under Article 9 of the GDPR, such as:
e Explicit consent of the data subject.

¢ In the field of employment, social security and social protection law:



For the establishment, exercise or defence of legal claims or whenever courts are

acting in their judicial capacity.

Reasons of substantial public interest, on the basis of Union or Member State law,

where proportionate to the aim pursued.

The purposes of preventive or occupational medicine, for the assessment of the

working capacity of the employee, medical diagnosis.

For archiving purposes in the public interest, scientific / historical research purposes or

statistical purposes.

6 How Personal Data is Collected

The Department collects personal data in several ways, with the below representing some of

the most common ways the Department collects personal data.

Directly from the data subject (e.g., in submitting an FOI request, emailing the

Minister’s Office directly, engagement with customer service, etc).

From elected representatives corresponding with the Department on someone else’s
behalf.

Suppliers, contractors and service providers.

Other Government Departments, agencies, regulators, and supervisory authorities.
Departmental employees and employees working on behalf of the Department.
CCTV footage.

Stakeholder engagements and online public submissions.

Board and committee appointments.

Grant recipients,

Individuals who attend events hosted by the Department.

Through fieldwork and scientific operations, i.e., the work of Geological Survey Ireland.

7 Sharing of Personal Data

The Department may also share personal data with third parties in limited, specific, situations

where it is necessary to allow the Department to perform its functions effectively.



For example, in order to answer queries from public representatives, we may need to share

personal data to state bodies under our aegis.

It is important to note that personal data will only be shared where it is proportionate and
necessary to do so, where it is required to fulfil a specific purpose, the sharing is consistent

with the manner in which it was disclosed, and there is an appropriate legal basis to do so.

Whereby the Department is regularly engaging with third parties, necessary documentation is

put in place, such as Data Processing Agreements and Joint Controller Agreements.

7.1 Sharing Data Outside of the European Economic Area

In the course of its business, the Department does not generally transfer information to
organisations / countries based outside of the European Economic Area (EU countries, plus

Iceland, Norway, and Liechtenstein) except for specific and limited purposes.

Where transfers take place outside of the EEA, the Department works to ensure all personal
data disclosed is subject to appropriate safeguards and technical controls, such as standard

contractual clauses or on the basis of an adequacy decision.
8 Data Storage and Retention

Personal data is only retained by the Department for as long as is necessary to fulfil the
purpose of the data processing activity, and to comply with any legislative or statutory

requirements, such as the National Archives Act, 1986.

The Department implements appropriate technical and organisational measures to ensure that
all data held under its control is secure and is not at risk from unauthorised access thereby
ensuring the confidentiality, integrity, and availability of the data. Security systems, measures
and policies covering the protection of personal data are reviewed regularly and updated

where appropriate.

Generally, the Department securely stores files and records electronically. In the case of both
electronic and physical records, staff are asked to consider and review access controls to files
as appropriate. In the case of legacy files, the Department engages the service of a third-party

storage provider who provide secure off-site storage for these records.
9 Use of Cookies

Like many other websites, the Department of Climate, Energy and the Environment website

uses ‘cookies’. Cookies are small data files placed on your device when you browse online.



They are standard across most websites and do not affect your device. Cookies help make

websites work more efficiently and provide information to the owners of the site.

Cookies enable us to monitor the number of people visiting our site. We do not use cookies to
collect or record information about users’ names, addresses or contact details. We may collect

and store general information such as:
e your Internet domain;
e your IP address;
e the type of browser and operating system you used to access our site;
e the date and time you accessed our site;
e the pages you visited and documents downloaded;
e the number of bytes transmitted and received for each request.
We use any information we collect for statistical and administrative purposes only.

We examine this information to determine the traffic through the server, and to specific pages

or applications, and in order to deliver better services.

It is possible to switch off cookies by setting your browser preferences. Turning cookies off

may result in a loss of functionality when using our website.

Our website may contain links to other websites run by other organisations. This privacy notice
applies only to our website, so we encourage you to read the privacy statements on the other
websites you visit. We cannot be responsible for the privacy policies and practices of other

sites even if you access those using links from our website.

In addition, if you linked to our website from a third-party site, we cannot be responsible for the
privacy policies and practices of the owners and operators of that third party site and

recommend that you check the policy of that third party site.
100Our Responsibilities under GDPR

It is the responsibility of the Department, as a data controller, to ensure that personal data is
processed in compliance with the principles of GDPR & data protection legislation, as set out

below.

i. Lawfulness, Fairness, and Transparency.
o Any personal data processed must have an appropriate legal basis identified
under Article 6 of the GDPR. If special category data is processed, a further
basis must be identified under Article 9 of the GDPR.



https://www.dataprotection.ie/en/organisations/know-your-obligations/lawful-processing

o The processing must be fair and transparent to the data subject, with all critical

elements of the data processing activity made clear.
ii. Purpose Limitation.

o Personal data should only be collected for specified, explicit, and legitimate
purposes and not further processed in a manner that is incompatible with the
purpose for which it was originally collected.

iii. Data Minimisation.

o The minimal level of personal data should be processed in order to fulfil the
purpose of processing — consideration should be given to each specific category
of personal data to be processed, and personal data should only be processed
if the purpose of the processing could not reasonably be fulfilled by other
means.

iv. Accuracy.

o When processing personal data, the Department must take steps to ensure that

the personal data is both accurate and up to date.
v. Storage Limitations.

o Personal data should only be kept in a form which permits identification of data

subjects for as long as is necessary for the purposes for which it was collected.
vi. Integrity and Confidentiality.

o Appropriate security, technical and organisational controls should be put in

place to protect the personal data, ensuring it is stored securely and safely.
vii.  Accountability.
o The Department must be able to demonstrate compliance with the above

principles of data protection, with key policies and procedures in place.
11Personal Data Breaches

A ‘personal data breach’ is defined as a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted,
stored or otherwise processed. (e.g. the most common breach incidents that can occur are

correspondence issuing to an unauthorised third party).

The Department has policies and procedures in place to manage, investigate and review
potential breaches of personal data as they occur. If you have any concerns about any
potential breaches of your personal data, you may contact the Data Protection Officer at the

contact information as set out in Section 12 to seek further details.



12Your Rights Under GDPR

As a data subject, you have the following rights under GDPR:

Right to access — you can request a copy of any personal data we hold about you.

Right to rectification — you can request any inaccurate or incomplete data relating to

you is updated and corrected.

Right to erasure — in certain circumstances you may request that your personal data is
deleted. The Department must then undertake an assessment of whether this data can

be deleted, given our statutory functions.

Right to restrict processing — in certain circumstances, you can request that we limit

how your data is used.

Right to data portability — if the Department has processed your personal data by
your consent or contract, you can request a copy of your data in a format that allows

transfer to another data controller.

Right to object — you can object to the processing of your data for certain reasons,

and the Department will assess this case.

Right to withdraw consent — if we rely on your consent to process your personal data,
you can withdraw this consent at any time and the Department will cease to process

your personal data.

12.1 Subject Access Requests

Any individual who believes the Department is processing personal data relating to them can

submit a Data Subject Access Request (‘SAR’) to request a copy of the personal data held.

To assist the request process, the Department has developed a standard SAR form which can

be completed & sent to dataprotection@dcee.gov.ie. The Data Protection Team will then

engage with you as required in order to begin the processing of your SAR.

DCEE Subject Access Request Form Available - Link



mailto:dataprotection@dcee.gov.ie
https://www.gov.ie/en/department-of-climate-energy-and-the-environment/organisation-information/data-protection/

13 Contact Details

For more information on this notice or any data protection matters, please contact the Data

Protection Officer via dataprotection@dcee.gov.ie If you have a specific query regarding a

scheme or service offered by the Department, you should contact the relevant area of the

Department. Contact details can be found on our website.

If you are not satisfied with how the Department meets its obligations under data protection

legislation, you can lodge a complaint with the relevant supervisory authority, i.e., to the Data

Protection Commission (DPC).

Please visit the Data Protection Commission website for more information.

14Version Control

We will update this Data Privacy Notice from time to time. Any changes will be made available

on this page.

Version Date

1.0

08/02/2023

Changes made by

Data Protection Unit

Change Description

Added Version Control on foot of audit

recommendation

2.0

14/01/2026

Data Protection Team

Updated purpose of processing, data
processing activities, info on legal basis,
data sharing, storage, retention,
responsibilities of a data controller, rights
of a data subject & contact details.

General formatting, re-organised contents.
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