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Vectaury: a small DSP/DMP/
trading desk in France. €3.5M
annual turnover in 2017 (thougn
subsequently won a €20M
investment).

CNIL regulator caught it with
68 million illegal RTB records.
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TECH LAB

AdCOM Specification v1.0

FINAL v1.0

November 2018

About the IAB Technolagy Lab

The |IAB Technology Laboratory (Tech Lab) is a non-profit research and development consortium that produces and
provides standards, software, and services to drive growth of an effective and sustainable global digital media ecosystem.
Comprised of digital publishers and ad technology firms as well as marketers, agencies, and other companies with
Interests in the interactive marketing arena, |IAB Tech Lab aims to enable brand and media growth via a transparent, safe,
effective supply chain, simpler and more consistent measurement, and better advertising experiences for consumers, with
a focus on mobile and TV/digital video channel enablement. The IAB Tech Lab portfolio includes the DigiTrust real-time
standardized identity service designed to improve the digital experience for consumers, publishers, advertisers, and third-
party platforms. Board members include AppNexus, ExtremeReach, Google, GroupM, Hearst Digital Media, Integral Ad
Science, Index Exchange, LinkedIn, MediaMath, Microsaft, Moat, Pandora, PubMatic, Quantcast, Telaria, The Trade Desk,
and Yahoo! Japan. Establicshed in 2014 the |AB Tech | ab is headaduartered in New York Citv with an office in San Francisco
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"id": "1234",
"name": "Awesome Example Site", ‘Y I(r:i:shlcl_qbwcitl_for
“domain® = The website this specific person is currently viewing o oo
"mobile'": 1,
"amp": 0,
"pub™: {

"id": "9876",

"name": "Example Publisher, Inc.",

"domain": "examplepubdomain.com"

|

Various |ID codes that identify this
specific person, and can tie them to
existing profiles

"id": "a@af45c77890045deecl@Pach8443baff57c",

"buyeruid": "fcd4282456238256034abcdef220d%9aa5892",
"yob": 1990,

ngender"; "F" Distinctive characteristics of this specific person

}
"device": {
"type": 4 Distinctive information about
"ifa": "8846d6falo008bceaaf322908dfch221", this specific person’s device
"ip": "1.2.3.4", This specific person’s |IP address
"ua": "...user agent string...",
"make": "Apple",

"model™: "iPhone", Distinctive information about this specific

“hwv": "6s”, person’s device
"os": 13,

"osv'": "11.4.1",
"mcemnc'': "310-005",
"geo": {
"type": 1,
"lat": 42.3601,

This young woman’s GPS coordinates!

"lon": 71.0581,

"country": "USA",
"iteoffcet'"* =200



185721 | epiepey ¥ Gl
LABT =22 : GERD/Acid Reflux l
LABT =23 Headaches/Migraines I
IAB7-24 | Heart Disease l
LTABY=25 ' Herbs for Health

LAB =26 Holistic Healing
IABT7-27 IBS/Crohn’s Disease l
ITAB7-28 IncestfAhuse upprt
IAB7-29 oRtinence
LAB7T—30 nte , v / l
TaB7—8 1 “Men’s Health ,
TABT~37 Nutrition
IAR7-33 - Orthopedics
TAB7-34 Panic/Anxiety Disorders

IAB7-35 | Pediatrics

IAB7-36 Physical Therapy

TAB7~-37

F A Y ey S H e

Psychology/Psychiatry
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“ Surfacing thousands of vendors with broad
rights to use data w/out tailoring those
rights may be too many vendors/permissions 7

“ Publishers recognize there is no technical
way to limit the way data is used after the
data is received by a vendor for decisioning/
bidding on/after delivery of an ad... 7

“pubvendors.json v1.0: Transparency & Consent Framework?”,
IAB, May 2018
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DSP DSP

Step 1. Step 2. DSP
A person loads a Supply Side Platform DSP DSP

webpage (SSP) sends personal data | DSP
Empty ad slot (RTB bid request) to one DSP DSP

or more Ad Exchanges DSP
‘ DSP |/ # DSP

DSP
DSP DSP

3 ~~>") DSP

( =| DsSP " DSP |

Ad Exchange DSP
k DSP [ DSP

DSP
Step 3. BSP. RN DSk

Legend r | Ad Exchanges broadcast D; QR
— & Not observable Ad Exchange| the personal data (RTB ‘ \BSP Dep
—A Observable bid reques_t) to many Ssp e

Demand Side Platforms ] bsp
(DSPs) DSP ‘ DSP

\ N ' DSP
N D3P DSP

| psp | L PSP
) { | DSP

DSP DSP DSP DSP DSP DSP DSP DSP l‘\\\ﬁép DSP DSP
- / A
DSP psp {~ | DsSP DSP DSP DSP psp | * DsP |_ | DSP DSP

Irish Council for
DSP DSP DSP DSP DSP DSP DSP DSP DSP DSP DSP Civil Liberties
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D Service Policies

Third-Party Provi

he bolow list is a list of Xandr's third-party partnes



Hundreds of billions
of data leaks a day.

(The biggest data breach yet recorded)
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392 RTB broadcasts a day
per person, on average™

Billions of RTB broadcasts (daily)

<1 P18 W8-17 W17-26 [26-32

*Does not include data for Amazon and Meta
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@ AutoSave @oFf () B 9D O -

i K95 IABTL-Audience-Taxonomy-1.0-5.16.19-Final

Home Insert Draw Page Layout Formulas Data Review  View Acrobat () Tell me 12 Share ] Comments

D209 = fx =CONCATENATE(E209," | ",F209," | ",G209," | ")

A B C D

iab.

This s how the imdus&rv
celebrabted Fhe GDPRS

g TECH LAB date of application
: Audience Taxonomy 1.0
4 |JAB Tech Lab common license _
B Audience Taxonomy version 1.0 - public comment reIeasMay 201 8
| 10 | Unique ID ParentlID Condensed Name (1st2nd:-Last Tier)
203 193 191 Demographic | Personal Finance “Very Low Net Worth |
204 194 191 Demographic | Personal Finance | Low Net Worth
205 195 191 Demographic | Personal Finance | Mid Net Worth
206 196 191 Demographic | Personal Finance | High Net Worth |
207 197 191 Demographic | Personal Finance | Super High Net Worth |
208 198 1 Demographic | Politics
209 199 198 Demographic | Politics | Conservitive |
210 200 198 Demographic | Politics | Green |
214 201 198 Demographic | Politics | Independant | rish Council for
212 202 198 Demographic | Politics | Liberal | Civil Liberties

Consolidated Purchase Intent Classification +



iab.

TECH LAB

Audience Taxonomy 1.0

JAB Tech Lab common license

Audience Taxonomy version 1.0 - public comment release May 2018
* Denotes use of Geo Extension (see Tier 5 for relevant code granularity and formats)

** Denotes use of purchase intent extension

Unique ID

S O B WIDN -

Parent ID

N N D NN =

Condensed Name (1st, 2nd, Last Tier)

Demogra
Demogra
Demogra
Demogra
Demogra

Neamanoranhic | Ace Rance | 2024 |

0
0
0
0

0

NIC
NIC
NIC
NIC

NIC

Age
Age
Age
Age

Range
Range
Range

Range

18-20
21-24
25-29

Irish Council for
Civil Liberties



\C IS0l L OPITILUdIILY | I-\ {fie lel I
eligion & Splrltuallty Astrology
eligion & Spirituality | Atheism |
eligion & Spirituality | Buddhism |
eligion & Spirituality | Christianity |
eligion & Spirituality | Hinduism |
eligion & Spirituaity | Islam |
eligion & Spirituality | Judaism |

eligion & Splrltuallty Sikhism |

alician & Sniritiiality | Sairs

¥y |
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533
583
583
533
533
533
533
583
206
595
595
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595
595
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206
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607

IILCICoL | NCdl LoldlC |
Interest | Real Estate
Interest | Real Estate
Interest | Real Estate
Interest | Real Estate
Interest | Real Estate
Interest | Real Estate
Interest | Real Estate
Interest | Real Estate
on & Spi
ion & Spi
on & Spi
on & Spi
on & Spi
on & Spi
on & Spi
on & Spi
on & Spi
on & Spi
on & Spi

Interest | Rel

Interest | Rel

g
Interest | Reli
Interest | Reli
Interest | Reli
Interest | Reli
Interest | Reli
Interest | Reli
Interest | Reli
Interest | Reli
Interest | Reli

gl

0 0a 0Q 0 0o 0. Oa 09 Oq

Interest | Shopping
Interest | Sports
Interest | Sports | American Football |

rNMULCI rioOpciLics |

Houses |

Industrial Property |

Land and Farms |

Office Property |

Real Estate Buying and Selling |
Real Estate Renting and Leasing |
Retail Property |

Vacation Properties |

ituality

tuality | Agnosticism |
tuali v =

@, Irish Council for
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r
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ritualit Atheism |
rituality | Buddhism |
rituality | Christianity |
rituality | Hinduism |
rituality | Islam
rituality | Judaism |
rituality™h Sikhism | .
rituality | aaiity |




s, and Symptoms | Heart and Cardiovascular |-
s, and Symptoms | Infectious Disease |

s, and Symptoms | First Aid Supplies |

s, and Symptoms | Lung and Respiratory |

s, and Symptoms | Mental Health |

s, and Symptoms | Infertility |

s, and Symptoms | Blood Disorder |

s, and Symptoms | STD |

s, and Symptoms | Skin Condition |

PN Y o R el



s, and Symptoms | Diabetes | ¥ G
s, and Symptoms | Digestive Disorder |

s, and Symptoms | Contraceptive Products/Conc
s, and Symptoms | Dietary Supplements |

s, and Symptoms | Testosterone Boosters |

s, and Symptoms | Weight Reduction and Contrc
s, and Symptoms | Medical Devices |

atire |
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Health & Pharma |
Conditions, and Symptoms |
Allergy |

Ear, Nose and Throat |
Endocrine and Metabolic |
Eve |

oot |

Heart and Cardiovascular |
nfectious Disease |

~irst Aid Supplies |

Lung and Respiratory |
Mental Health |

Infertility |

Blood Disorder |

STD |

Skin Condition |

Sleep |

Substance Abuse |

Pain |

Bone and Joint |

Nervous System |

Cancer |

Cold and Flu |

Diabetes |

Digestive Disorder |
Contraceptive Products/Condoms |
Dietary Supplements |
Testosterone Boosters |
Weight Reduction and Control |
Medical Devices |
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Interest | Family and Relationships | Dating\L

Interest | Family and Relationships | Parenting |
Interest | Family and Relationships | Adoption and Fost
Interest | Family and Relationships | Daycare and Pre-S
Interest | Family and Relationships | Internet Safety |
Interest | Family and Relationships | Parenting Babies a
Interest | Family and Relationships | Parenting Children
Interest | Family and Relationships | Parenting Teens |
Interest | Family and Relationships | Special Needs Kids
Interest | Family and Relationships | Single Life |
Interest | Fine Art

Interest | Fine Art | Costume |

Interest | Fine Art | Dance |

Interest | Fine Art | Design |

Interest | Fine Art | Digital Arts |

Interest | Fine Art | Fine Art Photography |

Interest | Fine Art | Modern Art |
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veEMOgrapnic | rersonal rinance | Negative Net vwortn |
Demographic | Personal Finance | Very Low Net Worth |
Demographic | Personal Finance | Low Net Worth |
Demographic | Personal Finance | Mid Net Worth |
Demographic | Personal Finance | High Net Worth |
Demographic | Personal Finance | Super High Net Worth |

Demographic | Politics

Demographic | Politics | Conservi@/e |
Demographic | Politics | Green |
Demographic | Politics | Independant |
Demographic | Politics | Liberal |
Demographic | Politics | Moderate |

Demographic | Politics | Not Registered to Vote |

Demographic | Politics | Vote In Last Election |

Interest
Interest | Academic Interests

Interest | Academic Interests | Arts and Humanities |

Interest | Academic Interests |
Interest | Academic Interests |
Interest | Academic Interests |
Interest | Academic Interests |

Ilntaract | Aradarmic lnFaracte |

Critical Thinking |
Counseling |
History |

Music and Art |

DhilAaAcanhyvs |
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1al Finance
1al Finance
1al Finance
1al Finance
1al Finance
1al Finance
1al Finance

RirAc |

vV CQlliwl |

Frugal Living |
Insurance |

Personal Debt |
Personal Investing |
Personal Taxes |
Retirement Planning |
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-and Finance | Startups | ¥ e
and Finance | Business Administration |

- and Finance | Business Banking & Finance |
- and Finance | Angel Investment |

- and Finance | Bankruptcy |

. and Finance | Business Loans |

. and Finance | Debt Factoring & Invoice Disc
. and Finance | Mergers and Acquisitions |
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Insurance | Auto Insurance | ¥ coiticres
Insurance | Home Insurance |

Insurance | Life Insurance |

Insurance | Medical Insurance |

!
|
|
|
|
Insurance | Mortgage Lenders and Brokers |
|
|
|
|

Insurance | Payday and Emergency Loans |
Insurance | Retirement Planning |
Insurance | Stocks and Investments |
Insurance | Student Financial Aid |

Insurance | Tax Preparation Services |
verage Services



Purchase Intent* | Mature | Bars | ¥ ciiiiberties
Purchase Intent* | Mature | Beauty Products |

Purchase Intent* | Mature | Contraceptive Products/Condoms |
Purchase Intent* | Mature | Dating Services |

Purchase Intent* | Mature | Dietary Supplements |

Purchase Intent®™ | Mature | Drugs and Related Paraphernalia |
Purchase Intent* | Mature | Erotic |

Purchase Intent™ | Mature | Family Planning |

Purchase Intent* | Mature | Fast Food |

Purchase Intent™ | Mature | Firearms and Weapons/Gun Shows
Purchase Intent* | Mature | Fireworks |

Purchase Intent™ | Mature | Gambling/Casinos/Lottery |
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htent™ |
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Logistics and Delivery | Storage Facilities |

Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature
Mature

Mature |

Alcoholic Beverages |

Attourneys |

Background Searches/Arrest Records |
Bail Bonds |

Bars |

Beauty Products |

Contraceptive Products/Condoms |
Dating Services |

Dietary Supplements |

Drugs and Related Paraphernalia |
Erotic |

Family Planning |

-ast Food |

Firearms and Weapons/Gun Shows |
Fireworks |

Gambling/Casinos/Lottery |
Health Services |

Marijuana Products & Accessories
Medical Devices |

Nightclubs |

Online Gambling and Gaming |
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Pharmaceuticals |

itical Advertising |
itical Issue Advertising |
igious & Ceremonial |

Testosterone Boosters |
Tobacco |
Weight Reduction and Control |
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@johnnyryan

(f) processed in a manner that ensures
appropriate security of the personal data,

including protection against unauthorised or
unlawful processing and against accidental

loss, destruction or damage, using
appropriate technical or organisational

measures (‘integrity and confidentiality’).

GDPR, Article 5 (1)
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“ Surfacing thousands of vendors with broad
rights to use data w/out tailoring those
rights may be too many vendors/permissions 7

“ Publishers recognize there is no technical
way to limit the way data is used after the
data is received by a vendor for decisioning/
bidding on/after delivery of an ad... 7

“pubvendors.json v1.0: Transparency & Consent Framework?”,
IAB, May 2018
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must not: (1) use callout data ... to create
user lists or profile users; (i1) associate
callout data ... with third party data...

“Authorized Buyers Programme Guidelines”, Google,
August 2018 (current version of March 2022 is similar)



@johnnyryan

must not: (1) use callout data ... to create
user lists or profile users; (i1) associate
callout data ... with third party data...

Buyer will regularly monitor your
compliance with this obligation, and
immediately notify Google in writing if
Buyer can no longer meet ... this obligation...

“Authorized Buyers Programme Guidelines”, Google,
August 2018 (current version of March 2022 is similar)
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lab:

Prior information requirement will “break” programmatic trading

As it is technically impossible for the user
to have prior information about every data controller involved in a real-time bidding (RTB)
scenario, programmatic trading, the area of fastest growth in digital advertising spend, would
seem, at least prima facie, to be incomEatible with consent under GDPR

“The EU’s proposed new cookie rules”, IAB Europe to
European Commission, June 2017 (obtained using FOI)
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How RTB data leakage supports untrustworthy websites

Step 1.
User “Jdohn” visits
The Daily Bugle

® o
The Daily Bugle
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How RTB data leakage supports untrustworthy websites

Step 1.
User “Jdohn” visits
The Daily Bugle

Step 2.

Bid request
broadcasts personal
data about John

The Daily Bugle —}O{ >




‘Y Irish Council for
Civil Liberties

How RTB data leakage supports untrustworthy websites

3tep 1J - Step 2.
ser “dohn” visits Bid request

The Daily Bugle broadcasts personal
data about John

The Daily Bugle —}O{ )

John

Step 3.
100s of companies in the ad
auction can now re-identify
John as a Daily Bugle reader
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How RTB data leakage supports untrustworthy websites cbertes

Step 1.
User “Jdohn” visits
The Daily Bugle

Step 2.

Bid request
broadcasts personal
data about John

e o
The Daily Bugle ey’
<_J\( )

Step 4.

The Daily Bugle is
paid €1 to show ad
to John

John

Step 3.
100s of companies in the ad
auction can now re-identify
John as a Daily Bugle reader
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How RTB data leakage supports untrustworthy websites S
Step 1. ep S.
User:' “John” visits g’;gr:‘ezc}uest E;tzr,s John visits a
The Daily Bugle broadcasts personal low quality website
data about John
® O

Deb5troyTrubSt.com

A

Step 4.

The Daily Bugle is
paid €1 to show ad
to John

John

Step 3.
100s of companies in the ad
auction can now re-identify
John as a Daily Bugle reader
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How RTB data leakage supports untrustworthy websites
Step 1 . . Step 2. Step 6. Step 5.
User J_ohn visits Bid request Bid request Later, John visits a
The Daily Bugle broadcasts personal announces John is low quality website
data about John here
® O

< > /h DeStroyTru5t.com

Step 4.
The Daily Bugle is
paid €1 to show ad
to John

John

Step 3.
100s of companies in the ad
auction can now re-identify
John as a Daily Bugle reader
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How RTB data leakage supports untrustworthy websites
Step 1 . . Step 2. Step 6. Step 5.
User J_ohn visits Bid request Bid request Later, John visits a
The Daily Bugle broadcasts personal announces John is low quality website
data about John here
® O

Step 4.

The Daily Bugle is
paid €1 to show ad
to John

< > h Deb5troyTrubSt.com
é F’ €0.01 advertisement

John Step 7.

DebStroyTrubt.com is paid
€0.01 to show ad to John

Step 3.
100s of companies in the ad
auction can now re-identify
John as a Daily Bugle reader
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How RTB data leakage supports untrustworthy websites
Step 1 . . Step 2. Step 6. Step 5.
User J_ohn visits Bid request Bid request Later, John visits a
The Daily Bugle broadcasts personal announces John is low quality website
data about John here

O
!"iEi;::g%::;ii;\~‘1'lllllllllllllll IE)eaEitrt))f1ﬁrl155t.(:c>rr|
H €0.01 advertisement

Step 4.

The Daily Bugle is
paid €1 to show ad
to John

John

Step 7.
DebStroyTrubt.com is paid
€0.01 to show ad to John

Step 3.
100s of companies in the ad
auction can now re-identify
John as a Daily Bugle reader

Worthy sites lose their unique audience, and feed
a business model for the bottom of the Web.
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Estimates of % taken by “adtech tax”

+
70%
The Guardian

b
55%
AB

2016

42%
ANA

2017

60%
WARC

2018
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\ Civil Liberties

T
49%
ISBA/PwC
b
38% 1
Plum 35%
UK Competition &
Markets Authority
2019 2020
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How RTB enables fraudsters to steal from publishers and
advertisers.

Step 1.

A bot masquerading
as a human visits
The Daily Bugle

® o
The Daily Bugle




Irish Council for
Civil Liberties

How RTB enables fraudsters to steal from publishers and
advertisers.

Step 1.

A bot masquerading
as a human visits
The Daily Bugle

Step 2.

Bid request
broadcasts personal
data about Bot

The Daily Bugle —}O{ )
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How RTB enables fraudsters to steal from publishers and
advertisers.

Step 1.

A bot masquerading
as a human visits
The Daily Bugle

Step 2.

Bid request
broadcasts personal
data about Bot

The Daily Bugl'e ; _’@

) &

Bot

Step 3.
100s of companies in the ad
auction can now re-identify
Bot as a Daily Bugle reader
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How RTB enables fraudsters to steal from publishers and | Ciberes
advertisers.
itggt1r.r1asquerading g’:jr:‘ e2c;|uest

as a human visits

broadcasts personal
The Daily Bugle :

data about Bot

e o
The Daily Bugle ey’
<_J\( )

Step 4.
The Daily Bugle is
paid €1 to show ad

) &

Bot

Step 3.
100s of companies in the ad
auction can now re-identify
Bot as a Daily Bugle reader
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How RTB enables fraudsters to steal from publishers and ‘
advertisers.

Step 1.

A bot masquerading
as a human visits
The Daily Bugle

Step 2.

Bid request
broadcasts personal
data about Bot

Step 5.
Later, an

untrustworthy website
buts bot traffic

® O
( > Deb5troyTrubSt.com
Step 4.

The Daily Bugle is
paid €1 to show ad

) &

Bot

Step 3.
100s of companies in the ad
auction can now re-identify
Bot as a Daily Bugle reader
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How RTB enables fraudsters to steal from publishers and
advertisers.
Step 1. - Step 2. Step 6. Step 5.
A bot masquc-:‘r'fldlng Bid request Bid request Later, an
as a human visits broadcasts personal announces Bot is untrustworthy website
The Daily Bugle data about Bot here buts bot traffic

< > /<— De5troyTruSt.com

Step 4.
The Daily Bugle is
paid €1 to show ad

) &

Bot

Step 3.
100s of companies in the ad
auction can now re-identify
Bot as a Daily Bugle reader
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How RTB enables fraudsters to steal from publishers and
advertisers.
Step 1. - Step 2. Step 6. Step 5.
A bot masquc-:‘r'fldlng Bid request Bid request Later, an
as a human visits broadcasts personal announces Bot is untrustworthy website
The Daily Bugle data about Bot here buts bot traffic

® O
Deb5troyTrubSt.com

H €0.01 advertisement

) &

Bot

Step 4.
The Daily Bugle is
paid €1 to show ad

Step 7.
DebStroyTrubt.com is paid
€0.01 to show ad to Bot

Step 3.
100s of companies in the ad
auction can now re-identify
Bot as a Daily Bugle reader



Estimate of annual “ad fraud”, € Billions

2024

2022

2020

2018

2016

2014
1€bn

@
$5.8bn

White Ops/ANA

$6.5bn
White Ops/ANA

$7.2bn to $7.6bn
White Ops/ANA

@
$6.3bn

White Ops/ANA

10€bn

® $50bn to $140bn ®
Botlab/WFA
D
$100bn
Juniper Research
=
$32bn
CHEQ
= =
$35bn $42bn
CHEQ AdAge/Spiderlabs
O @
$23bn $42bn

CHEQ  Juniper Research

® $15bn to $45bn ®

Botlab/WFA
\f rish Cqur\cil.for
Civil Liberties

100€bn
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RTB is the biggest data breach ever. Repeated daily.

1. Data leakage exposes everyone to profiling, ands
thus manipulation, personalised hate & hysteria.

2. Data leakage suppresses journalism ad prices, and
also diverts advertising spending away from
journalism (to fraud and to “adtech tax”.

3. Data leakage makes disinformation profitable:
it allows disinformation media to monetise worthy
media’s audience (“audience arbitrage”).



Johnny.ryan@iccl.ie




