» Domestic vs foreign information manipulation, including
disinformation

» Freedom of expression vs hybrid threats to national security

» Focus on content and narratives vs TTPs (tactics, techniques
and procedures)




State and Non-State Actors and their Proxies




MOST COMMON MANIPULATION TECHNIQUES
OF THE FIMI ECOSYSTEM
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THE KREMLIN'S CYCLE OF DEATH & LIES
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conspiracy + disinformation

a match made in pro-Kremlin media




DIRAGY IN PRO-KREMLIN MEDIA

THE SHADOW
ROTHSCHILDS WORLD
, GOVERNMENT
REPTILIANS ELDERS OF
ZION
CLIMATE /
AIDS HOAX SEURET

EXPERIMENTS
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FIMI TOOLBOX

Disruption and
regulatory
responses

Diplomatic
responses




Community of

fact-checkers Governments
Stratcom
Independent Capabilities
voices/media building
Public
Broadcaster Experts’
networks

Networks on the
ground




e EU Institutions

EU Member States
International
partners

e Analysis
Rapid Alert System Assessments
Alerts
e Stratcom
Resilience

Response
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Disl%'l:“g NEWS & ANALYSIS ~ DISINFO DATABASE STUDIES & REPORTS LEARN ABOUT GUEST GONTENT

LATEST ARTICLES

| KNOW YOU ARE, BUT
WHAT AM I?

Pro-Kremlin disinformation n I SI N F@

outlets try to deflect the blame

for Russia's terrorist actions in
Ukraine and recycle previously TA R G ETI N G

used false narratives about

biological weapons u KRAI N E

01/12/2022

DAY OF SOLIDARITY WITH THROWING MUD AT EVERYONE
POLITICAL PRISONERS IN AND HOPING SOME OF IT
BELARUS - 27 NOVEMBER STICKS
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NO LAUGHING MATTER:
CRIMINAL SNOWMAN EVADES
ARREST

The Belarusian regime continues to hoid onto

FORCED LANDING
FRA4978: NECESSARY,
JUSTIFIED AND...
SCHEMED BY
WESTERN
INTELLIGENCE
AGENCIES

this week's disinformation
focuses on the forced landing of
flight FR4978, falsely claiming it
was necessary, justified and
originated in plans of Western
Intelligence agencies

10/06/2021

INFLUENCE
OPERATIONS
2017-2020

PART 2: THREAT REPORT
FROM FACEBOOK. LOOKING
FORWARD.

What should we fear for the future?

Subscribe About

Search... Q
‘Select existing tags
DD.MM.YYYY - DD.MM.YYYY & LANGUAGE s COUNTRY/REGION s Clear fields
CASES PER PAGE s
12109 resuits
DATE ~“ TITLE OUTLETS COUNTRY
07.06.2021 Ukraine to play Euro 2020 in jersey featuring fascist slogan fr.sputniknews.com, Ukraine
sputniknews.com,
francais.rt.com
07.06.2021 Pratasevich practiced shooting on unarmed Donbas civilians hu.news-front.info Ukraine,
Belarus
07.06.2021 Russia is reacting to provocative behaviour of the West sputniknews.It, Russia,
It.sputniknews.ru Europe



/3% THINGS YOU NEED TO KNOW
¥ABOUT RT & SPUTNIK%

EDITOR IN CHIEF OF RT EQUATES IT WITH A
MINISTRY OF DEFENSE.

RT & SPUTNIK ARE NOT OBJECTIVE,
NOR DO THEY STRIVE TO BE.

m RT DOES NOT FOLLOW JOURNALISTIC STANDARDS.

RT & SPUTNIK ARE A PART OF A LARGER
DISINFORMATION ECOSYSTEM.

RT EXPLOITS SOCIAL & ONLINE MEDIA TO TARGET
GLOBAL AUDIENCES

m RT HAS BEEN IN TROUBLE WITH THE LAW
BEFORE.

RT AND SPUTNIK HAVE BEEN INSTRUMENTAL
m IN PREPARING AND SUPPORTING RUSSIA'S
== INVASION OF UKRAINE.
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