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1. Introduction 

The security and resilience of  network and information systems is vital for Ireland’s 

continued security and prosperity. Critical national infrastructure and essential services rely 

on complex systems and data flows which are vulnerable to attack by cyber criminals and 

other sophisticated threat actors. To maximise the impact of the ongoing green and digital 

transformations, it is vital that governments safeguard a secure, open, stable, and free cyber 

space from the ever-growing threat of malicious activity. 

Ireland has seen first-hand the debilitating impact cyber attacks can have on vital services. 

When the HSE’s systems were targeted by cyber criminals in a ransomware attack in 2021, 

the impacts were widespread and included hospital care, imaging services, cancer 

treatments, psychiatric, and community health services. The restoration of services took 

many months, and the cost to the exchequer considerable1. Regrettably, this was just one of 

many serious cyber security incidents affecting essential services globally in recent years. 

The reality is that critical systems in Ireland’s health, energy, communications, transport and 

other key sectors are under constant threat of ransomware and other malicious cyber 

activity. In tandem with the increased threats to critical systems, businesses and particularly 

small and medium-sized enterprises (SMEs) are having to deal with an upsurge in criminal 

activity in cyberspace via ransomware, extortion, fraud, data and identity theft. This not only 

disrupts economic activity but also undermines trust and reliance on digital technologies. 

The NCSC also assesses that the risk of cyber espionage targeting public sector ICT 

systems and commercially sensitive data is high. Furthermore, the geopolitical environment 

has deteriorated further following the Russian invasion of Ukraine in February of this year . 

This deterioration has already given rise to a number of cyber security incidents associated 

with the conflict spilling over into the rest of Europe, and significantly increases the 

probability of more cyber security incidents in the future. 

The National Cyber Security Strategy, published in 2019, is a five-year whole of government 

strategy aimed at enhancing the security and resilience of Government systems and critical 

national infrastructure. The Strategy sets out a range of collaborative measures to enhance 

the cyber security and resilience of public bodies, providers of essential services, 

businesses, and households, to support the continued development of the cyber security 

industry and research community, and to ensure Ireland plays an active role in the 

international discussions on the security and stability of a free and open cyberspace. 

 
1 https://www.rte.ie/news/ireland/2022/0223/1282617-cyber-attack-cost/ 
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At its publication in 2019, the Government indicated its intention to review the Strategy at its 

mid-point to assess progress and consider new initiatives to ensure delivery across all the 

measures outlined therein. In 2021, a Capacity Review of the NCSC conducted by external 

consultants also recommended that the Strategy be reviewed in recognition of the changed 

global cyber threat landscape and evolution of the EU legislative framework. This 

consultation paper provides a brief account of progress to date in delivering the measures 

under the 2019 Strategy and possible future measures for the remaining years of the 

Strategy. This review will also lay the groundwork for an ambitious successor to this Strategy 

for the post-2024 period, which will fulfil the State’s obligations as set out in the proposed 

successor to the EU Network and Information Security Directive (NIS2). 

This paper is published to invite submissions from stakeholders and members of the public. 

There will follow a number of facilitated consultative webinars with relevant stakeholder 

groups early in 2023. A draft review will be submitted to Government at the end of the 

consultation process. Submissions, along with any questions regarding the Mid-Term 

Review consultation process, can be sent to the following email address 

CyberConsult@decc.gov.ie 

 

  

mailto:CyberConsult@decc.gov.ie
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Figure 1: Strategy Overview 
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2. Vision 

The 2019 Strategy established a vision as being “an Irish society that can continue to safely 

enjoy the benefits of the digital revolution and can play a full part in shaping the future of the 

internet”. The Strategy went on to set out the actions that would be taken to secure that 

outcome, as follows. 

To that end, we will: 

Protect the State, its people and critical national infrastructure from threats in the cyber 

security realm in a dynamic and flexible manner, and in a way that fully respects the rights of 

individuals and proportionately balances risks and costs.  

Develop the capacity of the State, research institutions, businesses, the public sector and of 

the people to both better understand and manage the nature of the challenges we face in 

this space and to ensure that businesses and individuals can continue to benefit from 

economic and employment opportunities in information technology, and in particular in cyber 

security. 

Engage nationally and internationally in a strategic manner, supporting a free, open, 

peaceful and secure cyber space, and ensuring that cyber security is a key component of 

our diplomatic posture across the full range of engagement.  

Recognising the deterioration in the global cyber threat landscape and our growing reliance 

on digital technologies across Irish society and the economy, a process accelerated during 

the COVID-19 pandemic, the vision for this Strategy could be extended to encompass the 

cyber security of businesses, educational institutions, the community and voluntary sector, 

as well as households and citizens. 

Also, the European Union’s legislative and regulatory framework has evolved significantly 

since the publication of the 2019 Strategy. The EU is a Union of values and Ireland works 

with the institutions, other Member States and like-minded States to promote the 

development of norms and standards for information and communications technology 

aligned with human rights and fundamental freedoms. Ireland also supports the ambition of 

the EU’s cyber security strategy to strengthen our capacity to respond to major cyber 

security incidents, to lead on the development of global norms and standards, and to further 

develop the EU cyber security industry. 

Q: Is the vision in the Strategy still relevant? How should it be updated 

to reflect recent developments?  
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3. Objectives 

The Strategy set out a series of high level objectives, as follows; 

• To continue to improve the ability of the State to respond to and manage cyber 

security incidents, including those with a national security component 

• To identify and protect critical national infrastructure by increasing its resilience to 

cyber attack and by ensuring that operators of essential services have appropriate 

incident response plans in place to reduce and manage any disruption to services 

• To improve the resilience and security of public sector IT systems to better protect 

data and the services that our people rely upon 

• To invest in educational initiatives to prepare the workforce for advanced IT and 

cybersecurity careers 

• To raise awareness of the responsibilities of businesses around securing their 

networks, devices and information and to drive research and development in cyber 

security in Ireland, including by facilitating investment in new technology 

• To continue to engage with international partners and international organisations to 

ensure that cyber space remains open, secure, unitary, free and able to facilitate 

economic and social development 

• To increase the general level of skills and awareness among private individuals 

around basic cyber hygiene practices and to support them in this by means of 

information and training 

 

Q: Are the objectives in the Strategy still relevant? How should they be 

updated to reflect recent developments? Are there new objectives which 

should be included? 
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4. Evolving Global Cyber Risk 

4.1 Increased Risk from Threat Actors 

In the three years since the Strategy was published, the global cyber threat environment has 

deteriorated, and the threat level has been further increased by the ongoing war in Ukraine. 

Cyber security incidents are a major risk to essential services and critical industry sectors 

throughout the world. While the vast majority of attempted cyber attacks are unsuccessful 

due to the implementation of preventative measures such as anti-virus software and multi-

factor authentication, there has been a significant increase in the number of attempts to 

breach the security of IT systems. Phishing and other forms of social engineering remain the 

most popular tactics for cyber criminal gangs. Recent years have seen a marked increase in 

the use of Ireland’s telecommunications infrastructure to launch attacks through so -called 

smishing and vishing attacks. A Nuisance Communications Task Force (NCIT) has been 

convened with the Commission for Communications Regulation and the telecoms operators 

to develop interventions to reduce the ability of cyber criminals to target individuals through 

their phones. 

In addition to cyber attacks on central government, recent years have seen an increase in 

attacks on the health sector – most notably the ransomware attack on the HSE in 2021 – as 

well as the energy and telecommunications sectors. In industry, cyber criminals are targeting 

a diverse range of services from agri-food and transport to financial and business services. 

The rise of ransomware attacks has been identif ied as a worrying trend; ransomware and 

double-extortion offers a lucrative business model for cyber criminals to target enterprises 

both large and small. In many cases these threat actors provide services to other organised 

crime groups, and the development of ransomware-as-a-service (RaaS) is leading to a 

further increase in the number of attacks on businesses and public bodies. 

The increased prevalence of supply chain attacks represents another troubling recent 

development. Many organisations and businesses outsource digital services and security 

services and this has myriad benefits such as improved quality of products and services, 

reduced costs and enhanced resilience. Government strategies have highlighted the 

immense potential of further developments in cloud computing services for economic growth 

and improved delivery of public services. However, as many organisations have 

implemented robust cyber security measures, so threat actors are increasingly seeking to 

infiltrate them via suppliers, such as in the case of the Solar Winds and Kaseya incidents. 

Ireland and EU partners are stepping up our efforts to support entities in responding to this 
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growing threat through information exchange and the development of policies and strategies 

to mitigate the risks associated with supply chain attacks. 

4.2 COVID-19 Pandemic 

The introduction of public health measures in response to the COVID-19 pandemic in 2020 

had a massive impact in the way Irish people live and work. Overnight, entire industry 

sectors shifted to remote working, and businesses and individuals had to quickly adapt to 

videoconferencing and other online tools to manage their workload. In the public sector, 

many Departments and agencies providing services to the public were disrupted and had to 

develop new ways of working. Schools and educational institutions moved online to minimise 

disruption to pupils and students. The financial system saw a major transition to electronic 

payment systems including contactless payments. We saw rapid innovations in the 

application of digital communications technology as religious services, the performing arts 

and most other forms of social interaction moved online. All of these changes expanded the 

threat surface for cyber attacks, and the resilience of networks and systems was tested like 

never before. To ensure we maximise the benefits of the digital and green transitions it is 

vital that we continue to invest in the security and resilience of Ireland’s current and future 

networks. 

4.3 Hybrid Threats 

The 2019 Strategy highlighted the emergence of hybrid threats, defined by the EU as being: 

“multidimensional, combining coercive and subversive measures, using both conventional 

and unconventional tools and tactics (diplomatic, military, economic and technological) to 

destabilise the adversary”. By their nature, these campaigns are diff icult for public authorities 

to detect and counteract. There have been a number of significant developments in this area 

in the past two years including the widespread dissemination of misinformation and 

malinformation in respect of public health measures and vaccination programmes in 

response to the COVID-19 pandemic. A number of EU Member States and democratic 

countries have been targeted in so-called “hack and leak” campaigns in which cyber tools 

are used to steal information for subsequent use in disinformation campaigns, such as the 

attack on the 2017 election campaign of French President Emmanuel Macron and the more 

recent operations targeting the Polish Government. 

The Government recognises the risk of hybrid threats to Ireland and is implementing a 

number of important measures to safeguard our electoral system and strengthen the 

regulation of online media. On 25 July the President signed into law the Electoral Reform Act 

providing for the establishment of An Coimisiún Toghcháin and implementing measures to 
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modernise the electoral registration system, regulate online political advertising during 

election periods and enhance the transparency of donations to political parties. In addition to 

continuing its ongoing engagement with the Houses of the Oireachtas Commission, the 

NCSC will work with the Electoral Commission as it carries out its important work. The 

Minister for Tourism, Culture, Arts, Gaeltacht, Sport and Media Catherine Martin, T.D. is 

progressing the Online Safety and Media Regulation Bill and the establishment of Coimisiún 

na Meán which will incorporate the Broadcasting Authority of Ireland and provide for the 

appropriate regulation of audio-visual on-demand media services and designated online 

services. 
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5. Policy Developments 

5.1 Harnessing Digital – The Digital Ireland Framework  

In February of this year, the Government published the new National Digital Strategy to drive 

and enable the digital transition across the Irish economy and society. This high-level 

framework sets out a pathway to support Ireland’s ambition to be a digital leader at the heart 

of European and global digital developments; and places a strong emphasis on 

inclusiveness, security and safety, underpinned by strong governance and a well-resourced 

regulatory framework. For example, the new Online Safety and Media Regulation Bill will 

help to protect Irish citizens from the spread of harmful online content.  The Framework 

recognises the importance of cyber security and resilience to safeguard the economic, 

social, and environmental benefits of Ireland’s digital transition. 

5.2 NCSC Capacity Review 2021 

The 2020 Programme for Partnership Government included a commitment to conduct a 

review of the capacity of the National Cyber Security Centre. In 2021 external consultants 

were contracted to carry out this review and to benchmark the NCSC with similar public 

agencies internationally. This capacity review was duly completed and in July 2021, the 

Government agreed to a series of measures to support the continued development of the 

NCSC. These included; 

• That the overall fulltime staffing complement of the NCSC be increased to more than 

45 by the end of 2022, and at least 70 by the end of 2024. 

• The drafting of Heads of a Bill to establish the NCSC on a statutory basis and provide 

for an enhanced set of powers to better protect key services, Government and 

people. 

• The development of  a 5-year Technology Strategy and an Internal Strategy, which 

will set out the future staffing and funding requirements for the organisation.  

• The delivery of  a purpose- built facility within the Department’s new Headquarters 

(HQ) in Beggars Bush.  

The exiting cross-Government group overseeing the implementation of the National Cyber 

Security Strategy 2019-2024 has been tasked overseeing the implementation of these 

measures. An action plan has been developed with targets and indicators, and work is 

progressing in line with anticipated timelines for delivery. Further detail is set out in this 

consultation paper. 
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5.3 Commission on the Defence Forces 

The report of the Commission on the Defence Forces highlighted the growing importance of 

cyber defence and the need for the Defence Forces to develop its capacity in this area, 

including through targeted recruitment. The Government has accepted in principle the 

recommendation by the Commission on the Defence Forces to create a Joint Cyber Defence 

Command managing Cyber Defence, Defence IT Services, and CIS Services, and to recruit 

further specialist personnel. The Government has also accepted the recommendation to 

publish an updated cyber defence strategy and to deepen Defence Forces involvement in 

relevant national and international forums to enhance capability development in the cyber 

domain. Cooperation between the National Cyber Security Centre and the Defence Forces 

will be strengthened and deepened in the coming years.  

5.4 EU Cyber Security Strategy for the Digital Decade 

In December 2020 the European Commission published its Cybersecurity Strategy for the 

Digital Decade setting out a range of proposals and initiatives to advance cybersecurity in 

the Union and globally. The Strategy includes initiatives to address three areas: 

1 Resilience, technological sovereignty, and leadership 

2 Operational capacity to prevent, deter, and respond 

3 Cooperation to advance a global and open cyberspace 

The Strategy calls for the four cyber communities – those concerned with the internal 

market, with law enforcement, diplomacy, and defence – to work more closely together and 

respond collectively to major cyber incidents. Highlighting the priority afforded to cyber 

security, the EU pledged to quadruple its investment in cyber security from with the previous 

financial framework. 

 

NIS 2 Directive 

The Network and Information Security (NIS) Directive is the principal EU regulatory 

instrument seeking to strengthen the resilience of critical infrastructure and essential 

services to cyber attacks. The Directive also establishes structures for cooperation and 

information exchange between Member States’ cyber authorities, and with the European 

Commission and the EU cyber security agency ENISA. The revision of the NIS Directive in 

the so-called NIS 2 Directive will greatly expand the reach of the Directive ensuring a 

harmonised, high level of cyber security controls are applied across public bodies, critical 

infrastructure, and important industry sectors. The Directive will expand the scope of the 
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compliance regime to include new sectors including manufacturing of chemicals, 

pharmaceuticals and medical devices, social media platforms, food processing and 

distribution, waste water and waste management, and postal and courier services. The 

Directive will establish a more stringent regulatory environment with significant sanctions and 

fines for entities which are non-compliant. The Directive calls for Member States to invest 

further in their own cyber security and incident response capabilities, and will foster further 

cooperation, peer learning and information exchange. The Directive is expected to come into 

force by the end of this year or early 2023, from which time Member States will have a 

period of 21 months in which to transpose into national legislation 

 

EU Cyber Diplomacy and the Strategic Compass 

In March, EU Heads of State and Government approved the EU Strategic Compass, 

outlining the way forward for the European Union in the field of security and defence over the 

course of the next ten years. The Strategic Compass, together with the EU Cyber Security 

Strategy, outlines an active EU approach to Cyber Diplomacy across five areas: 

Leadership on international norms and standards:  The EU is committing to enhanced 

diplomatic outreach and cooperation at multilateral fora, such as the UN, and engaging in 

confidence-building measures in international fora such as the OSCE and the ASEAN 

Regional Forum.  

Partnerships and international cooperation: Cyber Diplomacy will feature in EU dialogues 

with third countries and international organisation and the EU will participate in multilateral 

initiatives such as the Counter Ransomware Initiative. There will be enhanced EU 

exchanges with civil society, academics and the private sector on cyber diplomacy issues.  

External cyber capacity building: Increased EU support for cyber resilience and the 

capacities of partners to investigate and prosecute cybercrimes. Through the Global 

Gateway, the EU will strengthen connections between Europe and the world and help 

partner countries address the digital divide and further integrate into the global digital 

ecosystem. 

EU Cyber Defence Cooperation: The EU will evolve its EU Cyber Defence Policy to be 

better prepared for and able to respond to cyberattacks. Permanent Structured Cooperation 

(PESCO) projects such as Cyber Rapid Response Teams will allow deployable teams to 

respond to cyber-attacks. 
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Preventing, deterring and responding to cyber threats and attacks : The EU will use the 

cyber diplomacy toolbox in response to cyberattacks. In February 2022, the EU offered 

support to increase Ukraine's cyber resilience and defence and the PESCO Rapid Response 

Team was activated to help Ukraine defend against cyberattacks. The EU has also 

continued to publicly attribute cyberattacks, with a number of declarations issued in 2022, 

including those condemning Russian cyberattacks against Ukraine and the KA-SAT satellite 

network. This followed previous declarations by the EU in 2021 in relation to the Ghostwriter 

and Solarwinds attacks as well as malicious cyberattacks conducted from the territory of 

China. 

Hybrid and FIMI 

Under the EU Strategic Compass, the EU committed to the establishment of an EU hybrid 

toolbox comprising for instance preventive, cooperative, stability, restrictive and recovery 

measures together with a focus on strengthening solidarity and mutual assistance. The 

Hybrid Toolbox will bring together existing and, where required, new instruments to provide a 

framework for a coordinated response to hybrid campaigns affecting the EU and its Member 

States. In June 2022, the Council of the EU agreed a Framework for a coordinated EU 

response to hybrid campaigns and work is continuing   during the Czech Presidency on the 

development of implementing guidelines, which with the Framework, will become key 

components of the Hybrid Toolbox. The EU will also develop a Foreign Information 

Manipulation and Interference (FIMI) toolbox to strengthen the ability of the EU and its 

Member States to detect, analyse and respond to this threat, including by imposing costs on 

perpetrators. 

Cyber diplomacy at the United Nations and other Multilateral fora 

The Open-Ended Working Group on security of and in the use of information and 

communications technologies (OEWG) started its second mandate (2021–2025) with the 

organisational session held in June 2021. After the three substantive sessions held in 

December 2021, April and July 2022 the main stumbling stone remains the participation of 

non-state stakeholders in the OEWG process. In spite of tensions due to the Russian war in 

Ukraine, there was progress on confidence building measures and capacity building. At the 

third substantial session, held in July 2022, delegations reached a compromise on the 

Annual Progress Report, which will serve as a roadmap for further negotiations.   

In November 2022, the First Committee of the UN General Assembly adopted a resolution 

on the programme of action (PoA) on cybersecurity, which proposes to establish a PoA as a 
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permanent, inclusive, action-oriented mechanism after the OEWG 2021-2025 ends with a 

focus on: 

• discussing existing and potential threats; supporting States’ capacities and efforts to 

implement and advance commitments guided by the framework for responsible State 

behaviour, and discuss, and further develop if appropriate, this framework;  

• promote engagement and cooperation with relevant stakeholders; 

• periodically review the progress made in the implementation of the PoA as well as the 

PoA’s future work. 

The resolution also requests that the Secretary General seek the views of UN member 

states on the scope, structure and content for the PoA, and the preparatory work and 

modalities for its establishment, including at an international conference. Ireland was a co-

sponsor of this initiative. 

The United Nations Group of Governmental Experts on Advancing responsible State 

behaviour in cyberspace in the context of international security 2019/2021 published its final 

report, adopted on 28 May 2021. Of particular note in the final report was the reaffirmation 

that the serious ICT threats identified in previous reports persist, the serious concerns about 

harmful ICT activity against critical infrastructure, and an increase in states’ malicious use of 

ICT-enabled covert information campaigns to influence the processes, systems and overall 

stability of another state. The report also affirmed that norms and existing international law 

sit alongside each other and the applicability of international law, and in particular the 

Charter of the United Nations in its entirety, to the ICT environment.  
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6. National Capacity Development 

2019 Strategy Measures 

Measure 1 The National Cyber Security Centre will be further developed, particularly 

with regard to expand its ability to monitor and respond to cyber security 

incidents and developing threats in the State. 

Measure 2 Threat intelligence and analysis prepared by the National Cyber Security 

Centre will be integrated into the work of the National Security Analysis  

Centre. 

 

Progress to Date  

• As outlined above, the Government has agreed a significant expansion of the NCSC, 

increasing headcount in the Centre to at least 45 by the end of 2022 and 70 by the 

end of 2024. Progress is well-advanced and the current NCSC headcount is 34. 

• A permanent HQ facility for the NCSC is presently being developed as part of the 

redeveloped Departmental HQ at Beggar’s Bush in Dublin 4. The proposed Joint 

Security Operations Centre will be developed as part of the new NCSC HQ facility. 

Temporary accommodation has been fitted out for use by the NCSC until the new 

facility is completed towards the end of 2023. 

• Work is also advancing on the development of a technology strategy for the NCSC, 

with external consultants engaged and drafting underway. 

• The drafting of legislation for the NCSC has begun also; a detailed policy paper is 

currently being drafted, in consultation with relevant Departments, and will be 

completed early in 2023. 

• The NCSC is developing a graduate internship programme to be launched in 2023.  

• Formal reporting and information sharing arrangements have established with the 

National Security Analysis Centre. 

Proposals for Further Measures 

• Increase the NCSC’s ability to actively detect and defeat cyber threats targeting 

critical infrastructure and critical networks through a variety of means, including the 

continued development of the NCSC’s Sensor network across the systems of public 
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bodies, critical infrastructure, and other relevant constituents, underpinned by clear 

legal powers. 

• The ability of the NCSC to monitor and respond to incidents will be developed 

through the ongoing evolution of the Joint Security Operations Centre (JSOC), and 

expanded analytical and reporting capabilities 

• During the coming years, there will also be a focus on implementing a number of 

capacity building measures required to meet the requirements of the revised NIS 

Directive. 

• The NCSC will establish a national Coordinated Vulnerability Disclosure (CVD) policy 

by year end 2024, including a role for the NCSC to act as a coordinator and trusted 

intermediary between researchers and industry as required under the revised NIS 

Directive. 

• The Inter Departmental Committee on Cyber to begin the process of development of 

the third national cyber security strategy 3.0 incorporating all elements of NIS2 Article 

5 – National Cybersecurity Strategy. 

• In order to enhance the ability of critical networks and systems to withstand incidents 

in the State, the NCSC will further enhance its existing Active Cyber Protection2 

measures to identify vulnerable systems and engage with owners on remediation. 

 

Q: Are the proposed measures appropriate and relevant to the current 

situation? Are there further proposals which should be considered? 

Which, if any, proposals should be prioritised? 

  

 
2 Active Cyber Protection is the prevention, detection, monitoring, analysis and mitigation of network 
security breaches in an active manner, combined with the use of capabilities deployed within and 
outside the victim network. (NIS2 Directive, Recitals) 
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7. Critical National Infrastructure Protection 

2019 Strategy Measures 

Measure 3 The existing Critical Infrastructure Protection system flowing from the NIS 

Directive will continue to be deployed and developed, with particular focus 

on the ongoing compliance and audit programmes to mitigate risks to key 

services. 

Measure 4 The NCSC, with the assistance of the Defence Forces and An Garda 

Síochána, will perform an updated detailed risk assessment of the current 

vulnerability of all Critical National Infrastructure and services to cyber 

attack. 

Measure 5 The existing Critical National Infrastructure protection system will be 

expanded and deepened over the life of the Strategy to cover a broader 

range of Critical National Infrastructure, including aspects of the electoral 

system. 

Measure 6 The existing information sharing groups operated by the National Cyber 

Security Centre will be further developed, with the existing Threat Sharing 

Group being broadened to include a wider range of critical national 

infrastructure. 

Measure 7 Government will introduce a further set of compliance standards to 

support the cyber security of telecommunications infrastructure in the 

State. 

 

Progress to Date 

• The NCSC continues to deploy and develop the Critical National Infrastructure (CNI) 

protection system flowing from the EU Network and Information Security (NIS) 

Directive. 

• The NCSC has published guidelines for Operators of Essential Services (OES) and 

works closely with them to identify and mitigate cyber risks affecting designated 

services, including through a programme of security audits. 

• Recognising that the revision to the NIS2 Directive represents a comprehensive 

overhaul and expansion of the regulatory framework for cyber security throughout the 

Single Market, the proposal in Measure 5 of the Strategy to develop national 

legislation for critical national infrastructure will be addressed through the 

transposition of the NIS2 Directive. The Directive is expected to enter into force by 
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the end of this year or early 2023 and the transposition process is required to be 

completed by the end of Q3 of 2024.  

• The NCSC has concluded a detailed risk assessment in respect of CNI, with the 

assistance of a number of national stakeholders and operators of critical 

infrastructure. This risk assessment, along with the Post Incident Review of the HSE 

incident has informed the drafting of the National Cyber Emergency Plan and the 

future NCSC Strategy for engagement with CNI and other relevant stakeholders.  

• The NCSC has also been working with the Department of Housing, Local 

Government and Heritage and the Houses of the Oireachtas Commission to support 

them in enhancing the security of aspects of our electoral system. In 2021, the NCSC 

issued guidance on cyber security for political parties and candidates. 

• The NCSC has expanded its cyber security information sharing groups and 

established information sharing structures with UK CNI protection agencies on an 

East-West and North-South basis. 

• In respect of telecommunications infrastructure, the Government has endorsed the 

'EU 5G Security Toolbox' as the framework by which Ireland will secure its next 

generation electronic communications networks. A series of Electronic Security 

Control Measures have been drafted in consultation with industry, and legislation has 

been brought before the Oireachtas to establish a legal basis for these controls. 

• The Minister has recently published primary legislation on 5G security to assess the 

risk profile of providers of electronic communications network equipment and, if 

required, to designate certain vendors as being high risk. The Committee stage 

amendment to the Communications Regulation Bill 2022 will also provide for certain 

parts of electronic communications networks to be designated as being critical and 

certain powers which would ensure that high risk vendors would not be used in 

critical electronic communications networks. 

Proposals for Further Measures 

• The NCSC will begin offering a vulnerability assessment service to critical 

infrastructure and government entities in 2023. 

• The NCSC will begin the process of creating a database of critical infrastructure, 

vendors, and managed services, as recommended by the Risk Assessment  
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• The NCSC will, using the model established by Government Coordination and 

Response Network (Gov CORE) network model, established under Measure 10 of 

the 2019 strategy, build a network of sectoral Information Sharing Networks, backed 

by a secure Cyber Threat Intelligence sharing platform enhancing the security and 

resilience of critical infrastructure. This Information Sharing Network will be prepared 

for, and can coordinate during, a major cyber security incident. 

• The NIS Competent Authority role for critical infrastructure operators will be further 

federated, with sectoral regulators integrating cyber security compliance to their 

existing regulatory roles, thereby enabling the NCSC to focus on its core mission, 

while at the same time providing expert guidance to those regulators 

 

Q: Are the proposed measures appropriate and relevant to the current 

situation? Are there further proposals which should be considered? 

Which, if any, proposals should be prioritised? 

  



 

21 
 

8. Public Sector Data and Networks 

2019 Strategy Measures 

Measure 8 The NCSC will develop a baseline security standard to be applied by all 

Government Departments and key agencies. 

Measure 9 The existing ‘Sensor’ Programme will be expanded to all Government 

Departments, and an assessment will be conducted by the same date as 

to the feasibility of expanding Sensor to cover all of Government networks. 

Measure 10 A Government IT Security forum will be created, open to all Heads of IT 

Security across Government, to facilitate information sharing on best 

practice for cyber security and to allow the NCSC support the deployment 

of the baseline security standard. 

Measure 11 The NCSC will be tasked by Government to issue Recommendations with 

regard to the use of specific software and hardware on Government IT 

and telecommunications infrastructure. 

 

Progress to Date 

• The NCSC and the Office of the Government Chief Information Officer (OGCIO) 

published the Baseline Cyber Security Standard for Public Sector Bodies in 

November 2021. These standards set out a framework to be used by Departments 

and state agencies as a baseline to gauge their organisation’s cyber security 

preparedness. They are based on the US National Institute of Standards and 

Technology and relevant European and international standards. 

• Building on the success of the steering group which developed the Baseline 

Standard, the NCSC has recently established the Government Cyber Security 

Coordination and Response Network (Gov CORE), which is a group of senior ICT 

security managers to provide guidance and support for the implementation of the 

Baseline Standard, and prepare for, and coordinate during, a major cyber security 

incident affecting government networks. In addition, the CORE Network pools 

resources, knowledge, experience, expertise, and training, to raise the overall level of 

security across Government Departments and networks.  

• An online information-sharing platform has also been established as a resource to 

support the work of the Gov CORE Network. 
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• The NCSC and OGCIO are presently collaborating on a project to develop 

recommendations for the procurement of software, hardware and cloud computing 

services on Government IT and telecommunications infrastructure, which will be 

published in the first quarter of 2023. 

• The NCSC’s “Sensor” programme has been expanded to cover all Government 

Departments. 

• The NCSC is currently consulting with the Attorney General’s Office on the potential 

for extending this programme to other public bodies and critical national 

infrastructure. It is intended that relevant provisions will be included in the draft 

Heads of Bill which are to provide a mandate and relevant legal powers for the 

NCSC. 

Proposals for Further Measures 

• The Public Sector Baseline Standard will be reviewed and updated by Q4 2023, with 

a view to ensuring that it matches the binding requirements under the revised NIS 

Directive for public sector bodies. 

• The NCSC will bring a proposal to Government to establish a requirement for the 

entities providing cyber security services to the public sector in Ireland to be 

accredited against a standard, which will be developed by the NCSC based on 

accepted cybersecurity best practices and relevant international standards.  

• The NCSC will assume a role in the certif ication of ICT systems employed for the 

handling of classified data under the NSA Act presently being drafted in the 

Department of Justice, as well as any other relevant functions assigned by 

Government in this regard. 

• The NCSC will advise OGP and the Department of Public Expenditure and Reform 

on the review and amendment of procurement legislation so that supply chain risks to 

the security and resilience of Public Bodies’ IT infrastructure are managed 

appropriately 

• The NCSC and the Gov CORE Network will engage with the Department of Public 

Expenditure and Reform (DPER) and the Public Appointment Service (PAS) to 

formalise the creation of a Cyber Security Specialist role within the Civil Service and 

run an open recruitment process to create a panel of CSS that Departments can 

draw upon. 
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Q: Are the proposed measures appropriate and relevant to the current 

situation? Are there further proposals which should be considered? 

Which, if any, proposals should be prioritised? 
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9. Skills 

2019 Strategy Measures 

Measure 12 Government will continue to ensure that second and third level training in 

computer science and cyber security is developed and deployed, including 

by supporting the work of Skillnets Ireland in developing training 

programmes for all educational levels and supporting SOLAS initiatives for 

ICT apprenticeship programmes in cyber security. 

Measure 13 Science Foundation Ireland (SFI) will promote cyber security as a career 

option in schools and colleges by means of their Smart Futures 

Programme. 

Measures 14 Science Foundation Ireland along with DBEI and DCCAE, will explore the 

feasibility through the SFI Research Centre Programme, the Research 

Centre Spoke programme or other enterprise partnership programmes to 

fund a significant initiative in Cyber Security Research. 

 

Progress to Date 

• There continues to be significant growth in the number of places available on cyber 

security courses at third level institutions and further education centres, a number of 

which are actively collaborating with industry partners. 

• Technology Ireland under the ICT Skillnets has a focus on awareness raising and 

event engagement. Skills training activities with CISCO and IBM initiatives are 

currently underway. 

• Science Foundation Ireland has incorporated cyber security as a career option in its 

Smart Futures Programme delivered in schools and colleges. This programme 

provides information on the range of career opportunities available in the field and 

has a particular focus on promoting STEM careers to girls and young women. 

• A Cyber Security Education Working Group has been established and is overseeing 

a pilot Junior Cycle Short Course in Cyber Security. 

• In respect of cyber security research, a number of workshops were convened by 

Science Foundation Ireland (SFI) to explore opportunities for collaboration on a 

significant research initiative. While it has not been possible to identify a specific 

initiative for research funding thus far, SFI is supporting a number of research 

projects with a strong link to cyber security at institutions throughout the country . 
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• The industry cluster Cyber Ireland includes representatives from the research 

community and with support of IDA Ireland, Enterprise Ireland and the NCSC will 

continue to foster collaboration between research institutions and with industry 

stakeholders. 

 

 

Proposals for Further Measures 

• The existing Junior Cycle Short Course on Cyber Security will be run to end 2024, 

while work continues on mainstreaming cyber security in primary and secondary level 

education. Government will continue to support academic initiatives, notably the UCD 

Cyber Resilience Education for Primary & Post Primary Schools Initiative. 

• Engage industry skills challenge 

• The NCSC will establish a Strategic Advisory Group of Cybersecurity Research 

Stakeholders to provide guidance and direction in regard to the focus of research 

efforts   

Pilot Junior Cycle Short Course in Cyber Security 

The Department facilitated the establishment of a working group to 

develop the Junior Cycle Short Course and pilot its implementation. 

The working group was educational stakeholder led, under the chair of 

Prof. Joe Carthy of University College Dublin and comprised 

representatives from the Computers in Education Society of Ireland 

(CESI), the National Council for Curriculum and Assessment, Cyber 

Ireland, the NCSC and supported by a project team from UCD. The 

supporting UCD project team developed the short course 

specification, arranged webinars and developed units of learning to 

support teachers, and piloted the short course in a diverse range of 10 

post-primary schools nationally during the 2020/21 academic year. 

The project team also developed a course website (www.cyberwise.ie) 

and organised a shared learning day event for teachers and pupils at 

the UCD campus. The pilot programme has recently been extended 

for a further 2 years with funding from DECC. 

http://www.cyberwise.ie/
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• The NCSC will establish a ‘National Cyber Security Support Centre’ to promote 

industry awareness of EU public funds for improving cybersecurity capabilities and 

availing of state-of-the-art cybersecurity solutions.  The Centre will involve an online 

presence and the delivery of newsletters, webinars, and physical events to promote 

networking and engagement at both national level and on a cross border basis with 

other EU Member States.  A formal national community of research and resilience 

stakeholders with access to the wider EU cybersecurity ecosystem will be 

established.    

• Government will assess the feasibility of establishing a European Digital Innovation 

Hub on cybersecurity in the State under Digital Europe with DETE.  

 

Q: Are the proposed measures appropriate and relevant to the current 

situation? Are there further proposals which should be considered? 

Which, if any, proposals should be prioritised? 
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10. Enterprise Development 

2019 Strategy Measures 

Measure 15 Government will continue to support and fully engage with the IDA funded 

Cyber Ireland Programme and explore new mechanisms to support 

Industry/Academia/Government cyber security collaboration. 

Measure 16 Enterprise Ireland will develop a cyber security programme to facilitate 

collaborative links between enterprise and the research community that 

lead to the practical application of research in business. 

 

Progress to Date 

• With support from the NCSC, IDA Ireland, and Enterprise Ireland, the industry cluster 

Cyber Ireland continues to grow and develop. The cluster’s membership includes 

indigenous and multinational firms from both the pure-play cyber security and digital 

services sectors, as well as educational and research institutions. 

• In 2021 Cyber Ireland hosted its first annual conference (as a virtual event) and the 

second annual conference was held in Cork on 5 October 2022.  

• Earlier this year Cyber Ireland published its first report on the state of the 

cybersecurity industry sector in Ireland. The Report launched by the Minister of State 

for Circular Economy and Communications Ossian Smyth, T.D. states that there 489 

cyber security firms employing 7351 staff and contributing to the economic 

development of the country. Foreign direct investment is responsible for over 71% of 

these jobs, with US based multinationals contributing to over 55% of all employment. 

Almost half of all f irms are SMEs, many of them Irish owned and controlled. 

• Accompanying the sector report, the Cyber Ireland position paper ‘Achieving Our 

Cyber Potential 2030’ outlined a number of policy recommendations including calls 

for a greater role for Government in industry coordination and development of the 

cybersecurity industry.  The paper identifies a number of priorities for investment 

including the SME-based indigenous industry sector, addressing the skills gap, and 

developing capacity in cybersecurity research and development. 

• In addition, the Department of Enterprise, Trade and Employment, IDA Ireland and 

Enterprise Ireland work on an ongoing basis to support the development of 

indigenous and multinational cyber security enterprises. 
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• At a European level, progress is continuing to establish the European Cyber Security 

Competence Centre and Network pursuant to Regulation (EU) 2021/887. The 

Competence Centre will play a leading role in supporting the development of the 

European cyber security industry, including through the disbursement of EU funds for 

cyber security from the Horizon Europe and Digital Europe programmes. These 

funds will support enterprise development, research and development, as well as 

investment in national capacity building and cyber resilience. The Competence 

Network will bring together stakeholders from the industry and research communities 

to foster collaboration and information exchange. 

• The Government has recently decided that the NCSC will act as Ireland’s National 

Coordination Centre, with the support of Cyber Ireland. This Centre will play a vital 

role in establishing Ireland’s Competence Network and facilitating engagement with 

the European Competence Network and access to the EU funding programmes for 

cyber security. 

Proposals for Further Measures 

• The NCSC will lay the groundwork for the development, with partners in industry and 

in academic bodies, of a strategy on the development of the cyber security industry in 

Ireland, including on leveraging EU supports and improve industry engagement 

between Ireland and other EU MS. This work will also focus on developing closer 

cooperation between bodies on the island of Ireland. This will include an examination 

on how best to address the cybersecurity skills challenge and set out measures to 

meet this gap. It will pay particular attention to addressing the lack of diversity in 

cyber security. 

• The NCSC in conjunction with other State bodies will facilitate improved governance 

arrangements for Cyber Ireland, involving the establishment of its own legal 

personality.  

• The NCSC’s National Cyber Security Support Centre is developing an SME support 

programme and will assist with developing capabilities for those involved with 

operation and provision of essential services 

• As a step towards the establishment of a National Cyber Innovation Hub, the NCSC 

will bring to Government a proposal to establish an incubator facility as well as an 

organisational structure for continuous operational cooperation with both indigenous 

and international cyber security firms.  The NCSC will assess with DETE and other 
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relevant partners the feasibility of establishing a European Digital Innovation Hub on 

cybersecurity in the State under Digital Europe.  

• The NCSC will take an observer role on NSAI national mirror standards committee 

on cybersecurity interacting with ISO/IEC, CEN/CENELEC and ETSI. 

• The NCSC will assume the National Cybersecurity Certification Authority function 

under the EU Cybersecurity Act and will develop the market surveillance role 

associated with this. 

 

Q: Are the proposed measures appropriate and relevant to the current 

situation? Are there further proposals which should be considered? 

Which, if any, proposals should be prioritised? 
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11. Engagement 

2019 Strategy Measures 

Measure 17 We will reinforce Ireland’s diplomatic commitment to cyber security, 

including by stationing cyber attachés in key diplomatic missions and by 

engaging in sustainable capacity building in third countries. 

Measure 18 We will create an interdepartmental group (IDG) on internet governance 

and international cyber policy to coordinate national positions across 

Departments 

Measure 19 We will deepen our existing engagement in international organisations, 

including by joining the Cyber Security Centre of Excellence (CCD-COE) 

in Tallinn, Estonia. 

 

Progress to Date 

• An interdepartmental group on internet governance has been established, chaired by 

the Department of Foreign Affairs with representation from the Departments of 

Defence, Justice, DECC and the NCSC. The IDG meets regularly to coordinate 

policy positions across Government. 

• In June last year, the Minister for Foreign Affairs participated in the first ever 

discussion of cyber security and internet governance at the UN Security Council. The 

Department of Foreign Affairs has actively participated in sessions of the UN Open 

Ended Working Group on security of and in the use of information and 

communications technologies and other relevant multilateral fora.  

• Earlier this year Minister of State at the Department of the Environment. Climate and 

Communications Ossian Smyth, T.D. participated in an informal meeting of 

Communications Ministers and co-signed a joint declaration highlighting the 

importance of strengthening and deepening EU cooperation to improve the resilience 

of critical infrastructure and respond to major cyber security incidents. 

• Work on the introduction of production and preservation orders, which would 

constitute significant progress towards enabling the ratif ication of the Budapest 

Convention, is ongoing.  A General Scheme of a Bill will be published at the earliest 

date possible.  Separately, the intention is that further legislative proposals to 

address the remaining elements of the Convention will also be brought forward for 

the consideration of the Government in 2023. 
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• With regard to appointment of cyber attachés in key diplomatic missions, the 

Government agreed that positions at the Permanent Representation to the EU in 

Brussels and the Irish Embassy in Washington would be prioritised. The Department 

of the Environment, Climate and Communications has approved the establishment of 

a new permanent, full-time attaché for cyber security in Brussels and the process of 

filling this post is underway at present. DECC and the Department of Foreign Affairs 

are working in partnership to progress the proposed attaché position in Washington. 

• Ireland has joined the Cooperative Cyber Defence Centre of Excellence in Tallinn, 

Estonia and a member of the Defence Forces has been seconded to the Centre. 

• The Government has also recently agreed to seek membership of the NATO MISP 

Smart Defence Project and the Microsoft Government Security Programme to 

complement existing information sharing platforms and threat feeds. 

• In November the European Centre of Excellence for Countering Hybrid Threats in 

Helsinki approved Ireland’s application to become a Participating State. Ireland will 

formally become a member of the Centre in January 2023 and will have access to 

strengthen our capacity building to prevent and counter hybrid threats.  

• Establishment of a further permanent, full-time attaché for cyber security at the 

Embassy of Ireland to the United States in Washington DC is a priority during the 

lifetime of this strategy. 

 

Proposals for Further Measures 

• The NCSC will continue to build out its international engagement, both across the EU 

and more broadly, including by formalising its relationships with similar bodies in a 

number of other States with which it has a long-standing close working relationship. 

• The 2021 NCSC Capacity Review includes a recommendation that DFA convenes a 

cross-Government workshop to assess the full extent of Ireland’s cyber diplomatic 

footprint globally, with inputs from the NCSC, DECC, the Departments of Defence 

and Justice, and other relevant agencies. 

• The State will continue to engage in international discussions on internet governance 

and security through a wide range of international organisations, steered by the 
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interdepartmental group on Internet Governance, which is chaired by the Department 

of Foreign Affairs. 

• The Department of Foreign Affairs will publish a national position paper on how 

international law applies in cyberspace, in support of UN efforts to promote a better 

understanding of what constitute acceptable behaviours, with a view to maintaining 

peace and stability and promoting an open, secure, stable, accessible and peaceful 

ICT environment.  

• The Department of Foreign Affairs, in consultation with the NCSC and other relevant 

Departments and agencies, will continue to develop opportunities for cyber security 

capacity building in third countries. 

 

Q: Are the proposed measures appropriate and relevant to the current 

situation? Are there further proposals which should be considered? 

Which, if any, proposals should be prioritised? 
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12. Citizens 

2019 Strategy Measures 

Measure 20 Government will develop a national cyber security information campaign 

which will use information provided by the NCSC and the Garda National 

Cyber Crime Bureau and be delivered by entities which are directly 

engaged in information provision. 

 

Progress to Date 

• The NCSC and the Garda Cyber Crime and Financial Crimes Divisions regularly 

collaborate to disseminate information and guidance to help individuals prevent and 

mitigate cyber risks such as phishing, smishing, as well as measures to enhance the 

security of online banking and social media accounts. 

• The Baseline Cyber Security Standard and other guidance for enterprises and 

organisations is available online to inform all citizens about measures that can be 

implemented at home, at school, and in community groups to prevent unauthorised 

access to systems and to secure personal and sensitive data. 

• The NCSC and Garda Cyber Crime Bureau participate in the annual European Cyber 

Security Month campaign coordinated by the EU cyber security agency ENISA every 

October. The NCSC “Become Your Own Cyber Security Investigator” infographic 

developed for the 2020 campaign was recently awarded the Best Infographic Award 

by ENISA and translated into the 24 official languages of the EU for use in this year’s 

campaign across the Union. 

• In response to the rise in smishing and vishing campaigns on Ireland’s 

telecommunications infrastructure, Minister Ossian Smyth has established a working 

group with the Commission for Communications Regulation, the NCSC and telecoms 

operators to develop proposals to address this challenge. 

• The pilot Junior Cycle cyber security education project has been recognised by 

participating schools as a helpful tool to promote awareness of cyber risks among 

pupils in how they engage online with educational resources, social media, and 

gaming platforms. 

 

 



 

34 
 

 

 

 

Proposals for Further Measures 

• Continue to develop and publish cyber security guidance documents on specific 

themes that citizens can use to increase their cyber security awareness. 

• Expand our annual Cyber Security Month campaign during October in line with the 

themes of the European Union Agency for Cyber Security (ENISA) European cyber 

security month campaign. 

 
 

Q: Are the proposed measures appropriate and relevant to the current 

situation? Are there further proposals which should be considered? 

Which, if any, proposals should be prioritised? 

  

Public Awareness Campaign for European Cyber Security Month 

October 2021 

The NCSC worked with the Garda Cyber Crime Bureau, ENISA, and 

partner agencies in other Member States to deliver a public 

awareness campaign as part of the European Cyber Security Month in 

October 2021. The themes for the campaign were cyber security at 

home and cyber first aid i.e., what to do in the event of a financial or 

social media account being hacked. The NCSC developed tailored 

infographics and guidance documents addressing issues such as 

working from home securely, ransomware, and cyber security for 

schools. The digital campaign achieved significant reach with total 

reach of 543,111 and 46,000 video views on Twitter, 64,122 and 

2,833 video views on Facebook, resulting in almost 19,000 clicks 

through to the NCSC’s website. 



 

35 
 

13. Governance Framework and Responsibilities 

Progress to Date 

• The High-Level Interdepartmental Committee overseeing the implementation of the 

2019 Strategy meets on a quarterly basis and is chaired by the Assistant Secretary 

for Communications in DECC. A progress report is prepared in advance of each 

meeting and relevant officials attend the meetings to provide detailed updates on 

progress. 

• In line with the Government decision of July 2021, the IDC will oversee the 

implementation of measures agreed in response to the NCSC Capacity Review 

including recruitment of additional staff and development of a dedicated HQ facility. 

• Legislation is currently being drafted to provide a mandate and authority for the 

NCSC, and to set out its role with respect of other agencies engaged in national 

security functions. DECC is in ongoing consultation with relevant Departments to 

prepare a scoping paper to inform the drafting of Heads of a Bill.  

• In response to recent EU legislative measures, the Minister for Communications has 

agreed to designate the NCSC as Ireland’s National Coordination Centre under the 

Regulation establishing the European Cybersecurity Competence Centre and 

Network, as well as the National Certif ication Authority for certification schemes 

developed pursuant to the European Cybersecurity Act. These new functions will be 

considered as part of future budgetary and staffing submissions for the NCSC. 

Proposals for Further Measures 

• As recommended in the 2021 NCSC Capacity Review, it is proposed to establish an 

Advisory Group to be drawn from the cyber security industry and research 

community, as well as representatives of key stakeholders, to provide independent 

perspectives and input on strategy and policies. 

 

Q: Are the proposed measures appropriate and relevant to the 

current situation? Are there further proposals which should be 
considered? Which, if any, proposals should be prioritised? 

 


